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1	Introduction
During RAN2#105, following agreements were made.
Agreements

1	Specify the ”non-split bearer” solution candidate for the Rel-16 E-UTRA enhancements minimizing the interruption time during mobility.

2	Decide during the work item phase whether a single active protocol stack or two active protocol stacks are used in enhanced Rel-16 E-UTRAN mobility solution.

3	Agree the following common aspects for “non-split bearer” solution candidate:
a.	PDCP SN assignment (for DL) is done at source eNB. PDCP SDUs and the SN assigned to each SDU are then forwarded to target eNB. Details of how SN information is transferred is FFS.
b.	RoHC and remaining PDCP functions (e.g. ciphering, PDCP PDU creation) are executed separately at each network node
c.	The UE procedure when UE detaches from the source cell is explicitly defined in the specifications (e.g. via procedural text and/or via dedicated message/indication.).
d.	In case of two active protocol stacks, a separate security key is used for each of the protocol stacks.

4	RAN2 is asked to work further on the details of the following open issues:
a.	When detaching from the source shall occur and whether it has to be separately considered from the UE’s and NW’s side
b.	Whether data forwarding is done “late” or “early”. Consider potential combination with CHO and how SN Status transfer is done and how HFN is handled. 
c.	LS to RAN3 on data forwarding enhancements to enable reduced interruption time during HO 

5	The detailed assumptions of simultaneous transmission/reception for the solutions depend on the feedback from RAN1 and RAN4 (i.e. response to R2-1815706). RAN2 shall continue working based on the received LS replies.
In RAN2#105bis meeting, no decision could be made whether to adopt single active protocol stack or dual active protocol stack solutions. However, there was support to use a single PDCP protocol stack in either solution.
=>	Any solution that is specified will be modelled as a single PDCP entity on UE side.
In RAN2#106 meeting, UL handling to minimize the handover interruption was discussed and following agreements were made:
Agreements

1 Simultaneous UL PUSCH transmission does not need to be supported for the HO interruption solution. 
	
2	UL PUSCH switches from source to target after reception of the first UL grant from the target eNB
Then the solution of dual active protocol stacks (DAPS) was agreed for RUDI during handover.  
Agreements

1	We will not specify single active protocol stack solution (option 0/1/2)

2	We will specify dual active with specified capability coordination that does not have to be utilized by the network. FFS how/whether we will specify the rules for UE when capability coordination is not utilized and UE capabilities are exceeded (we may leave this up to UE implementation).
In this contribution, we discuss security configuration/handling for DAPS during HO.  
[bookmark: _Ref178064866]2	Discussion
2.1 Security Handling in Basic HO
In the basic HO procedure of LTE, the target eNB prepares HO and sends the HANDOVER REQUEST ACKNOWLEDGE to the source eNB, which includes a transparent container to be sent to the UE to trigger the HO procedure. The target eNB security algorithm identifiers for the selected security algorithms is provided in the transparent container. 
After receiving the RRCConnectionReconfiguration message including the mobilityControlInformation, UE reset MAC and re-establish PDCP and RLC. After PDCP re-establishment, UE update the KeNB. Then it derives the KRRCint key and the KRRCenc key /KUPenc key based on the current or configured integrity and ciphering algorithm respectively. After that UE configures lower layers to apply the integrity protection algorithm and the KRRCint key for integrity protection and apply the ciphering algorithm and the KRRCenc / KUPenc key for ciphering.  Finally, UE sends the RRCConnectionReconfigurationComplete message with the security key of the target eNB. 
In Rel-14 MBB HO, it is up to UE implementation when to stop the uplink transmission/ downlink reception with the source eNB to initiate the connection to the target eNB. After that, UE reset MAC, re-establish PDCP/RLC and apply the security key of the target eNB. 
Observation 1: In both basic HO and Rel-14 eMBB HO procedures, UE applies the security key of the target eNB by performing PDCP re-establishment upon reception of the HO command. 
Observation 2: In Rel-14 eMBB HO procedure, UE applies the security key of the target eNB after stopping uplink transmission/ downlink reception with the source eNB, which is up to UE implementation. 
2.2 Security handling in DAPS
In RAN2# 105bis meeting, RAN2 agreed that any solution that is specified will be modelled as a single PDCP entity on UE side based on the outcome of the offline discussion [1]. 
During RUDI handover with DAPS, the single PDCP entity contains two ROHC protocol stacks and two ciphering functions, which is different from the legacy PDCP entity. Furthermore, the UE maintains two PHY/MAC/RLC protocol stacks, which was already agreed in RAN2#105 meeting for the definition of dual active protocol stack [2]. The two PHY/MAC/RLC protocol stacks are associated to the single PDCP entity during handover.  A separate security key is used for each of the protocol stacks.
Observation 3: UE maintains two PHY/MAC/RLC protocol stacks and one common PDCP entity during the Handover with DAPS. A separate security key is used for each of the protocol stacks. 
Based on observation 3, UE can differentiate which security key/algorithm to apply for each packets based on from/to which eNB (i.e. source cell or target cell) the packet is received/transmitted. The association between the security keys/algorithms and the RLC entity/logical channel can be configured by RRC. There is no security confusion. There is no need to have end-marker. 
Proposal 1 End-marker is not needed for both DL and UL data transfer. 
The security configuration, security usage in DL and security usage in UL for both the source cell and the target cell at different point of time is illustrated in Figure 1. 


Figure 1 Security configuration, security usage in DL and UL
[bookmark: _Toc7618046][bookmark: _Toc7620143][bookmark: _Toc7693725]2.2.1 Security handling upon reception of handover command
Same as normal handover, the security configuration for the target cell is provided by the handover command. Since DAPS doesn't need to be supported for SRB, the security handling for SRB is the same as normal HO. The security key/algorithm provided by the target cell for integrity protection and ciphering shall be applied to the RRCReconfigurationComplete message. 
Proposal 2 DAPS during HO is not configured for SRB. The security handling for SRB including integrity protection and ciphering is the same as normal HO. 
For DRBs, upon reception of the handover command with DAPS, PDCP reconfiguration is performed instead of PDCP re-establishment. Different from the normal handover, UE needs to maintain the security keys for the source cell while deriving the security keys for the target cell. Since the two security keys/security algorithm are associated to the protocol stacks for the source cell and the target cell respectively, UE can configure the lower layer associated to the target cell to apply the security algorithm and security keys received from the handover immediately.
Although data transmission/reception with the target cell only starts after successful HO completion, UE doesn’t need to delay to apply the security configuration for ciphering. UE can prepares the ciphering function and applies the security configuration for the DRBs beforehand. In this way, the procedure to derive the security keys and apply the security configuration to the lower layer associated to the target cell is the same for both SRBs and DRBs. 
Proposal 3 Upon reception of handover command with DAPS, UE derives the security keys for the target cell while maintain the security keys of the source cell. 
Proposal 4 Upon reception of handover command with DAPS, UE configures the lower layer associated to the target cell to apply the security keys/algorithms. 
2.2.2 Security handling upon source cell release
Upon release of the source cell, UE release the lower layer configuration of the source cell and the parts of the bearers towards the source cell. Since the source cell will not be used anymore, the security keys and algorithms maintained for the source cell will also be released. At that point of time, UE only have the security keys and algorithms for the target cell, which is considered as the PCell. 
Proposal 5 UE releases the security keys and algorithms for the source cell when the source cell is released. 
For DL data transfer, the source security keys and algorithm for ciphering is used for DL data transfer until the source cell is released; the target keys and algorithm for ciphering is started to be used for DL data transfer when HO is successfully completed. It means UE needs to perform deciphering for the packets received from the source cell and the target cell in parallel from HO completion to source cell release. 
Observation 4: UE performs deciphering for DL data received from both the source cell and the target cell in parallel from HO successful completion to source cell release. 
For UL data transfer, since simultaneous PUSCH transmission is not supported, UE switches the UL new data transmission from the source cell to the target cell upon reception of the first UL grant after HO is successful completed. UE uses the security key and algorithm of the source cell for ciphering before UL protocol switching; and then uses the security key and algorithm of the target cell for ciphering afterwards. 
Observation 5: Before UL protocol switching, UE uses the security key and algorithm of the source cell for ciphering; after UL protocol switching, UE uses the security key and algorithm of the target cell for ciphering. 
But it should be noted that the security configuration and application is common for DL and UL. There is no need to differentiate DL and UL handling for security configuration and application. 
Observation 6: The security configuration and application is common for DL and UL and there is no need to differentiate DL and UL handling. 
Proposal 6 UE handles the security keys and algorithms for both the source cell and the target cell in parallel from HO successful completion to source cell release.


3	Conclusion
Observations:
Observation 1: In both basic HO and Rel-14 eMBB HO procedures, UE applies the security key of the target eNB by performing PDCP re-establishment upon reception of the HO command. 
Observation 2: In Rel-14 eMBB HO procedure, UE applies the security key of the target eNB after stopping uplink transmission/ downlink reception with the source eNB, which is up to UE implementation. 
Observation 3: UE maintains two PHY/MAC/RLC protocol stacks and one common PDCP entity during the Handover with DAPS. A separate security key is used for each of the protocol stacks. 
Observation 4: UE performs deciphering for DL data received from both the source cell and the target cell in parallel from HO successful completion to source cell release. 
Observation 5: Before UL protocol switching, UE uses the security key and algorithm of the source cell for ciphering; after UL protocol switching, UE uses the security key and algorithm of the target cell for ciphering. 
Observation 6: The security configuration and application is common for DL and UL and there is no need to differentiate DL and UL handling. 
Proposals:
Proposal 1 End-marker is not needed for both DL and UL data transfer. 
Proposal 2 DAPS during HO is not configured for SRB. The security handling for SRB including integrity protection and ciphering is the same as normal HO. 
Proposal 3 Upon reception of handover command with DAPS, UE derives the security keys for the target cell while maintain the security keys of the source cell. 
Proposal 4 Upon reception of handover command with DAPS, UE configures the lower layer associated to the target cell to apply the security keys/algorithms. 
Proposal 5 [bookmark: _GoBack]UE releases the security keys and algorithms for the source cell when the source cell is released. 
Proposal 6 UE handles the security keys and algorithms for both the source cell and the target cell in parallel from HO successful completion to source cell release.
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