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1 Introduction
It has been decided in RAN2 #107 to specify Dual Active Protocol Stack (DAPS) solution for minimizing user data interruption during handover [1]

	Agreements

1
We will not specify single active protocol stack solution (option 0/1/2)

2
We will specify dual active with specified capability coordination that does not have to be utilized by the network. FFS how/whether we will specify the rules for UE when capability coordination is not utilized and UE capabilities are exceeded (we may leave this up to UE implementation).


	Agreements

1
Simultaneous UL PUSCH transmission does not need to be supported for the HO interruption solution. 

2
UL PUSCH switches from source to target after reception of the first UL grant from the target eNB


In this contribution, we treat first the handling of security keys in DAPS solution. Then, we discuss the security related procedures required to avoid the target cell and UE exchange PDCP PDUs that were already communicated with the source cell.
2  Handling of Security Keys in DAPS 
The flow diagram describing the derivation of security keys is shown in Fig. 1.
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Figure 1: Derivation of security keys [2].

Access stratum uses two keys for Signaling Radio Bearers (SRB) (K-RRC int for integrity protetction and K-RRC enc for encryption) and one encryption key for DRBs (K-UP enc for encryption). These keys are derived based on KeNB /Next Hope (NH) value assigned for each node. In case of handover procedure, the UE should use new AS keys derived based on KeNB* which is the key corresponding to the target node. 
In DAPS solution, downlink data transmission from both source and target protocol stacks are required to reduce interruption time during handover. Since the keys associated with source and target cells are different as explained above, the UE and network needs to handle security processing using different keys at the same-time as there will be some duration where both source and target protocol stacks are active. 
Activation of Target Security keys

· Integrity and encryption keys for SRBs need to be utilized after RACH Access, i.e., are required for the transmission of RRC Reconfiguration Complete to the target cell using SRB1. 
· Encryption key for DRBs is activated after the UE completes the handover execution and receives a DCI for downlink data transmission or uplink grant on PDCCH that is addressed by C-RNTI of the UE. 

Proposal 1: Integrity and encryption keys for SRB are activated for target cell during the random access procedure.

Proposal 2: Encryption key for DRB is activated after the UE completes the handover execution and receives a DCI for downlink data transmission or uplink grant on PDCCH that is addressed by C-RNTI of the UE.
Release of source security keys

· The SRB of the source cell is switched to the target cell upon the reception of the handover command. However, to enable fast fall-back to source cell in case the handover fails to target cell [Tdoc #12, RLM ], UE keeps the source keys for SRB until it performs successful handover execution to target cell... 
· The source DRB encryption key can be released along with the release of source protocol by means of implicit or explicit release as stated in [Tdoc # 14/bearer handling].
Proposal 3a: SRB is switched from source to target cell upon the reception of the handover command. 
Proposal 3b:For fast fall-back to source cell in case of handover failure, UE retains source eNB keys for SRB until it performs successful handover execution to target cell. 

Proposal 4: The source DRB encryption key is released along with the release of source protocol using an explicit or implicit release.
3  PDCP DL/UL COUNT of Target eNB 
According to [3], the parameters that are required by PDCP for ciphering and de-ciphering are the 1) COUNT value, consisting of Hyper Frame Number (HFN) and Sequence Number (SN), 2) direction of the transmission (downlink or uplink), 3) bearer ID and 4) ciphering key.
In baseline handover, the source cell stops the scheduling of DL and UL data after sending the handover command to the UE. Thus, both UE and source cell are in sync about the SN of last PDCP PDU that was exchanged in DL and UL. To enable the target cell to resume the radio communication, source cell sends to the target cell SN STATUS TRANSFER message containing the DL/UL COUNT, i.e., consisting of Hyper Frame Number (HFN) and Sequence Number (SN), to indicate the next missing DL/UL PDCP PDU. Using this message, UE and target cell get in sync with respect to the initial values of UL/DL COUNT that are applied in (de)-ciphering of the PDCP SDUs.

Observation 1: In baseline handover, SN STATUS TRANSFER is used to get both UE and target cell in sync about the initial values of UL/DL COUNT that shall be applied in (de)-ciphering of the PDCP SDUs.

As the radio communication between the UE and the source eNB is continued in DAPS solution after sending the handover command, it would be useful if the target eNB starts transmitting and receiving DL and UL packets that have not been exchanged yet with the UE, i.e., avoid re-transmitting packets that have been successfully received by the UE from the source eNB. This issue can be addressed by initializing properly DL/UL COUNT values for the radio communication between the UE and target eNB. 

Proposal 5: The DL/UL COUNT values for the radio communication between the UE and target eNB should be initialized properly to avoid re-transmitting packets that have been successfully exchanged between UE and source eNB.
Moreover, for the UE to de-cipher the first and subsequent downlink transmissions from the target eNB, it needs to know the DL COUNT value applied by the target eNB. Similarly, for de-ciphering the first and subsequent uplink transmissions from the UE, the target eNB needs to know the applied UL COUNT value applied by the UE. Thus, synchronization about DL/UL COUNT values between the UE and target eNB is needed for initiating the transmission/reception of user data. 
Proposal 6: The DL/UL COUNT values between the UE and target eNB need to be synchronized for initiating the transmission/reception of user data.

Fig. 2 describes one solution that addresses the two issues raised in proposal 5 and 6:
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Figure 2: UE and target cell coordination about DL/UL COUNT.
The steps of the solution are summarized in the following.

· In step 10 and 11, UE and source cell mark the SN of last successfully received PDCP PDU in UL and DL, respectively: Once the UE receives the handover command in Step 8, it waits for the delivery confirmation of the UL PDCP PDUs and stores the SN number of the first one received. The source eNB does the same for the first received DL PDCP PDU.
· In step 12 and 13, the UE and the source eNB exchange the marked SN numbers.

· In step 14, the source cell forwards to the target cell PDCP SDU along with the assigned SNs. The forwarding can start after the transmission of the handover command as in baseline handover and the exact time when this is done can be left up to network implementation.

· In step 15, the source eNB sends the SN STATUS TRANSFER to the target eNB the DL/UL COUNT corresponding to marked SN of step 12 and 13, i.e., COUNT = Hyper Frame Number (HFN) + SN (marked).

· After storing the marked SN numbers of step 12 and 13, UE starts counting the UL and DL PDCP PDUs that were received by source cell and UE, respectively. In step 18, the UE includes in the RRC Reconfiguration Complete message the SN offsets X & Y for DL and UL, respectively, where X and Y represent the number of DL/UL PDCP PDUs that were exchanged with source cell after receiving the HO command until the transmission of RRC Reconfiguration Complete message.

· In step 19 and 20, both UE and target eNB derive the same UL/DL COUNT values that shall be used for radio communication using the offsets X and Y and the marked SNs. As such, the solution ensures that both UE and target cell are in sync about the UL/DL COUNT values and the UE and target cell will start exchanging PDCP PDUs that were not previously communicated with the source cell.

· Source node keeps on forwarding PDCP SDUs and their corresponding assigned SNs to the target cell until the END MARKER is received from the serving gateway. Upon receiving the END MARKER, the target node starts to assign SN for the PDCP SDUs received from the serving gateway. 

Proposal 7: UE and source cell mark the SN of last successfully received PDCP PDU in UL and DL, respectively, after the reception/transmission of the handover command and exchange the marked SNs.
Proposal 8: UE includes in the RRC Reconfiguration Complete message the SN offsets X & Y for DL and UL, respectively, where X and Y represent the number of DL/UL PDCP PDUs that were exchanged with source cell after receiving the HO command until the transmission of RRC Reconfiguration Complete message.

Proposal 9: Both UE and target eNB derive the same UL/DL COUNT values that shall be used for radio communication using the reported offsets X and Y from the UE and marked SNs.
Proposal 10: Source node keeps on forwarding PDCP SDUs and their corresponding assigned SNs to the target cell until the END MARKER is received from the serving gateway.
Proposal 11: Upon receiving the END MARKER from the source node, the target node starts to assign SN for the PDCP SDUs received from the serving gateway.
3 Conclusion
In this contribution, we have discussed the handling of security aspects in DAPS solution. The observations and proposals are summarized in the following.
Proposal 1: Integrity and encryption keys for SRB are activated for target cell during the random access procedure.

Proposal 2: Encryption key for DRB is activated after the UE completes the handover execution and receives a DCI for downlink data transmission or uplink grant on PDCCH that is addressed by C-RNTI of the UE.
Proposal 3a: SRB is switched from source to target cell upon the reception of the handover command. 

Proposal 3b:For fast fall-back to source cell in case of handover failure, UE retains source eNB keys for SRB until it performs successful handover execution to target cell. 

Proposal 4: The source DRB encryption key is released along with the release of source protocol using an explicit or implicit release.

Observation 1: In baseline handover, SN STATUS TRANSFER is used to get both UE and target cell in sync about the initial values of UL/DL COUNT that shall be applied in (de)-ciphering of the PDCP SDUs.

Proposal 5: The DL/UL COUNT values for the radio communication between the UE and target eNB should be initialized properly to avoid re-transmitting packets that have been successfully exchanged between UE and source eNB.

Proposal 6: The DL/UL COUNT values between the UE and target eNB need to be synchronized for initiating the transmission/reception of user data.

Proposal 7: UE and source cell mark the SN of last successfully received PDCP PDU in UL and DL, respectively, after the reception/transmission of the handover command and exchange the marked SNs.
Proposal 8: UE includes in the RRC Reconfiguration Complete message the SN offsets X & Y for DL and UL, respectively, where X and Y represent the number of DL/UL PDCP PDUs that were exchanged with source cell after receiving the HO command until the transmission of RRC Reconfiguration Complete message.

Proposal 9: Both UE and target eNB derive the same UL/DL COUNT values that shall be used for radio communication using the reported offsets X and Y from the UE and marked SNs.

Proposal 10: Source node keeps on forwarding PDCP SDUs and their corresponding assigned SNs to the target cell until the END MARKER is received from the serving gateway.
Proposal 11: Upon receiving the END MARKER from the source node, the target node starts to assign SN for the PDCP SDUs received from the serving gateway.
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