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	Reason for change:
	It was previously agreed that UE shall process fields in the RRC Release message only after security activation.  While 38.331 has no additional UE actions on receipt of RRC Release message without security beyond going to IDLE, 38.304 requires UE to process the redirection information in Release message:
At reception of RRCRelease message to transition the UE to RRC_IDLE or RRC_INACTIVE, UE shall attempt to camp on a suitable cell according to redirectedCarrierInfo if included in the RRCRelease message.
That is, the redirectedCarrierInfo in RRC Release message is not ignored by the UE as required.  
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	Add a requirement that UE ignores all fields in the RRC release message when received without security except wait timer.

	
	

	Consequences if not approved:
	UE will process the redirection information in the RRC release message without security.  This can cause security issues if the UE is redirected to another less secure cell by a fake base station.
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	Clauses affected:
	5.3.8.3

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1



5.3.8.3	Reception of the RRCRelease by the UE
The UE shall:
1>	delay the following actions defined in this sub-clause 60 ms from the moment the RRCRelease message was received or optionally when lower layers indicate that the receipt of the RRCRelease message has been successfully acknowledged, whichever is earlier;
1>	stop timer T380, if running;
1>	stop timer T320, if running;
1>	if T390 is running:
2>	stop timer T390 for all access categories;
2>	perform the actions as specified in 5.3.14.4;
1>	if the AS security is not activated:
2> ignore any field included in RRCRelease message except waitTime;
2>	, perform the actions upon going to RRC_IDLE as specified in 5.3.11 with the release cause 'other' upon which the procedure ends;
1>	if the RRCRelease message includes redirectedCarrierInfo indicating redirection to eutra:
2>	if cnType is included:
3>	after the cell selection, indicate the available CN Type(s) and the received cnType to upper layers;
NOTE:	Handling the case if the E-UTRA cell selected after the redirection does not support the core network type specified by the cnType, is up to UE implementation.
1>	if the RRCRelease message includes the cellReselectionPriorities:
2>	store the cell reselection priority information provided by the cellReselectionPriorities;
2>	if the t320 is included:
3>	start timer T320, with the timer value set according to the value of t320;
1>	else:
2>	apply the cell reselection priority information broadcast in the system information;
1>	if deprioritisationReq is included:
2>	start or restart timer T325 with the timer value set to the deprioritisationTimer signalled;
2>	store the deprioritisationReq until T325 expiry;
1>	if the RRCRelease includes suspendConfig:
2>	apply the received suspendConfig;
2>	reset MAC and release the default MAC Cell Group configuration, if any;
2>	re-establish RLC entities for SRB1;
2>	if the RRCRelease message with suspendConfig was received in response to an RRCResumeRequest or an RRCResumeRequest1:
3>	stop the timer T319 if running;
3>	in the stored UE Inactive AS context:
4>	replace the KgNB and KRRCint keys with the current KgNB and KRRCint keys;
4>	replace the C-RNTI with the temporary C-RNTI in the cell the UE has received the RRCRelease message;
4>	replace the cellIdentity with the cellIdentity of the cell the UE has received the RRCRelease message;
4>	replace the physical cell identity with the physical cell identity of the cell the UE has received the RRCRelease message;
4>	replace the suspendConfig with the current suspendConfig;
2>	else:
3>	store in the UE Inactive AS Context the configured suspendConfig, the current KgNB and KRRCint keys, the ROHC state, the C-RNTI used in the source PCell, the cellIdentity and the physical cell identity of the source PCell, and all other parameters configured except with ReconfigurationWithSync;
2>	suspend all SRB(s) and DRB(s), except SRB0;
2>	indicate PDCP suspend to lower layers of all DRBs;
2>	if the t380 is included:
3>	start timer T380, with the timer value set to t380;
2>	if the RRCRelease message is including the waitTime:
3>	start timer T302 with the value set to the waitTime;
3>	inform the upper layer that access barring is applicable for all access categories except categories '0' and '2';
2>	indicate the suspension of the RRC connection to upper layers;
2>	enter RRC_INACTIVE and perform cell selection as specified in TS 38.304 [20];
1>	else
2>	perform the actions upon going to RRC_IDLE as specified in 5.3.11, with the release cause 'other'.
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