3GPP TSG-RAN2#106                                                                              R2-1907627
Reno, USA, May 13 – 17 2019                                                                         
Agenda item:
11.7.4.
Source:
Samsung

Title:
PDCP security issue for IIoT
Document for:
Discussion & Decision
1 Introduction
In NR, integrity protection can be configured to DRB as well as SRB unlike LTE. For industrial IoT (IIoT) scenario, the integrity protection would be useful given that the erroneous PDCP SDU or unintended PDCP SDU will not be delivered to upper layer upon the failure of integrity verification. 
In this contribution, we discuss the PDCP security issue, which results from the current modelling of PDCP receive operation.  
2  Discussion
If integrity protection is configured, the transmitter computes the value of the MAC-I field and attaches it to the end of PDCP SDU. In the receiver, the integrity of the PDCP Data PDU by calculating the X-MAC is verified. If the calculated X-MAC corresponds to the received MAC-I, integrity protection is verified successfully. Otherwise, the integrity verification failure is reported. 
In NR, the UE reports it to upper layer if the integrity verification failure happens, and discards the PDCP PDU for which the failure happens. For SRB, RRC will trigger a RRC Re-establishment procedure upon the reception of integrity verification failure indication while RRC will not do any special handling for DRB, i.e. PDCP will continue on-going data transmission even if the integrity verification failure happens for DRB configured with integrity protection.

Observation 1. For DRB, PDCP will continue on-going data transmission even if the integrity verification failure for the received PDU happens
The reason why causes the integrity verification failure might be either a protocol error or an attack from an intruder. The unintended PDU from attack can be avoided by discarding it upon the integrity verification failure. For the protocol error, it would happen in the case of CRC check false alarm since the MAC layer will not deliver the data to the upper layer, for which CRC check failure happens. The erroneous PDU from protocol error can be discarded upon the integrity verification failure.

Observation 2. The attack from an intruder or the protocol error may cause the integrity verification failure. 
In NR, we have a unified PDCP receive operation, i.e. the same behavior for SRB or DRB configured with RLC UM or DRB configured with RLC AM. The unified NR PDCP receive operation is as follows:
	After determining the COUNT value of the received PDCP Data PDU = RCVD_COUNT, the receiving PDCP entity shall:

-
perform deciphering and integrity verification of the PDCP Data PDU using COUNT = RCVD_COUNT;

-
if integrity verification fails:
-
indicate the integrity verification failure to upper layer;

-
discard the PDCP Data PDU;
-
if RCVD_COUNT < RX_DELIV; or

-
if the PDCP Data PDU with COUNT = RCVD_COUNT has been received before:
-
discard the PDCP Data PDU;
If the received PDCP Data PDU with COUNT value = RCVD_COUNT is not discarded above, the receiving PDCP entity shall:

…


According to the above PDCP receive operation, if a DRB is configured with integrity protection, the receiving PDCP entity performs integrity verification of PDCP Data PDU with its own RCVD_COUNT as shown in yellow and then performs the duplicate detection as shown in blue. We need to note that the current duplicate detection regards the PDU of which integrity verification fails as the PDU which has been received before. 
Carefully looking into the current PDCP receive operation, the intruder can abuse the current modelling of integrity verification and duplicate detection. 
For example, let's assume that a DRB is configured with integrity protection and there is an attack from a intruder. He can send a lot of PDCP PDUs with arbitrary PDCP SN to a UE. Then, the receiving PDCP entity of UE performs the integrity verification for the unintended PDUs (the PDCP PDUs from the intruder) and discards them as shown in yellow. After the above attack, the receiving PDCP entity can receive the normal PDCP PDUs from the transmitter. However, we need to note that the normal PDCP PDUs with the same PDCP SN as the above unintended PDUs will be discarded by the duplicate detection as shown in blue since the current duplicate detection regards the PDU of which integrity verification fails as the PDU which has been received before. Hence, the intruder can abuse the current modelling of integrity verification and duplicate detection to cause packet dropping to the receiving PDCP entity. 
Observation 3. The intruder can abuse the current modeling of integrity verification and duplicate detection to cause packet dropping to the receiving PDCP entity,
Note that this PDCP security issue exists in normal NR scenario as well as NR IIoT scenario but it would be more critical to IIoT scenario. 
Proposal. RAN2 shall resolve the security issue, which results from the current modelling of PDCP receive operation. 
As an exemplary solution, we provide a text proposal as follows:
	After determining the COUNT value of the received PDCP Data PDU = RCVD_COUNT, the receiving PDCP entity shall:

-
perform deciphering and integrity verification of the PDCP Data PDU using COUNT = RCVD_COUNT;
-
if integrity verification fails:

-
indicate the integrity verification failure to upper layer;

-
discard the PDCP Data PDU;

-
if RCVD_COUNT < RX_DELIV; or

-
if the PDCP Data PDU with COUNT = RCVD_COUNT has been received before and the integrity verification thereof has been successful when integrity protection is configured; or
-
if the PDCP Data PDU with COUNT = RCVD_COUNT has been received before and if integrity protection is not configured;
-
discard the PDCP Data PDU;
If the received PDCP Data PDU with COUNT value = RCVD_COUNT is not discarded above, the receiving PDCP entity shall:

…


In general, we don't specify whether integrity protection is configured or not in normal behavior as shown in gray. However, we need to note that the text should be clearly specified when we change the conditional sentence, i.e. if clause, as shown in green. If there is no condition about integrity protection configuration in the above text proposal, the duplicate detection will not work correctly for a DRB for which integrity protection is not configured. 
3 Conclusion

In this contribution, we provide our view on PDCP security issue to discuss the following proposal:
Proposal. RAN2 shall resolve the security issue, which results from the current modeling of PDCP receive operation. 

