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1. AS Security aspects for NB-IoT & eMTC connectivity to 5GC  
In R15 LTE Connected to 5GC, as per TS 33.501, ng-eNB uses KeNB as root key and is derived based on Kamf. SRB and DRB AS security keys are generated by using LTE AS security algorithms.
 For NB-IoT connected to 5GC, when data is delivered through user plane (DRBs), access stratum security support is required, and we think AS security principles same as LTE connected to 5GC should be used. For CP Optimization, there is no AS security and NAS will provide security for user data.
For eMTC connected to 5GC, when data is delivered through user plane (DRBs), access stratum security support is required, and we think AS security principles same as LTE connected to 5GC should be used. For CP Optimization, there is no AS security and NAS will provide security for user data.

AS security algorithms are independent of type of core network (EPC or 5GC) and PDCP type (LTE or NR PDPC) [8],[9]. Independent of which type of PDPC is adopted for NB-IoT and eMTC connected to 5GC, LTE AS security algorithms can be configured by using LTE code points (i.e. EIA, EEA) to identify LTE AS security algorithms in RRC Security Mode Command.

As part of R15 LTE connected to 5GC WI, during RAN2#102, following agreements were made:
Agreements

1
For eLTE system, during configuration of NR PDCP for any RB using NR RadioBearerConfig IE, do not use Optional NR securityAlgorithmConfig IE having NR only code points.

2
For eLTE AS Security Algorithms configuration use LTE SMC Signalling with LTE Code Points and during HO Signalling use LTE securityConfigHO IE with LTE Code Points.

3
NR code points would not be extended, in future, to indicate any LTE only algorithms

Thus, we have following proposals
Proposal 1. For data transfer through DRBs, NB-IoT/eMTC connected to 5GC uses AS security algorithms same as LTE AS security algorithms independent of PDCP type used, and KeNB root key is derived from Kamf as specified in TS 33.501.

Proposal 2.    For NB-IoT & eMTC connected to 5GC, AS security algorithms are identified by using LTE code points. (i.e. EIA, EEA).
3. Conclusion  
In this contribution, we discussed fundamental AS security proposals required to enable support of NB-IoT and eMTC devices connecting to 5GC.
 Proposal 1.
For data transfer through DRBs, NB-IoT/eMTC connected to 5GC uses AS security algorithms same as LTE AS security algorithms independent of PDCP type used , and KeNB root key is derived from Kamf as specified in TS 33.501.
Proposal 2.
For NB-IoT & eMTC connected to 5GC ,AS security algorithms are identified by using LTE code points. (i.e. EIA, EEA).
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