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1. Overall Description:

SA3 thanks RAN2 for their LS on protection of PC5-RRC messages for sidelink unicast communication in S3-191145/S2-1812896.
Regarding the questions given in the LS, SA3 has the following provisional answers, which may change as work progresses:

Q1: RAN2 would like to ask SA3 whether or not ciphering and integrity protection should be applied to PC5-RRC messages for NR V2X unicast Sidelink Communication

A1: SA3 considers that in principle, ciphering and integrity protection should be applied to RRC messages, but it depends on information conveyed in PC5-RRC messages. To decide when and how ciphering and integrity protection should be applied to PC5-RRC messages for NR V2X unicast Sidelink Communication, SA3 would like to request additional information from RAN2 as soon as it is available on the specific information to be exchanged in the PC5 RRC messages.
Q2: RAN2 would like to ask SA3 whether or not protection of PC5-RRC messages is performed by PDCP layer of NR PC5 interface, if PC5-RRC messages are protected.

A2: To consider this question, SA3 would like to request RAN2 to provide more information on protocol stacks for unicast mode communication over NR PC5 interface, including PDCP, RRC, and other upper layers assumed by RAN2. For any working assumptions, RAN2 is kindly requested to keep SA3 up to date.
Q3: RAN2 would like to ask SA3 whether or not the security association established by PC5-S also protects the AS link layer on PC5 interface.

A3: To consider this question, SA3 would like to request RAN2 to provide more information on link establishment procedures of AS link layers and any related working assumptions. For any working assumptions, RAN2 is kindly requested to keep SA3 up to date.
SA3 would like to request SA2 for details of the required PC5-S procedure, along with any unknown aspects that may depend on SA3 study.
Q4: RAN2 would like to ask SA3 whether or not the following PC5-RRC messages can be sent without protection before PC5 security association as in the answer for above Q1.

a) PC5-RRC message carrying UE Capability

b) PC5-RRC message carrying AS Configuration
A4: SA3 considers that it depends on the information included in the UE Capability and AS configuration whether or not PC5-RRC messages carrying UE Capability and/or AS configuration can be sent without protection. SA3 would like to request additional information from RAN2 as soon as it is available on the specific information to be included in UE Capability and AS configuration messages.
As it can be seen in the answers for Q1, Q3, and Q4, SA3 thinks that more details are required on PC5-RRC messages and related procedures, for which RAN2 is kindly asked to provide to SA3 as soon as it is available.
2. Actions:

To RAN2 group.

ACTION:
SA3 asks RAN2 to take the above information into account and to provide additional information as requested above to allow SA3 to properly study potential solutions prior to providing conclusive answers to RAN2.
To SA2 group.

ACTION: 

SA3 asks SA2 to provide additional information as requested above in A3 and to provide an update on available eV2X PC5-S procedures to allow SA3 to provide conclusive answers to RAN2.
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