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[bookmark: _Ref178064866]Introduction
In the IIOT WID, the enhancement of the PDCP duplication is one of the scope. In detail, for UL, a UE can be configured with up to four transmission legs and the copies the PDCP Data PDU up to four. In addition, for DL, a network can copy the PDCP Data PDU up to four, and the network can transmit those duplicated PDCP Data PDU via configured transmission legs. In other words, the UE can receive the multiple PDCP Data PDUs with the same COUNT value up to 4. 
However, considering the integrity verification and PDCP duplication, there is a case where the PDCP Data PDU is discarded even if the integrity verification succeeds and the PDCP Data PDU has not been delivered to upper layer.
In this contribution, we show our view on the above issue related to the integrity verification and PDCP duplication.

[bookmark: _Toc462951621][bookmark: _Toc462951630][bookmark: _Toc465023135][bookmark: _Toc465023136][bookmark: _Toc465346829]Discussion
According to the current specification, when integrity verification failure happens to a PDCP Data PDU, the PDCP entity discards the PDCP Data PDU. Later on, if the PDCP entity receives a PDCP Data PDU with the same COUNT value which was failed in integrity verification, the PDCP entity discards the received PDCP Data PDU even if the integrity verification succeeds for it. The detailed procedure is as follows.
	[bookmark: _Toc517230089]5.2.2	Receive operation
[bookmark: _Toc517230090]5.2.2.1	Actions when a PDCP Data PDU is received from lower layers
…
After determining the COUNT value of the received PDCP Data PDU = RCVD_COUNT, the receiving PDCP entity shall:
-	perform deciphering and integrity verification of the PDCP Data PDU using COUNT = RCVD_COUNT;
-	if integrity verification fails:
-	indicate the integrity verification failure to upper layer;
-	discard the PDCP Data PDU;
-	if RCVD_COUNT < RX_DELIV; or
-	if the PDCP Data PDU with COUNT = RCVD_COUNT has been received before:
-	discard the PDCP Data PDU;
…



For example, when the PDCP entity receives a PDCP Data PDU with the COUNT value = 100, the PDCP entity performs the integrity verification. If the integrity verification fails, the PDCP entity discards the PDCP Data PDU with the COUNT value = 100. After that, when the PDCP entity receives a PDCP Data PDU with the COUNT value = 100 again, the PDCP entity discards the PDCP Data PDU regardless of the integrity verification result since the PDCP Data PDU with the COUNT value = 100 has been received before. Consequently, all PDCP Data PDUs with the COUNT value = 100 are discarded since the first received PDCP Data PDU has failed with integrity verification.
Observation 1. When integrity verification failure happens to a PDCP Data PDU, the PDCP entity discards all subsequent PDCP Data PDUs that have the same COUNT value which has failed in integrity verification even if the integrity verification succeeds for the PDCP Data PDU and it has not been delivered to upper layer.

In our view, the above behaviour is not preferable especially for IIOT because the PDCP entity can receive multiple PDCP Data PDUs with the same COUNT value. Given that the integrity verification failure may happen due to the L1 CRC check fail, discarding all the subsequent PDCP Data PDUs with the same COUNT value would degrade the performance of packet duplication.
Therefore, we propose that a PDCP Data PDU which has the same COUNT value of a PDCP Data PDU that has failed in integrity verification should not be discarded if the integrity verification succeeds and has not been delivered to upper layer before.
Proposal. A PDCP Data PDU which has the same COUNT value of the PDCP Data PDU that has failed in integrity verification should not be discarded if the integrity verification succeeds and has not been delivered to upper layer before.

According to the proposal, we provide the TP.
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[bookmark: _Toc450908196][bookmark: _In-sequence_SDU_delivery]In this contribution, we point out the issue related to the integrity verification procedure and PDCP duplication. Based on the above discussion, we propose followings.
Observation 1. When integrity verification failure happens to a PDCP Data PDU, the PDCP entity discards all subsequent PDCP Data PDUs that have the same COUNT value which has failed in integrity verification even if the integrity verification succeeds for the PDCP Data PDU and it has not been delivered to upper layer.
Proposal. A PDCP Data PDU which has the same COUNT value of the PDCP Data PDU that has failed in integrity verification should not be discarded if the integrity verification succeeds and has not been delivered to upper layer before.

Text proposal for TS 38.323

[bookmark: _Toc534934344]5.2.2.1	Actions when a PDCP Data PDU is received from lower layers
In this section, following definitions are used:
-	HFN(State Variable): the HFN part (i.e. the number of most significant bits equal to HFN length) of the State Variable;
-	SN(State Variable): the SN part (i.e. the number of least significant bits equal to PDCP SN length) of the State Variable;
-	RCVD_SN: the PDCP SN of the received PDCP Data PDU, included in the PDU header;
-	RCVD_HFN: the HFN of the received PDCP Data PDU, calculated by the receiving PDCP entity;
-	RCVD_COUNT: the COUNT of the received PDCP Data PDU = [RCVD_HFN, RCVD_SN].
At reception of a PDCP Data PDU from lower layers, the receiving PDCP entity shall determine the COUNT value of the received PDCP Data PDU, i.e. RCVD_COUNT, as follows:
-	if RCVD_SN < SN(RX_DELIV) – Window_Size:
-	RCVD_HFN = HFN(RX_DELIV) + 1.
-	else if RCVD_SN >= SN(RX_DELIV) + Window_Size:
-	RCVD_HFN = HFN(RX_DELIV) – 1.
-	else:
-	RCVD_HFN = HFN(RX_DELIV);
-	RCVD_COUNT = [RCVD_HFN, RCVD_SN].
After determining the COUNT value of the received PDCP Data PDU = RCVD_COUNT, the receiving PDCP entity shall:
-	perform deciphering and integrity verification of the PDCP Data PDU using COUNT = RCVD_COUNT;
-	if integrity verification fails:
-	indicate the integrity verification failure to upper layer;
-	discard the PDCP Data PDU;
-	if RCVD_COUNT < RX_DELIV; or
-	if the PDCP Data PDU with COUNT = RCVD_COUNT has been received and the integrity verification was successful before:
-	discard the PDCP Data PDU;
If the received PDCP Data PDU with COUNT value = RCVD_COUNT is not discarded above, the receiving PDCP entity shall:
-	store the resulting PDCP SDU in the reception buffer;
-	if RCVD_COUNT >= RX_NEXT:
-	update RX_NEXT to RCVD_COUNT + 1.
-	if outOfOrderDelivery is configured:
-	deliver the resulting PDCP SDU to upper layers.
-	if RCVD_COUNT = RX_DELIV:
-	deliver to upper layers in ascending order of the associated COUNT value after performing header decompression, if not decompressed before;
-	all stored PDCP SDU(s) with consecutively associated COUNT value(s) starting from COUNT = RX_DELIV;
-	update RX_DELIV to the COUNT value of the first PDCP SDU which has not been delivered to upper layers, with COUNT value > RX_DELIV;
-	if t-Reordering is running, and if RX_DELIV >= RX_REORD:
-	stop and reset t-Reordering.
-	if t-Reordering is not running (includes the case when t-Reordering is stopped due to actions above), and RX_DELIV < RX_NEXT:
-	update RX_REORD to RX_NEXT;
-	start t-Reordering.


