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Introduction
In RAN2 #105 in Athens, and as part of NR MDT it has been agreed that without the need for prior configuration by the network, the UE logs establishment failures as in LTE [1].
Agreements of NR MDT
· Logged MDT, Immediate MDT and accessibility report should be supported for NR MDT. LTE MDT measurements/failures could be the baseline
 
· for RLF report and accessibility measurements, UE logs these measurements without the need for prior configuration by the network. Upon UE entering connected state, the UE firstly sends available indicator(s) to the network, and then the network can command the UE to send the measurements


[bookmark: _Hlk513657944]In this contribution we discuss other types of logged measurements that could be beneficial for the network without the need for prior configuration, in particular the ones related to the RRC reject procedure.
[bookmark: _Ref178064866]Discussion
The NAS layer may request the AS layer to resume a connection for an INACTIVE UE (or the AS layer triggers and RNA update), and the UE transmits an RRCResumeRequest / RRCResumeRequest1. In response, the UE may get an RRCReject message with wait timer and, upon its reception the starts a timer (with the value provided in the RRCReject message), considers that cell barred (except for paging and emergency calls) and may only try another attempt after the time expires. UE remains in INACTIVE state while timer T302 is running.
Similarly, an IDLE UE may transmit an RRCRequest, and, in response, it may get an RRCReject message with wait timer and, upon its reception the UE starts the same T302 timer (with the value provided in the RRCReject message), considers that cell barred (except for paging and emergency calls) and may only try another attempt after the time expires.
 This is specified in 5.3.15.2 in TS 38.331, reproduced as follows:
***************************************************************************************************************************
[bookmark: _Toc5285101]5.3.15.2	Reception of the RRCReject by the UE
The UE shall:
1>	stop timer T300, if running;
1>	stop timer T319, if running;
1>	stop timer T302, if running;
1>	reset MAC and release the default MAC Cell Group configuration;
1>	if waitTime is configured in the RRCReject:
2>	start timer T302, with the timer value set to the waitTime;
1>	if RRCReject is received in response to a request from upper layers:
2>	inform the upper layer that access barring is applicable for all access categories except categories '0' and '2';
1>	if RRCReject is received in response to an RRCSetupRequest:
2>	inform upper layers about the failure to setup the RRC connection, upon which the procedure ends;
1>	else if RRCReject is received in response to an RRCResumeRequest or an RRCResumeRequest1:
2>	if resume is triggered by upper layers:
3>	inform upper layers about the failure to resume the RRC connection;
Editor's Note: FFS In which cases upper layers are informed that a resume failure occurred upon the reception of RRC Reject.
2>	if resume is triggered due to an RNA update:
3>	set the variable pendingRnaUpdate to true;
2>	discard the current KgNB key, the KRRCenc key, the KRRCint key, the KUPint key and the KUPenc key derived in accordance with 5.3.13.3;
2>	suspend SRB1, upon which the procedure ends;
The RRC_INACTIVE UE shall continue to monitor paging while the timer T302 is running.
***************************************************************************************************************************


Figure 5.3.13.1-5: RRC connection resume, network reject



Figure 5.3.3.1-2: RRC connection establishment, network reject




One aspect discussed during Rel-15 standardization is the fact that RRCReject is sent on SRB0, which is an unprotected message. Hence, a malicious base station that the UE is trying to resume could respond a resume request like message with an RRCReject message with wait time. That could lead to some sort of Denial of Service (DoS) attack, especially if the UE remains camping on the same cell (which could be the case based on cell reselection configuration, if that is the best cell in that frequency) and tries again after the timer expires.
RRC Reject on SRB0 may be used by a malicious base station to trigger DoS attacks.

An ongoing discussion in SA3 exists to study features against fake base stations. However, even if that is supported, the UE needs to be able to camp on legacy base stations (e.g. Rel-15). Hence, UEs should be able to process RRC Reject messages on SRB0.
Regardless of new features introduced to enable the detection of a fake RRC Reject, UE needs to be able to process unprotected RRC Reject messages from legacy gNodeBs.

One possible alternative is to study a report for the occurrence of a reject procedure, which could be triggered upon the reception of an RRCReject message or an X number of RRC Reject messages in the same cell. Then, once the UE successfully connects to the network the UE could report an indication of the existence of such a report that could later be retrieved by the network. 
Study the use case of logging information related to RRC reject procedure.

Among the information that could be interesting to log are the cell identifiers of the cell the UE is being reject and, perhaps include information that would allow the real network to identify the location of a possibly fake base station such as the direct UE position or indirect information allowing the network to detect the UE position (or even better, the possible location of the fake base station) such as measurement results and cell identifiers of neighbour cells.
Study the logging of direct/indirect location information during RRC reject procedure e.g. neighbour cell measurements.

Although we have described this identification as something related to the reject procedure, a fake base station may use other procedures. In the particular case of an INACTIVE UE sending an RRC Resume Request like message, this may end up triggering a damaging state mismatch. For example, any message on SRB1 in response to an RRC Resume Request that leads the lower layers to indicate that there is an integrity failure may be sent by a fake base station. And, if that happens, the UE enters IDLE, performs NAS recovery and when it tries again it may be rejected by the network.
Study the logging of information related to an indication of integrity protection failure from lower layers while timer T319 is running.

In another example, the UE may receive an RRCSetup on SRB0 in response to an RRC Resume Request and, since the UE would enter IDLE upon receiving RRCSetup and, after it tries again after failing it could finally be rejected by the network. This has a similar effect as rejecting an INACTIVE UE and performing a transition to IDLE with a wait time, considered a use case to be avoided in Rel-15.
Study the logging of information related to resume fallback (especially if followed by a reject procedure).
[bookmark: _Toc869304][bookmark: _Toc869305][bookmark: _Toc528753839][bookmark: _Toc528782170][bookmark: _Toc528830547][bookmark: _Toc528830807][bookmark: _Toc528835226][bookmark: _Toc528851389][bookmark: _Toc528869706][bookmark: _Toc528871119]Conclusion
Based on the discussion in section 2 we propose the following:
1. Study the use case of logging information related to RRC reject procedure. 
1. Study the logging of direct/indirect location information during RRC reject procedure e.g. neighbour cell measurements.
1. Study the logging of information related to an indication of integrity protection failure from lower layers while timer T319 is running.
1. Study the logging of information related to resume fallback (especially if followed by a reject procedure).
References
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