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1. Overall Description:

The security protection of F1 over wireless backhaul is required, as detailed in the IAB WID. As part of the work on the RAN IAB WI (led by RAN2) on IAB, at the RAN3#103-Bis meeting in Xi’an (April 2019) intra-donor transport was discussed for the case whereby IAB-donor gNB is split into IAB-donor DU and IAB-donor CU, which are interconnected by a wireline network. The following agreements were made:

For 1:1 mapping, the use of GTP tunnel ID to identify a DRB between donor CU and donor DU is confirmed

WA: adopt IPv6 flow labels for 1:1 mapping; FFS whether to also use DSCP

This WA (Working Agreement) effectively means that IPv6 flow label will be used to carry some form of UE bearer ID, derived from the GTP tunnel ID. In other words, a part of the F1 header (some form of UE bearer ID) is placed in the IPv6 flow label. The UP stack to support this is still under discussion and it may result in a situation whereby the IPv6 flow label (together with the rest of the IP packet header) is not security protected. Additionally, the IP source and destination addresses (for the DL, these correspond respectively to the CU IP address, and the IP address of the DU part of the IAB access node) may also not be security protected.
RAN2 in turn agreed that the routing over backhaul will be performed by a new layer, previously referred to as the Adaptation layer and named officially as Backhaul Adaptation Protocol (BAP) at the RAN2#105-Bis meeting in Xi’an (April 2019). The following was further agreed at the same meeting:
· “Destination IAB node/IAB donor-DU address” and “Specific path identifier” (carried in the BAP) are considered as candidate for route identifier for routing at an adaptation layer. Additional required information for routing is FFS
The current working assumption on the protocol stack does not protect the BAP header, which as just explained will carry as a minimum some form of route identifier. It may also carry other information – one candidate for this is some form of UE bearer ID.

2. Actions:

RAN2 would like to inform SA3 of the recent working assumption made by RAN3 on intra-donor transport, the RAN2 agreement on the contents of the BAP header, and the possible impact of these decisions on IAB security requirements. RAN2 would further like to ask SA3 the following questions:
1. Should IP source and destination addresses be security protected end-to-end for transmission over wireless backhaul?

2. Should the UE bearer ID be security protected end-to-end for transmission over wireless backhaul?

3. Should BAP header be security protected hop-by-hop for transmission over wireless backhaul?

3. Date of Next TSG-RAN WG2 Meetings:

TSG-RAN WG2 Meeting #107
26 – 30 Aug 2019 
Prague, CZ  
TSG-RAN WG2 Meeting #107-Bis
14 – 18 Oct 2019 
TBD, PRC  
