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1 Introduction
New WI for further enhancements to NB-IoT [1] was approved in RAN#80. One of the objectives of the WI is to support early data transmission in downlink for connectionless small data transmission in downlink.

In the last RAN2#104 meeting, several MT-EDT options were proposed and the use cases/criteria to choose MT-EDT options were agreed [3]:

	· MT EDT are evaluated at least based on battery life, network resource efficiency, security, reliability and potential impact on core network.

· MT-EDT is intended for DL data which can be transmitted in one transport block.

· Use cases that require DL data transmission with or without UL data transmission as a response should be supported for MT-EDT.


Following are the agreements from RAN2#105

· DL data in paging message is excluded (Opt A).

· RNTI in paging message to schedule the DL data is excluded (Opt B).

· Working assumption: DL data scheduled, i.e. DL grant, in paging message is excluded (Opt C).

· Working assumption: DL data scheduled in paging occasion is excluded (Opt D).
Following are the agreements from RAN2#105bis

- For both UP and CP solutions, an MT-EDT indication is needed in the S1 paging message to eNB. It is up to RAN3 to decide how such indication is provided to the eNB.

- RAN2 assumes that MME initiates MT-EDT.

- It is up to eNB to use MT-EDT based on e.g., UE capability.

- RAN2 assumes that DL data information is needed from S-GW/SCEF to the MME to assist MME to initiate MT-EDT.

- For the UP solution, the DL data are ciphered and sent over DTCH.

- For both UP and CP solutions eNB sends MT EDT indication to the UE via paging

For Msg-2 based solution (if agreed)
- A CF RACH resource is provided in the paging message to page the UE for MT-EDT. FFS whether/how security related concerns are addressed and how number of repetitions required and RNTI are provided.

For Msg-4 based solution (if agreed)

- For UP solution, RRCConnectionResume is used in Msg4 in case UL transmission is expected in response.

In this discussion paper we further analyze the Msg2 based option on different aspects related to the MT-EDT signaling procedure for Msg2 based option.
2 Analysis of Msg2 based MT-EDT

The high-level message sequence for Msg2 based MT-EDT signaling procedure is illustrated in the below diagram. In this section we further analyse different steps of the signaling procedure for this option.
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Core Network Interface Signaling changes for MT-EDT

In RAN2-105bis meeting, the possibility of MME informing to the ENB with additional assistance information related to the expected application level ack or application level report in response to the MT-EDT transmission. To provide this assistance information MME may need to co-ordinated with SGW/SCEF to obtain the related information associated with the downlink packet. But there were no agreements made on this aspect. 
As we have analysed in [3], one of the important scenario relevant for MT-EDT is network command from application server to obtain report from the CIoT device. This is applicable for the cases, where the application server is triggering command to obtain the latest reading from energy meter, status from sensor. For some application layer protocols such as CoAP, one of the COAP message action is GET command where the command is triggered to get response COAP message from the device.
For such scenarios, if it is possible to include the information about whether the MT-EDT also expects response from UE as part of S1 Paging message, it will be beneficial at radio network to consider this information for MT-EDT radio interface signaling for optimising the signaling procedure after delivery of MT-EDT downlink transmission. Hence we propose to include 
Proposal 1: MME includes release assistance information including the indication about the expected uplink transmission for MT-EDT along with MT-EDT indication in the S1-Paging message. 
RACH Resource Assignment for MT-EDT

As part of RAN2-105bis, it is agreed to include CF RACH Resource is included in the paging message towards UE. Until Rel-15 NB-IoT, CF RACH Resources are assigned in case of NPDCCH order for triggering RACH transmission for uplink timing alignment. In case the Scheduling Request (SR) is configured for connected mode UE, the SR resource is assigned from CF RACH Resource. In both cases, the CF RACH Resource is chosen from one of the NPRACH Resource pools assigned for different CEL (Coverage Enhancement Level). The NPRACH Resource pool is identified by the R value associated with CF subcarrier information given from ENB.
Proposal 2: CF RACH Resource information for MT-EDT follows the same format used for CF RACH Resource assigned for NPDCCH order or Rel-15 Scheduling Request without HARQ-Ack.
When CF Resource is assigned via paging towards UE in similar manner, the R (Repetition value) value which will determine the NPRACH pool needs to also be assigned from ENB based on the last known CEL information received from MME. The last known CEL from MME contains information related to the downlink coverage level of the UE. Whether the available information at ENB is sufficient to derive the appropriate R value for uplink required further analysis.
Observation 1: For Msg2 based Option, ENB needs to derive the uplink coverage level based on the last known CEL information from MME.
If the CF RACH Resource also includes R value which maps to specific NPRACH Resource pool, the UE is supposed to select this NPRACH pool when it receives the paging message. As the R value was estimated from last known coverage level, the current radio condition of UE may be better than the last known coverage level. But it is possible that the current radio condition of the UE may be better and the NPRACH pool corresponds to current CEL (CE level) may be lower than the CEL indicated in the paging message. In this case, the UE is forced to select the given NPRACH pool irrespective of actual coverage condition. This will impact the overall energy consumption of the MT-EDT signaling procedure as the UE is forced to use higher CEL than its radio condition for the complete MT-EDT signaling procedure. For such scenarios, there are two alternative solutions possible
· UE fall back to random access procedure by selecting RACH resource from CBRA pool either belonging to EDT or NON-EDT depending on its capability. 

· ENB assigns additional CF RACH Resource for the lower CEL value also to allow the UE to continue with optimised MT-EDT procedure even if the UE radio condition is better than the R value provided in the paging message.
Out of the above two options, second options is more energy efficient compared to the first option. Because this option allows the UE to continue with MT-EDT signaling procedure even if it has moved to better coverage condition. To support this option, we propose that ENB should be able to assign additional CF RACH Resource corresponding to option 2, with option 1 as fallback option if the ENB is not able to assign CF RACH Resource for the lower repetition levels.
Proposal 3: ENB supports inclusion of additional CF RACH Resource for lower repetition level to allow UE to select the CF resource based on its current radio condition.

Proposal 4: If the selected NPRACH Resource pool as per radio condition at the time of receiving the paging message is different from the assigned CF RACH Resource pool, UE sends the paging response using legacy random access procedure.
Scheduling of MT-EDT Transmission
For the ENB to inform the downlink scheduling of MT-EDT transmissions, different options are possible. The UE on reception of paging message with dedicated RACH Resources starts the RACH transmission and awaits for the scheduling of MT-EDT via NPDCCH directly. This option requires the ENB to assign the C-RNTI in advance even without knowing whether the UE is available in the cell or not. Moreover, when the UE needs to monitor downlink directly after the RACH transmission, the ENB needs to assign separate downlink UE specific search space for this purpose with all associated configurations. In case if this USS collides with the CSS for Random Access Response, there will be additional impact for ongoing RAR scheduling.
Observation 2: Dedicated C-RNTI assignment as part of paging will have additional resource management complexity at ENB and also increased specification impacts.
Extending the existing Msg2 signaling procedure where the Random-Access Response (RAR) is sent for each detected preamble is simple option compared to dedicated C-RNTI and search space. In this case the RAR associated with CF RACH Resource for MT-EDT also includes downlink grant message which provides the downlink resource for MT-EDT transmission along with resource for NPUSCH-F2 transmission for ACK/NACK. This additional information is included in addition to the existing parameters of timing advance and temp-C-RNTI.

Proposal 5: Modified RAR message with downlink grant information for the detected preamble is supported for Msg2 based MT-EDT option. FFS further details of RAR modifications.
Security Aspects

For Msg2 based option the following table summarizes the security aspects associated with different steps of MT-EDT delivery and confirmation.
	MT-EDT Signaling Steps
	Security Aspects

	MT-EDT Triggering via RRC paging with dedicated CF RACH Resources.
	The CF RACH Resource information in RRC paging message is sent in plain text. Any fake UE should be able to receive this information and send this CF preamble to receive the MT-EDT payload

	MT-EDT Payload transmission via Msg2
	This is sent using either NAS or AS security depending on CP/UP based solution. Even though fake UE can receive this payload, the contents are secured.

	Radio Layer Acknowledgement for Msg2
	The resources for NPUSCH-F2 is sent in RAR which is also not secured. In this case it is possible for fake UE to send Acknowledgement for delivery of MT-EDT.


With the knowledge of dedicated CF PRACH resources, the fake UE can only trigger the scheduling of MT-EDT transmission of valid UE. As the MME confirms the receipt of MT-EDT at UE based on radio layer acknowledgement for the MT-EDT transmission, triggering of MT-EDT transmission alone cannot achieve DoS for active UE. But if the fake UE is able to send physical layer ACK based on the information received in RAR, this will lead to false acknowledgement from fake UE based on which MME considers the transmission is successful towards valid UE. Hence, if the radio layer acknowledgement from UE can be delivered in secured manner it is sufficient to avoid the possible security threads for Msg2 based MT-EDT. 
Observation 4: The CF RACH Resource information in RRC paging message can be sent in plain text as this will not result in any DoS for the valid UE.

Observation 5: Secured Radio layer acknowledgement in response to MT-EDT is sufficient to avoid the security threats associated with Msg2 based MT-EDT.

For secured radio layer acknowledgement for MT-EDT transmission in Msg2, following solution options can be considered.

·  The uplink grant information for NPUSCH-F2 Ack can be further ciphered with the AS security keys stored in UE context for the UP solution. For CP solution, the uplink grant information can be further scrambled using sequence given from MME. The sequence information to be used can be derived at UE based on NAS security context information.
·  The RAR provides uplink grant for NPUSCH transmission to send short paging response (Instead of Msg3) which is generated using the security context information at the UE.
First option will require the ENB to apply security activation for the uplink grant information included in Msg2. This will require some co-ordination between MAC layer and higher layers as part of RAR message generation. Second option is similar to Msg3 based acknowledgement with some further optimization possible on the size of payload possible with the known UE context at ENB for the MT-EDT transmission.
Proposal 6: Secured transmission of NPUSCH resource information for ACK/NACK transmission in RAR and Short Msg3 transmission using the UE security context are considered as solution options to the security issues for Msg2 based MT-EDT.
Proposal 7: RAN2 send LS to SA3 to get feedback on the possible options for ensuring the security of UE confirmation for reception of MT-EDT for Msg2 based option.

With the above proposals related to CF RACH resource management, MT-EDT scheduling and security aspects, the key open issues associated with MSg2 based MT-EDT can be resolved. Hence the Msg2 based option which have potential energy saving benefits should be considered as MT-EDT solution for Rel-16.
Proposal 8: Msg2 based solution should be supported for MT-EDT.

MT-EDT for triggering MO EDT transmission 
Many of the application scenarios for MT EDT will require the UE to send small data transmission in uplink as application-ack or application-level-report which is generated based on the MT EDT contents (i.e. Network command for getting report). In such cases, the small data transmission followed by the successful MT EDT transmission also needs to be optimised for overall energy efficiency for the End-End transaction. For this purpose, either MME sends additional information that MO EDT is expected as response to the MT-EDT or the UE sends such indication when it sends acknowledgement to the MT-EDT transmission. 

In case if ENB knows that MO-EDT is expected in response to MT-EDT, the RAR may contain uplink grant similar to EDT which allows the UE to send any uplink packet as similar to EDT by choosing suitable TBS size from the set of TBS sizes. The uplink grant information is provided with sufficient delay to allow the UE prepare the application level payload after processing the MT-EDT payload.

Proposal 9: RAR modified for MT-EDT may also contain uplink grant for MO-EDT transmission to enable UE to send the uplink small data transmission in response to EDT directly without additional RACH Procedure.
3 Summary

In this discussion paper, we analyse the signaling procedure for Msg2 based MT-EDT option and make the following proposals and observations.
Proposal 1: MME includes release assistance information including the indication about the expected uplink transmission for MT-EDT along with MT-EDT indication in the S1-Paging message. 
Proposal 2: CF RACH Resource information for MT-EDT follows the same format used for CF RACH Resource assigned for NPDCCH order or Rel-15 Scheduling Request without HARQ-Ack.

Observation 1: For Msg2 based Option, ENB needs to derive the uplink coverage level based on the last known CEL information from MME.
Proposal 3: ENB supports inclusion of additional CF RACH Resource for lower repetition level to allow UE to select the CF resource based on its current radio condition.

Proposal 4: If the selected NPRACH Resource pool as per radio condition at the time of receiving the paging message is different from the assigned CF RACH Resource pool, UE sends the paging response using legacy random-access procedure.
Observation 2: Dedicated C-RNTI assignment as part of paging will lead to additional resource management complexity at ENB and also increased specification impacts.
Proposal 5: Modified RAR message with downlink grant information for the detected preamble is supported for Msg2 based MT-EDT option. FFS further details of RAR modifications.
Observation 4: The CF RACH Resource information in RRC paging message can be sent in plain text as this will not result in any DoS for the valid UE.

Observation 5: Secured Radio layer acknowledgement in response to MT-EDT is sufficient to avoid the security threats associated with Msg2 based MT-EDT.

Proposal 6: Secured transmission of NPUSCH resource information for ACK/NACK transmission in RAR and Short Msg3 transmission using the UE security context are considered as solution options to the security issues for Msg2 based MT-EDT.

Proposal 7: RAN2 send LS to SA3 to get feedback on the possible options for ensuring the security of UE confirmation for reception of MT-EDT for Msg2 based option.

Proposal 8: Msg2 based solution should be supported for MT-EDT.

Proposal 9: RAR modified for MT-EDT may also contain uplink grant for MO-EDT transmission to enable UE to send the uplink small data transmission in response to EDT directly without additional RACH Procedure.
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