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Introduction

During RAN2#105 meeting, user plane protocol stack with security protection has been discussed and it was found that “it is hard for the IAB donor DU to detect the UE bearer info of the associated data packet” when GTP header is security protected. In RAN2#105bis and RAN3#103bis meeting, several potential solutions have been discussed. In this contribution, we will have some further discuss on the bearer indication.   
Discussion

During IAB SI phase, U-plane protocol stack was discussed. An example user plane protocol stack with security protection is shown in Fig.1. As we can see, a native F1*-U  is established end-to-end between the access IAB node DU and CU-UP at the IAB donor. Right above IP layer, an IPSec function exists for end-to-end security protection of F1*-U. For UL traffic, since IPSec functions is located at the access IAB node who knows which bearer the encrypted IP packet belongs to, it could perform the bearer mapping and routing directly based on UE bearer info. However for DL traffic, IPSec function is located at donor CU-UP. The donor DU does not know the UE bearer info of an encrypted IP packet, hence it cause trouble for the corresponding bearer mapping at donor DU. 
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Figure-1: An  U-plane example with bearer indication by IPv6 flow label 
RAN3 has discussed the bearer indication problem in last meeting. It was agreed that for 1:1 mapping, the use of GTP tunnel ID to identify a DRB between donor CU and donor DU is confirmed. Due to the existence of end-to-end security protection, GTP tunnel ID (i.e. TEID) could not be detected at any intermediate node until it arrives at access IAB node or donor CU. As we know, donor DU needs to perform routing and bearer mapping in downstream direction and UE bearer info has to be identified at donor DU for each arriving IPv6 packet from donor CU. Because only IPv6 header would not be encrypted, indicating the bearer ID in  flow label in IPv6 header is a straightforward solution. 
Since IPv6 flow label is 20 bits and the GTP tunnel ID is 32 bits, IPv6 flow label could not be sufficient to represent each different GTP tunnel ID in theory. However, in practical IAB deployment scenarios, the 20-bit space in IPv6 flow label might be sufficient to uniquely identify each DRB under a same donor CU. Hence, RAN3 has sent an LS [1] to kindly asks RAN2 for confirmation that the number of supported bearers  by IPv6 flow label  (i.e. 2^20)  is sufficient. 

Because DRB only exists in RRC-Connected UEs, the total number of DRBs may be not as many as we thought in practical IAB deployment scenarios. Some operators, such as AT&T, KDDI, Telstra, and Verizon, has provided some answers to the LS in [2]. It is confirmed that 20-bit IPv6 flow label field is expected to provide sufficient space to support practical IAB deployment scenarios. 

Observation 1: Operators has confirmed that 20-bit IPv6 flow label field is expected to provide sufficient space to support practical IAB deployment scenarios. 

In last RAN3 meeting, it is FFS “whether to also use DSCP” for bearer indication. In practical deployment, an IPv6 packet may go through multiple wireline routers from donor CU to donor DU. DSCP in IPv6 header could be used to support the wireline delivery with differentiated QoS. Hence, DSCP is not suitable to be used for IAB bearer indication. 
Observation 2:  DSCP  could be used to support the wireline IP delivery with differentiated QoS, and it is not suitable to be used for IAB bearer indication. 

Suppose 20-bit IPv6 flow label is used to represent the UE bearer after end-to-end security protection. Donor DU could read flow label in IPv6 header, acquire the corresponding UE bearer info, and perform routing and bearer mapping in downstream direction. 

Proposal 1: Using 20-bit flow label in IPv6 header to represent UE DRBs after end-to-end security protection. 
To be specific, there are two options for bearer identification through IPv6 flow label. 
Option 1:  donor CU could only use the 20 LSB for GTP-U TEID allocation. That is, the 12 MSBs could be directly set to 0. In this way, the donor DU could directly get the GTP-TEID of the data packet from the IPv6 flow label. Then the donor DU would then perform routing and bearer mapping according to the GTP-TEID. 

Option 2: donor CU allocates a new flow label value for each GTP-TEID and configure the mapping table between GTP-TEID and flow label value to donor DU in advance. After donor DU receive a IPv6 packet, it would find the corresponding GTP-TEID according to the flow label value and the mapping table. 
Compared with Option 1, Option 2 requires that donor CU to allocate flow label as well as GTP-TEID and then notifies donor DU the mapping table between TEID and flow label value in advance, which has more signalling overhead and specification impact. Hence, option 1 is preferred for the UE bearer identification.
Proposal 2: It is suggested that donor CU only use the 20 LSB for GTP-U TEID allocation and set the 12 MSB to 0. In this way, the donor DU could directly get the GTP-TEID of the data packet from the IPv6 flow label.
Conclusion

In this contribution, we have a further discussion on the bearer indication problem when GTP header is security protected. And we have the following observations and proposals:

Observation 1: Operators has confirmed that 20-bit IPv6 flow label field is expected to provide sufficient space to support practical IAB deployment scenarios. 

Observation 2:  DSCP  could be used to support the wireline IP delivery with differentiated QoS, and it is not suitable to be used for IAB bearer indication. 

Proposal 1: Using 20-bit flow label in IPv6 header to represent UE DRBs after end-to-end security protection. 
Proposal 2: It is suggested that donor CU only use the 20 LSB for GTP-U TEID allocation and set the 12 MSB to 0. In this way, the donor DU could directly get the GTP-TEID of the data packet from the IPv6 flow label.
  Reference
R3-192087, LS to RAN2 on bearer limit with IPv6 flow label
 R2-1905410, Regarding use of IPv6 flow labels for 1:1 mapping in IAB
RAN3#103bis meeting report

RAN2#105bis meeting report
RP-182322, Integrated access and backhaul for NR
TR 38.874, 3GPP TSG RAN Study on Integrated Access and Backhaul, R15.
3GPP


