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Discussion and decision
1 Introduction

In RAN2#105bis meeting, following agreements were made.

Agreements

- For both UP and CP solutions, an MT-EDT indication is needed in the S1 paging message to eNB. It is up to RAN3 to decide how such indication is provided to the eNB.
- RAN2 assumes that MME initiates MT-EDT.

- It is up to eNB to use MT-EDT based on e.g., UE capability.

- RAN2 assumes that DL data information is needed from S-GW/SCEF to the MME to assist MME to initiate MT-EDT.
- For the UP solution, the DL data are ciphered and sent over DTCH.

- For both UP and CP solutions eNB sends MT EDT indication to the UE via paging
For Msg-2 based solution (if agreed)
- A CF RACH resource is provided in the paging message to page the UE for MT-EDT. FFS whether/how security related concerns are addressed and how number of repetitions required and RNTI are provided.

For Msg-4 based solution (if agreed)

- For UP solution, RRCConnectionResume is used in Msg4 in case UL transmission is expected in response.

RAN2 has not decided yet whether to adopt Msg2-based or Msg4-based solution. In this contribution, we discuss the MT EDT solution for UEs using UP C-IoT EPS optimization.
2 Discussion
2.1 MT EDT for UP solution

It is already agreed that “MT EDT” indication is provided in paging message if MME/eNB decides to initiate MT EDT to send a DL data. It is also agree that the DL data is ciphered and sent over DTCH. This clearly indicates that to receive a DL data over DTCH, UE must have received NCC during suspend procedure in the preceding RRC connection so that new keys can be derived to cipher the DL data as in Rel-15 MO EDT. 
The following complexities and impacts on UE and network side are identified when using Msg2-based solution to send MT EDT with UP CIoT EPS optimization:
1. UE NAS cannot receive/transmit any CP data (i.e., UP data encapsulated in NAS PDU) as it is in suspended state.
2. When eNB receives contention free preamble, it only knows UE’s S1 AP ID (it is not expected for security reason but eNB can also obtain S-TMSI from paging). If it is not the eNB that sends the UE to suspended state, it does not have the UE’s resume-ID to retrieve the UE’s context from different eNB. The resume ID can be provided by MME in S1AP signalling. It is 40 bits long and significant overhead in S1 AP signalling that is sent to every eNB in the tracking area. 

3. Large overhead if RRC paging has to carry information of the CF PRACH resource, preamble repetition value and RNTI. This is not desirable for other UEs that may be listening to the same PO.

4. In case real UE misses the paging (For example, eNB thinks UE is in fair good coverage from paging assistance information but UE is in bad coverage and cannot receive the paging successfully), MME needs to retransmits the S1 AP paging to all eNBs in the tracking area with the additional overhead (i.e., resume ID). 
5. In case real UE misses paging but unwanted UE (e.g., attacker) sends the preamble (learnt from the broadcast paging message), eNB has to waste time and resource for retrieving UE context as well as network singling to establish S1 bearer with S-GW.

For Mag4-based solution, as compared to Msg2-based solution, UE would need to transmit one more RRC message as per details provided in [1]. Also Msg4-based solution adds just 1 bit “MT-EDT” indication overhead in paging message. Note that overhead in paging (i.e., CF PRACH resource, preamble repetition value and RNTI) is a significant issue as saving one UL RRC message by Msg2-based solution for the given UE causes more power consumption to a significant number of other UEs receiving the paging in the same PO considering all cells in the tracking area. Also note that eNB will not be aware UE’s current CE level which could lead to failure of MT EDT (e.g., eNB thinks UE is in fair good coverage from paging assistance information but UE is in bad coverage and won’t be able to receive the paging message successfully).

Observation 1. The Msg2-based solution adds significant overhead in paging (i.e., CF PRACH resource, preamble repetition value and RNTI). Compared to Msg4-based, the Msg2-based solution saves one UL RRC message for the given UE but causes more power consumption to a significant number of other UEs receiving the paging in the same PO in all cells in the tracking area.

Therefore, we propose to use Msg4-based solution to transmit user plane DL data (when UE is using UP CIoT EPS optimization). A complete diagram to use MT EDT when no UL ACK for the DL data is not required is shown in Figure 1.
Proposal 1. Msg4-based solution is used to transmit MT EDT data when using UP CIoT EPS optimization.

2.2 Msg4-based solution
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Figure 1 MT EDT for User Plane CIoT EPS Optimization
0. MME receives DL data arrival indication and its size information from the S-GW if UE is using UP C-IoT EPS optimization. In this stage, MME can decide whether to initiate MT EDT (i.e., include MT EDT information in S1AP paging) based on DL size information, further DL data expected or UL ACK to the DL data is required and UE’s subscription information. 

1. MME decides to initiate MT EDT and adds 1 bit MT EDT indication in the S1AP paging message.

2. eNB sends the paging message with MT EDT indication to UE. If UE receives the paging and recognizes MT EDT indication, it activates AS security.

3. The UE uses legacy PRACH to respond the paging (legacy procedure).

4. UE receives the legacy RAR in Msg2 (legacy procedure).

5. UE responds with new RRCConnectionResumeRequest message with resume cause “mt-Access” (i.e., no UL data to transmit) or “mo-mt-Access” (i.e., wants to transmit UL ACK data).

6. The eNB initiates the S1-AP Context Resume procedure to resume the S1 connection and re-activate the S1-U bearers (legacy procedure).
7. The MME requests the S-GW to re-activate the S1-U bearers for the UE (legacy procedure).
8. The MME confirms the UE context resumption to the eNB (legacy procedure).
9. The S-GW sends the downlink data to the eNB (legacy procedure).

10. If the eNB decides to use MT EDT based on UE CE level, maximum TBS size, UE capability, no further UL/DL data are expected from S-GW and UE (i.e., RAI from UE and MME), the eNB can initiate the suspension of the S1 connection and the deactivation of the S1-U bearers. If UE is not ready to receive DL data in Msg4, eNB sends RRCConnectionResume message without ciphering.
11. The eNB sends the RRCConnectionRelease message to keep the UE in RRC_IDLE. The message includes the releaseCause set to rrc-Suspend, the resumeID, the NextHopChainingCount and drb-ContinueROHC which are stored by the UE (legacy procedure).
As described above, after receiving paging message with MT EDT indication, UE can activate AS security and respond to the paging message. For this purpose, eNB can assume that MT EDT capable UE always activates AS security upon receiving MT EDT indication in paging.
Observation 2. To determine whether or not Msg4 is ciphered, UE and eNB can check the same condition i.e., UE is MT EDT capable (new UE capability), UE is responding to the paging message that includes “MT-EDT” indication (i.e., resume cause is “mt-Access”) and UE has received the NCC in the previous suspend message.

However, UE may want to send release assistance indication whether or not it expects to transmit UL (e.g., Application ACK/NACK for the MT EDT data). The UE may have UL data to transmit when it receives the paging message that includes “MT-EDT” indication. If UE uses resume cause “mt-Access” in this case, eNB may release the UE in Msg4. Therefore, UE may not be able to transmit the UL data in this procedure. The UL data could be the application ACK to the DL data to be received in Msg4 that UE wants to send. In this case, UE would have to use legacy RCConnectionResumeRequest message and the resume cause “mo-Data” which indicates that the legacy procedure would follow and DL data cannot be sent in Msg4. 
Observation 3. UE may also need to indicate in RRCConnectionResumeRequest message that it is ready to receive ciphered DL data in Msg4 as well as it wants to transmit UL data.

It is also possible that UE may not want to activate AS security (i.e., does not want to use MT EDT but use the legacy resume procedure) and wants to indicate so. To indicate RAI or AS security has been activated in Msg3, spare bit in the legacy RRCConnectionResumeRequest message or spare value in resume cause can be used. But the spare value is for future critical enhancements for LTE (not only for eMTC). Therefore, a new UL CCCH message class extension of RRCConnectionResumeRequest can be defined to be used specifically for eMTC. 
As the new CCCH message needs to fit in the legacy Msg3 size, the new resume request message needs to be included in 48bits. An additional 3 bits is required to define the new UL CCCH message class extension. The 3 bit resumeCause IE in the original resume request message is not needed for the new message as it is clear that the new message is for MT EDT (i.e., “mt-Access”). Additionally the remaining 1 spare bit can be used for the purpose of release assistance information (RAI) i.e., UE expects to transmit UL data in response to DL data or not. The structure of the new CCCH message is shown below.
UL-CCCH-MessageType ::= CHOICE {


c1





CHOICE {



rrcConnectionReestablishmentRequest

RRCConnectionReestablishmentRequest,



rrcConnectionRequest




RRCConnectionRequest


},


messageClassExtension
CHOICE {



c2





CHOICE {




rrcConnectionResumeRequest-r13


RRCConnectionResumeRequest-r13



},



messageClassExtensionFuture-r13
CHOICE {




c3





CHOICE {




rrcEarlyDataRequest-r15


RRCEarlyDataRequest-r15,




spare3
NULL,




rrcConnectionResumeRequest-r16
RRCConnectionResumeRequest-r16,  




spare2
NULL, spare1
NULL



},




messageClassExtensionFuture-r15

SEQUENCE {}



}

}
}

-- ASN1STOP

-- ASN1START

RRCConnectionResumeRequest-r16 ::=
SEQUENCE {


criticalExtensions





CHOICE {



rrcConnectionResumeRequest-r16


RRCConnectionResumeRequest-r16-IEs,




criticalExtensionsFuture



SEQUENCE {}


}

}

RRCConnectionResumeRequest-r16-IEs ::=

SEQUENCE {



resumeIdentity-r13







CHOICE {



resumeID-r13








ResumeIdentity-r13,



truncatedResumeID-r13






BIT STRING (SIZE (24))


},



shortResumeMAC-I-r16






BIT STRING (SIZE (16)),


rai-r16










ENUMERATED {mt-Access, mo-Data}
}

-- ASN1STOP
Observation 4. Additional 3 bits is required to define the new UL CCCH message class extension. The 3 bits can be freed up for this purpose by removing the 3 bit resumeCause field as it can be implicitly understood i.e., “mt-Access”.

Proposal 2. A new RRCConnectionResumeRequest message (new UL CCCH message class extension) is defined to indicate to eNB that UE has activated AS security. This new RRCConnectionResumeRequest message reuses the resumeIdentity and shortResumeMAC-I but reduces the resumeCause field to 2 values (mt-Access, mo-Data) and removes the spare bit.
As described above, whether or not AS security has been activated is indicated in Msg3 (not by the preamble). In UP solution, legacy minimum UL grant size in RAR is sufficient. Therefore, UE can still use the legacy preamble in Msg1 as only RRC resume request message needs to be sent in Msg3 as described above. After receiving the Msg3, eNB follows legacy procedure to receive the MT data from S-GW. The MT data can be transmitted in Msg4 (RRC message multiplexed with ciphered DL data) if the eNB determines that the UE meets MT-EDT conditions.

Observation 5. In UP solution, UE does not require larger UL grant in RAR. Therefore, UE can still use the legacy preamble in Msg1 as only RRC resume request message needs to be sent in Msg3.
Proposal 3. When using UP CIoT EPS optimization, UE uses legacy PRACH resource (for the selected CE level) to receive DL data in Msg4 in response to the paging message that includes “MT-EDT” indication. 
If eNB determines to use MT EDT based on UE CE level, maximum TBS size, RAI from UE or MME (i.e., no further UL/DL data are expected from S-GW/UE), it can send RRCConnectionRelease message with the DL data. If eNB determines the UE is ready to receive the DL data in Msg4 but it cannot send the DL data in the Msg4 because of TBS size limit (e.g., UE is at worse coverage level to send the DL data), the eNB can segment the DL data and transmit in Msg4. It is also possible that eNB sends only the ciphered RRCConnectionResume message in Msg4 as in Rel-15 MO EDT fallback scenario. If the eNB determines the UE cannot receive ciphered data in Msg4 (i.e., UE didn’t use the new RRCConnectionResumeRequest-r16 message), the RRCConnectionResume message in Msg4 is not ciphered.

Observation 6. If eNB determines to use MT EDT based on UE CE level, maximum TBS size, RAI (i.e., no further UL/DL data are expected from S-GW/UE), it can send RRCConnectionRelease message with the DL data. If eNB determines UE is ready to receive DL data in Msg4 but MT EDT cannot be used, eNB sends ciphered RRCConnectionResume message. If UE is not ready to receive DL data in Msg4, eNB sends RRCConnectionResume message without ciphering.

Proposal 4. If eNB determines to use MT EDT and no further UL/DL data are expected, eNB can send RRCConnectionRelease message with the DL data in Msg4.

3 Conclusion

The observations captured are the following:
Observation 1.
The Msg2-based solution adds significant overhead in paging (i.e., CF PRACH resource, preamble repetition value and RNTI). Compared to Msg4-based, the Msg2-based solution saves one UL RRC message for the given UE but causes more power consumption to a significant number of other UEs receiving the paging in the same PO in all cells in the tracking area.
Observation 2.
To determine whether or not Msg4 is ciphered, UE and eNB can check the same condition i.e., UE is MT EDT capable (new UE capability), UE is responding to the paging message that includes “MT-EDT” indication (i.e., resume cause is “mt-Access”) and UE has received the NCC in the previous suspend message.
Observation 3.
UE may also need to indicate in RRCConnectionResumeRequest message that it is ready to receive ciphered DL data in Msg4 as well as it wants to transmit UL data.
Observation 4.
Additional 3 bits is required to define the new UL CCCH message class extension. The 3 bits can be freed up for this purpose by removing the 3 bit resumeCause field as it can be implicitly understood i.e., “mt-Access”.
Observation 5.
In UP solution, UE does not require larger UL grant in RAR. Therefore, UE can still use the legacy preamble in Msg1 as only RRC resume request message needs to be sent in Msg3.
Observation 6.
If eNB determines to use MT EDT based on UE CE level, maximum TBS size, RAI (i.e., no further UL/DL data are expected from S-GW/UE), it can send RRCConnectionRelease message with the DL data. If eNB determines UE is ready to receive DL data in Msg4 but MT EDT cannot be used, eNB sends ciphered RRCConnectionResume message. If UE is not ready to receive DL data in Msg4, eNB sends RRCConnectionResume message without ciphering.

The proposal captured are the following:
Proposal 1.
Msg4-based solution is used to transmit MT EDT data when using UP CIoT EPS optimization.
Proposal 2.
A new RRCConnectionResumeRequest message (new UL CCCH message class extension) is defined to indicate to eNB that UE has activated AS security. This new RRCConnectionResumeRequest message reuses the resumeIdentity and shortResumeMAC-I but reduces the resumeCause field to 2 values (mt-Access, mo-Data) and removes the spare bit.
Proposal 3.
When using UP CIoT EPS optimization, UE uses legacy PRACH resource (for the selected CE level) to receive DL data in Msg4 in response to the paging message that includes “MT-EDT” indication.
Proposal 4.
If eNB determines to use MT EDT and no further UL/DL data are expected, eNB can send RRCConnectionRelease message with the DL data in Msg4.
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