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Introduction
In RAN2#105 meeting, the some details for split-bearer and non-split bearer solution to support simultaneous connectivity during HO were discussed 
Following issues were identified:
=>FFS how security aspects are handled and whether changes to LTE baseline are needed.
=>FFS whether there is single active protocol stack or two simultaneously active protocol stacks 
=>FFS how to detach from the source cell (seen from the NW’s side and UE’s side)
=>FFS How to do data forwarding (early/late, including handling the SN, security, CHO impact)
In this contribution, we discuss the security handling for the solutions of single active protocol stack and dual active protocol stacks. 
Discussion
2.1 Security Handling in Basic HO
In the basic HO procedure of LTE, the target eNB prepares HO and sends the HANDOVER REQUEST ACKNOWLEDGE to the source eNB, which includes a transparent container to be sent to the UE to trigger the HO procedure. The target eNB security algorithm identifiers for the selected security algorithms is provided in the transparent container. 
After receiving the RRCConnectionReconfiguration message including the mobilityControlInformation, UE reset MAC and re-establish PDCP and RLC. After PDCP re-establishment, UE update the KeNB. Then it derives the KRRCint key and the KRRCenc key /KUPenc key based on the current or configured integrity and ciphering algorithm respectively. After that UE configures lower layers to apply the integrity protection algorithm and the KRRCint key for integrity protection and apply the ciphering algorithm and the KRRCenc / KUPenc key for ciphering.  Finally, UE sends the RRCConnectionReconfigurationComplete message with the security key of the target eNB. 
In Rel-14 MBB HO, it is up to UE implementation when to stop the uplink transmission/ downlink reception with the source eNB to initiate the connection to the target eNB. After that, UE reset MAC, re-establish PDCP/RLC and apply the security key of the target eNB. 
Observation 1: In both basic HO and Rel-14 eMBB HO procedures, UE applies the security key of the target eNB by performing PDCP re-establishment upon reception of the HO command. 
Observation 2: In Rel-14 eMBB HO procedure, UE applies the security key of the target eNB after stopping uplink transmission/ downlink reception with the source eNB, which is up to UE implementation. 
2.2 Single/dual Active Protocol Stacks
During RAN2#105 meeting, the definitions for single active protocol stack and dual active protocol stacks were clarified [1]. The email discussion [105#57][LTE/feMOB] compared the different solutions.  Compared with the existing HO procedure, when and how to apply the security key of the target cell will be different. 
Single Active Protocol Stack
Option 0 is similar as the Rel-14 eMBB HO and there is only single RLC and PDCP layer at the UE side.  The only difference is that UE keeps the source connection until RAR from the target eNB is received. UE create a MAC entity for the target eNB upon reception of the HO command. However, UE delays to perform PDCP re-establishment and security key update until RAR from the target eNB is received. Since the RRC layer doesn’t know when the RAR from the target eNB is received, an indication from the MAC layer to RRC is required to trigger the PDCP re-establishment and security update. 
Observation 3: In option 0, UE delays to perform PDCP re-establishment and security key update until RAR from the target eNB is received.  An indication from the MAC to RRC is required to trigger PDCP re-establishment and security update. 
Proposal 1: In option 0, UE creates MAC and establish RLC entity for the target eNB upon reception of HO command. 
Proposal 2: In option 0, UE applies the security key of the target eNB by performing PDCP re-establishment after reception of RAR from the target eNB. 
In option1, there are two protocol stacks existing at the UE side. Upon reception of HO command, UE establishes the UP protocol including MAC/RLC/PDCP. UE can also apply the security key of the target cell for the new protocol stack immediately although the security key of the target eNB has not taken effect yet. Different from the LTE baseline that UE update the security immediately upon reception of the HO command, UE keeps the RRC configuration, security key of the source cell until RAR from the target cell is received. For CFRA, UE release the protocol and security key of the source cell upon reception of RAR. For CBRA, UE release the protocol and security key of the source cell upon reception of the contention resolution MAC CE. Since the RRC layer doesn’t know when the RAR or the contention resolution MAC CE from the target eNB is received, an indication from the MAC layer to RRC is required to release the UP protocol of the source cell. 
Observation 4: In option 1, UE establishes the UP protocol for the target eNB and applies the security key of the target cell for the new protocol stack upon reception of the HO command.  An indication from the MAC to RRC is required to release the UP protocol of the source eNB when RAR or the contention resolution MAC CE from the target eNB is received. 
Option 2 is similar as option1. The only difference is that UE keeps the UP protocol, RRC configuration and security key of the source eNB until successful transmission of the complete message to the target eNB. 
Observation 5: In option 2, UE establishes the UP protocol for the target eNB and applies the security key of the target cell for the new protocol stack upon reception of the HO command.  UE release the UP protocol of the source eNB when RRCConnectionReconfigurationComplete message to the target eNB is successfully transmitted. 
Dual Active Protocol Stacks
For dual active protocol, same as option 1 and option 2 of single active protocol, UE needs to keep the source configuration and security until the source cell is released. Although it is FFS how the source cell is released, detaching from the source cell will occur even after the complete message is transmitted. Therefore, there are temporarily two active protocol stacks. 
Observation 6: In dual active protocol stack, UE establishes the UP protocol for the target eNB and applies the security key of the target cell for the new protocol stack upon reception of the HO command.  UE release the UP protocol of the source eNB when detaching from the source eNB. 
Although option 0 can reuse some of the LTE principles, 0ms interruption can’t be achieved due to PDCP re-establishment. For all other options, instead of performing security key update, UE needs to establish UP protocols and apply the security key of the target eNB for the new protocol upon reception of HO command. UE keeps the security key of the source cell until detaching from the source cell. 
Proposal 3: In both single active protocol stack (option 1/option2) and dual active protocol stacks, UE establish UP protocol and apply the security key of the target eNB for the new protocol upon reception of HO command.
Proposal 4: In both single active protocol stack and dual active protocol stacks, UE release the UP protocol and the security key of the source eNB when detaching from the source cell. 
Conclusion
In this contribution, we discuss security handling in the solutions of single active protocol and dual active protocols. We have following observations:
Observation 1: In both basic HO and Rel-14 eMBB HO procedures, UE applies the security key of the target eNB by performing PDCP re-establishment upon reception of the HO command. 
Observation 2: In Rel-14 eMBB HO procedure, UE applies the security key of the target eNB after stopping uplink transmission/ downlink reception with the source eNB, which is up to UE implementation. 
Observation 3: In option 0, UE delays to perform PDCP re-establishment and security key update until RAR from the target eNB is received.  An indication from the MAC to RRC is required to trigger PDCP re-establishment and security update. 
Observation 4: In option 1, UE establishes the UP protocol for the target eNB and applies the security key of the target cell for the new protocol stack upon reception of the HO command.  An indication from the MAC to RRC is required to release the UP protocol of the source eNB when RAR or the contention resolution MAC CE from the target eNB is received. 
Observation 5: In option 2, UE establishes the UP protocol for the target eNB and applies the security key of the target cell for the new protocol stack upon reception of the HO command.  UE release the UP protocol of the source eNB when RRCConnectionReconfigurationComplete message to the target eNB is successfully transmitted. 
Observation 6: In dual active protocol stack, UE establishes the UP protocol for the target eNB and applies the security key of the target cell for the new protocol stack upon reception of the HO command.  UE release the UP protocol of the source eNB when detaching from the source eNB. 
Based on the observations, we propose:
Proposal 1: In option 0, UE creates MAC and establish RLC entity for the target eNB upon reception of HO command. 
Proposal 2: In option 0, UE applies the security key of the target eNB by performing PDCP re-establishment after reception of RAR from the target eNB. 
Proposal 3: In both single active protocol stack (option 1/option2) and dual active protocol stacks, UE establish UP protocol and apply the security key of the target eNB for the new protocol upon reception of HO command.
Proposal 4: In both single active protocol stack and dual active protocol stacks, UE release the UP protocol and the security key of the source eNB when detaching from the source cell. 
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