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1. Introduction
During the RAN2#105bis meeting, the procedure of early measurement reporting was discussed [1]. For idle state, the following agreements have been reached. 
Agreement

1
For NR IDLE mode, the LTE rel-15 euCA early measurement reporting solution (i.e. via UEInformationRequest and UEInformationResponse like messages) after connection is setup will be supported.

2
For both LTE and NR, sending full idle mode measurements before security activation shall not be allowed. 

FFS if some measurement information (detail TBD) related to idle mode measurements can be sent before security activation.
3
SMC and SMC complete messages will not be modified to enable the signalling of early measurements.

4
For both LTE and NR, RAN2 confirm that current specification allow that UEInformationRequest (or equivalent message to be specified in NR) can be sent by the network immediate after Security Mode Command without network having to wait for Security Mode Complete (i.e. similar to sending of Reconfiguration after SMC)
As highlighted in the above agreements, this contribution discusses the two issues as follows:

· Discusses the FFS, that whether UE is allow to send some measurement related information before security activation, then
· Discusses potential RRC erroneous issue that may arise if UEInformationRequest is sent immediately after SecurityModeComand.
2. Discussion
2.1 Measurement information report before security activation
It was agreed in RAN2 that for both LTE and NR, sending full idle mode measurements before security activation shall not be allowed. However, during the online and email discussion regarding idle/inactive measurements [1], some companies suggest to allow UE to send some measurement related information (e.g. a certain number IDs of good cells [2]) before security activation. The argument is that some measurement related information is helpful to quicken up some network configurations, such as the SCell/SN addition, without disclosing the privacy (e.g. location) of UE. 
In our understanding, if UE is allowed to report cell(s) ID(s) before security activation, the cell(s) ID(s) can be used to derive UE’s position, especially when the reported ID(s) correspond to small cell ID(s), which is very common for NR deployment on high frequency. 
Observation 1: Cell ID can be used to detect UE position, especially when the ID corresponds to a small cell. 
Proposal 1:  For security breaching reason, such as UE location disclosure, cell ID is not reported before security activation. 
2.2 Initiating early measurement report before security
It was confirmed that current specification allows that UEInformationRequest (or equivalent message to be specified in NR) can be sent by the network immediate after SecurityModeCommand without network having to wait for SecurityModeComplete. However, we think the agreement may cause error in UE RRC, as illustrated in the following example:
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Figure 1: Error caused by sending UEInformationRequest without waiting for SecurityModeComplete
In the above figure, the network sends the UEInformationRequest immediately after SecurityModeCommand. PDCP at network side performs integrity protection for both messages and ciphers the UEInformationRequest message. 
At the UE side, the RRC only actives the PDCP security function after it finishes the processing of the SecurityModeCommand message. However, in the above example, as the UEInformationRequest immediately after SecurityModeCommand, the UEInformationRequest message may be delivered to UE RRC before the security is activated in UE PDCP (as circled in red in figure 1). Therefore, the UE RRC will receive a ciphered UEInformationRequest. Obviously, the UE RRC cannot handle the ciphered RRC message. 
Observation 2: If the network send UEInformationRequest immediately after SecurityModeCommand, there is highly plausible that PDCP at UE side would deliver ciphered UEInformationRequest message to RRC.
To solve the abovementioned issue, two solution options can be considered.
· Option 1: RAN2 reverts the agreement 4 (highlighted in section 1 above) made in RAN2#105bis, by NOT allowing network to send UEInformationRequest, immediately after SecurityModeCommand, before SecurityModeComplete.
This option would guarantee that ciphered UEInformationRequest message is not delivered to RRC at the UE side.
· Option 2: At UE side, ciphered packets received by RRC are sent back to PDCP
In NR, upon the reception of SecurityModeCommand message at the UE side, RRC will request the PDCP to verify the integrity protection of the SecurityModeCommand message, using the algorithm indicated by the integrityProtAlgorithm in the SecurityModeCommand message and the KRRCint key. Similar solution can be applied to handle ciphered packets received after SecurityModeCommand, i.e. RRC sends the ciphered packets back to PDCP for integrity protection verification and decipherment. 
Proposal 2: RAN2 to discuss which of the above two options should be adopted to solve the issue identified in observation 2.
Proposal 3: If RAN2 adopts the solution, such as RRC sending back ciphered packets to PDCP for IP verification and decipherment, for solving the identified issue in observation 2, RAN2 to send an LS to SA3 to further consider the solution feasibility.
A draft LS is provided in [3].
3. Conclusion
In this contribution, we discuss the remaining issues related to report measurement result for idle state. The observations and proposals are following:
Observation 1: Cell ID can be used to detect UE position, especially when the ID corresponds to a small cell.
Proposal 1:  For security breaching reason, such as UE location disclosure, cell ID is not reported before security activation.
Observation 2: If the network send UEInformationRequest immediately after SecurityModeCommand, there is highly plausible that PDCP at UE side would deliver ciphered UEInformationRequest message to RRC.
Proposal 2: RAN2 to discuss which of the above two options should be adopted to solve the issue identified in observation 2.
Proposal 3: If RAN2 adopts the solution, such as RRC sending back ciphered packets to PDCP for IP verification and decipherment, for solving the identified issue in observation 2, RAN2 to send an LS to SA3 to further consider the solution feasibility.
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