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1. Overall Description:
RAN2 has discussed the considered UP protocol stack for IAB as well as the protocol stack options to provide end to end security for the link between access IAB node and IAB donor. Following figure 1 shows the UP protocol stack qualifying the IAB SI agreement to have IP termination at access IAB node implemented with IPSec end to end security protection:


Figure 1: IAB UP protocol stack with IPSec security
RAN2 would like to bring into notice that for NR radio protocol stack, only PDCP provides reordering of received packets as this function was removed from RLC to enable deciphering of received packets in PDCP in the order of receptionl (which can be out-of-order) for NR Rel-15. As can be seen in the figure above, IPSec function is employed below PDCP. As the backhaul wireless links may shuffle the order of the transmitted packets quite heavily (e.g., due to HARQ re-transmission, RLC re-transmissions, Carrier Aggregation, etc.), the IPSec function needs to account a very large window for the out-of-ordered packets. For reference, PDCP with 18 bits SN employs 17 bits Rx window, ie., 217 distinct packets with missing packets in between can be received without discarding any if the missing packets are received within the reordering timer run.
Furthermore, now the packets may be received out of the order from an IPSec sequence number perspective. If the received packet’s sequence number is less than the lowest sequence number in the receiving window, the IPSec Anti-Replay function may drop the packets as replay errors, even in fact they are legitimately received packets. This, in turns, will stall the PDCP Rx window for the duration of the reordering timer and decrease the throughput. It should be noted that the window size of 64 packets is employed as default according to RFC 4303 which would be way too low for the multi-hop wireless backhaul links.
Hence, we would like to ask:
Q1: Is the heavy out-of-order of received packets an issue for IPSec to perform effectively?
[bookmark: _GoBack]Q2: How large receiving window is possible/practical to be applied for IPSec to avoid Anti-Replay function from dropping legitimately received packets due to out-of-ordering?
2. Actions:
To SA3 group.
ACTION: 	RAN2 respectfully asks SA3 to take into account the heavy out-of-ordering of packets that may happen in the IAB wireless backhaul links and to provide responses for the provided questions.

3. Date of Next TSG-RAN WG2 Meetings:
3GPP RAN2#106		13 – 17 May 2019		Reno
3GPP RAN2#107		26 – 30 August 2019		Prague
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