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	Reason for change:
	SA3 in TS 33.501 subclause 6.9.2.3.4 specifies that the UE shall verify the NAS COUNT and NAS MAC when receiving NASC (NAS Container) in the HO Command and process it only if the verification is successful.  If the verification is not successful, NAS continues to use the old security information and hence the AS security keys derived by UE AS will be incorrect/not possible.  
The only recovery possible from this situation is to initiate a re-establishment procedure and UE revert to the previous configuration, including the security keys.  
This AS behaviour is not what is normally expected with transparent NAS containers and hence needs to be captured explictly.  

	
	

	Summary of change:
	UE considers it a RRCReconfiguration failure if NAS indicates an invalid nas-Container.

	
	

	Consequences if not approved:
	If the UE receives an invalid nas-Container, the UE may apply wrong keys and be unable to continue the communication resulting in a failure of RRC connection.

Impact analysis:
Impacted architecture: SA

Impact is isolated to RRCReconfiguration involving NAScontainer for security derivation.

If the network is implemented in line with this CR and UE is not, the UE may apply wrong keys and be unable to continue the communication resulting in a failure of RRC connection.

If the UE is implemented in line with this CR and network is not, there is no inter-operability issue.  HO will fail and UE and network will fall back to previous (security) configuration after the re-establishment.  
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	Other comments:
	A corresponding CR to CT1 NAS spec to handle this error is provided in C1-19xxxx to CT1#116.
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	**** For information ****



[bookmark: _Hlk4725284]5.3.5.7	AS Security key update
The UE shall:
1>	if UE is connected to E-UTRA/EPC:
2>	upon reception of sk-Counter as specified in TS 36.331 [10]:
3>	update the S-KgNB key based on the KeNB key and using the received sk-Counter value, as specified in TS 33.401 [30];
3>	derive the KRRCenc and KUPenc keys as specified in TS 33.401 [30];
3>	derive the KRRCint and KUPint keys as specified in TS 33.401 [30].
1>	else:
2>	if the nas-Container is included in the received masterKeyUpdate:
3>	forward the nas-Container to the upper layers;
2>	if the keySetChangeIndicator is set to true:
3>	derive or update the KgNB key based on the KAMF key, as specified in TS 33.501 [11];
2>	else:
3>	derive or update the KgNB key based on the current KgNB key or the NH, using the nextHopChainingCount value indicated in the received masterKeyUpdate, as specified in TS 33.501 [11];
2>	store the nextHopChainingCount value;
2>	derive the keys associated with the KgNB key as follows:
3>	if the securityAlgorithmConfig is included in SecurityConfig:
4>	derive the KRRCenc and KUPenc keys associated with the cipheringAlgorithm indicated in the securityAlgorithmConfig, as specified in TS 33.501 [11];
4>	derive the KRRCint and KUPint keys associated with the integrityProtAlgorithm indicated in the securityAlgorithmConfig, as specified in TS 33.501 [11];
3>	else:
4>	derive the KRRCenc and KUPenc keys associated with the current cipheringAlgorithm, as specified in TS 33.501 [11];
4>	derive the KRRCint and KUPint keys associated with the current integrityProtAlgorithm, as specified in TS 33.501 [11].
NOTE:	Ciphering and integrity protection are optional to configure for the DRBs.
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[bookmark: _Hlk4725363]5.3.5.8.2	Inability to comply with RRCReconfiguration
The UE shall:
1>	if the UE is in EN-DC:
2>	if the UE is unable to comply with (part of) the configuration included in the RRCReconfiguration message received over SRB3;
3>	continue using the configuration used prior to the reception of RRCReconfiguration message;
3>	initiate the SCG failure information procedure as specified in subclause 5.7.3 to report SCG reconfiguration error, upon which the connection reconfiguration procedure ends;
2>	else, if the UE is unable to comply with (part of) the configuration included in the RRCReconfiguration message received over SRB1;
3>	continue using the configuration used prior to the reception of RRCReconfiguration message;
3>	initiate the connection re-establishment procedure as specified in TS 36.331 [10], clause 5.3.7, upon which the connection reconfiguration procedure ends.
1>	else if RRCReconfiguration is received via NR:
2>	if the UE is unable to comply with (part of) the configuration included in the RRCReconfiguration message or if the NAS indicates that the configuration received in nas-Container is invalid:;
3>	continue using the configuration used prior to the reception of RRCReconfiguration message;
3>	if AS security has not been activated:
4>	perform the actions upon going to RRC_IDLE as specified in 5.3.11, with release cause 'other'
3>	else if AS security has been activated but SRB2 and at least one DRB have not been setup:
4>	perform the actions upon going to RRC_IDLE as specified in 5.3.11, with release cause 'RRC connection failure';
3>	else:
4>	initiate the connection re-establishment procedure as specified in 5.3.7, upon which the reconfiguration procedure ends;
1>	else if RRCReconfiguration is received via other RAT (Handover to NR failure):
2>	if the UE is unable to comply with any part of the configuration included in the RRCReconfiguration message:
3>	perform the actions defined for this failure case as defined in the specifications applicable for the other RAT.
NOTE 1:	The UE may apply above failure handling also in case the RRCReconfiguration message causes a protocol error for which the generic error handling as defined in clause 10 specifies that the UE shall ignore the message.
NOTE 2:	If the UE is unable to comply with part of the configuration, it does not apply any part of the configuration, i.e. there is no partial success/failure.
