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Introduction
The Rel-16 NR work item on mobility enhancements target ~0ms interruption time during handover. So far two main solutions have been proposed for reaching this objective:
· DC based handover aka split-bearer solution
· eMBB (Enhanced Make-before-break) aka non-split bearer solution
In this contribution we review the DC based handover and highlight some of its advantages and drawbacks.
Overview of DC based handover
In DC based handover the source initially acts as master node and the target is added as a secondary node. Then a role switch is executed where the source becomes the new secondary node and the target becomes the new master node. Finally, the secondary node is released by the target. These three phases are explained in more detail in the signaling diagrams below which are based on the descriptions in [2] and [3].
Phase 1: Target node is added as SeNB
When the source detects that the UE is moving into the coverage area of the target cell (based on e.g. UE measurement report), the source adds the target as a secondary node and DL and UL data is sent via both the source and target cell utilizing the split bearer option in DC (DC option 3C). As the split bearer is terminated in the source, DL and UL data is encrypted using the source security context. It is assumed that the secondary node addition can be performed as in regular DC which means that this part of the handover is already supported.



Phase 2: Role switch
When the target cell becomes significantly better than the source cell, the source executes the role switch procedure upon which the target becomes the new master node and the source becomes the new secondary node.
The role switch works similar to a regular handover and starts with the source requesting the target to perform the role switch. The request includes, among other things, the current AS configuration and the new security key, and provided the request is accepted, the target responds back with the handover command (i.e. RRC reconfiguration) that the source sends to the UE. Upon receiving the handover command the UE applies the new configuration and sends a handover complete (i.e. RRC reconfiguration complete) to the target.  Finally, the target performs the path switch which completes the role change on the network side. 
To avoid data interruption in the DL, the source continues to transmit DL data via the source terminated split bearer after it has sent the handover command. This continues until the source receives the end marker from the gateway which indicates that the path switch is completed. The source then notifies the target of the PDCP SN to be applied to the next packet received from the gateway (using e.g. SN status transfer message). When the target receives the SN status transfer message and all buffered packets in the source terminated split bearer has been transmitted, the split bearer termination point for the DL direction (i.e. the DL PDCP entity) is moved from source to target. From this point on all DL data is encrypted using the target security context. Except for the key change the change of termination point for the split bearer is not directly visible to the UE and it continues to receive DL from both source and target cells in the same way as before the role change. Alternatively, instead of relying on the end marker from the gateway, the target could also notify the source when the UE has sent the handover complete and the split bearer termination point can be moved from source to target.
Likewise for the UL, the UE will continue to transmit UL data to both source and target also after it has received the handover command. After receiving the handover command the UE will use the target security context for encrypting UL data which means that the split bearer termination point for the UL direction (i.e. the UL PDCP entity) must be moved from source to target on the network side. How the source learns that the UE has received the handover command and how the target is informed of the next expected UL PDCP SN is FFS.
Note that role switch is a new procedure although it can probably re-use parts of the existing handover procedure.



Phase 3: SeNB is released
In the final phase of the DC based handover the target releases the resources in the source. This can be achieved by utilizing the existing secondary node release procedure from DC. When the secondary node is released, the split bearer is changed to a regular (MCG) bearer.


[bookmark: _Ref3874557]DC based handover advantages and drawbacks 
Avoiding key confusion
Due to the use of split bearer there are some issues in the DC based handover which are not present in eMBB. One of these is the so-called “key confusion” issue which arises when the split bearer termination point for the DL is moved from source to target.  Since the termination point changes all subsequent DL packets will be encrypted using the target security context instead of the source security context. As the UE is not aware of the exact moment when the termination point changes on the network side it does not know which key to use to decrypt the DL packets, hence the confusion.  Likewise for the UL, the network does not know the exact moment when the UE starts using the target security context instead of the source security context for its UL data transmission. Several solutions have been proposed to solve this issue, for example:
· Indicating the key used in the PDCP header
· Indicating the key change by sending an end-marker PDCP control PDU (similar to LWA)
· Using different logical channels in MAC depending on the key used
· Indicating the subframe number when the new key is taken into use in the handover command
While some of these solutions will likely work, it does add some extra complexity.
[bookmark: _Toc516834][bookmark: _Toc522992][bookmark: _Toc527962][bookmark: _Toc528370][bookmark: _Toc1041908]DC based handover suffers from the so-called key confusion issue. The issue can be solved but comes at the cost of additional complexity.
Also note that similar confusion exists for the ROHC context if header compression is enabled for a bearer.
Avoiding duplicate DL transmissions
Another issue that arises due the use of split bearer in DC based handover is the risk of duplicate DL transmissions. Before the role change is completed on the network side the split bearer is terminated in the source which means it is the source that decides which packets to send on the source leg and which packets to send on the target leg. To ensure that a DL packet is successfully delivered to the UE, the source would typically try to send the DL packet on both legs, i.e. the source will try to send the packet to the UE on the source leg and at the same it will also forward the packet to the target for transmission on the target leg.  However, since there is no feedback provided to the target about which DL packets that have been successfully delivered to the UE on the source leg, the target will need to transmit all DL packets that is forwarded from the source. There is therefore a high risk that duplicate packets are transmitted from the target which effectively causes an interruption in the DL transmission. 
[image: ]
[bookmark: _Toc522993][bookmark: _Toc527963][bookmark: _Toc528371][bookmark: _Toc1041909]It is unclear how duplicate DL transmissions from the target can be avoided in DC based handover since the PDCP status report is delivered to the source and not the target.
Increased robustness
The advantage of duplicate packets is increased robustness. 
Packet duplication in DC based handover increases robustness.
[bookmark: _Ref3901978]Combined SgNB addition and role change
Huawei has in [4] proposed that it should be possible to combine the SgNB addition and the role change. This is one possible way to reduce the complexity of the DC approach. 


The mechanism for combined SgNB addition and role switch is new, thus there is not much that is reused from the existing DC mechanism. In fact the signaling flow for the combined approach becomes more or less the same as for eMBB, see e.g. [5].
For the combined approach it is possible to use either split or non-split bearer approach. With non-split bearer approach key confusion duplicate DL transmissions can be avoided.
The mechanism for combined SgNB addition and role switch is new, therefore more changes need to be added to the DC mechanism compared to the solution with separate SgNB addition and role change.
The combination of SgNB addition and role change simplifies the DC approach and makes it similar to eMBB. Implemented with non-split bearer there is not much difference to eMBB.
The combined approach will still suffer from key confusion and duplication of DL transmissions if split bearer approach is used.
Conclusion
In section 3 and 4 we made the following observations:
Observation 1		DC based handover suffers from the so-called key confusion issue. The issue can be solved but comes at the cost of additional complexity.
Observation 2	It is unclear how duplicate DL transmissions from the target can be avoided in DC based handover since the PDCP status report is delivered to the source and not the target.
Observation 3	Packet duplication in DC based handover increases robustness.
Observation 4	The mechanism for combined SgNB addition and role switch is new, therefore more changes need to be added to the DC mechanism compared to the solution with separate SgNB addition and role change.
Observation 5	The combination of SgNB addition and role change simplifies the DC approach and makes it similar to eMBB. Implemented with non-split bearer there is not much difference to eMBB.
Observation 6	The combined approach will still suffer from key confusion and duplication of DL transmissions if split bearer approach is used.
Based on the discussion in section 3 and 4 we propose the following:
Discuss the observations made in this contribution.
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