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Introduction
RAN recently approved WI on 5G V2X with NR sidelink. The approved WID is found in RP-190766.

In this document, we propose to send a LS to SA3 on protection of PC5-RRC messages.
Discussion
RAN2 agreed in the study on NR V2X that PC5-RRC is used to exchange at least UE capability and AS-layer configuration for unicast as follows:

	· PC5-RRC is used to exchange UE capability and AS-layer configuration at least.

· PC5-RRC based UE capability transfer procedure is triggered during or after PC5-S signalling for direct link setup. Further details can be discussed in WI stage.

· PC5-RRC based UE capability transfer can be done in either one-way or two-way manner. Further details can be discussed in WI stage.

· Further details on which UE to send out its own capability information can be discussed in WI stage.

· PC5-RRC based AS-layer configuration procedure is triggered during or after PC5-S signalling for direct link setup. Further details can be discussed in WI stage.

· PC5-RRC based AS-layer configuration can be done in a two-way manner. Further details can be discussed in WI stage.

· Further details on which UE to send out PC5-RRC based AS-layer configuration can be discussed in WI stage.


Namely, RAN2 will introduce PC5-RRC messages for sidelink unicast transmissions. Two UEs in unicast exchange UE capability and AS-layer configuration via PC5-RRC messages.
When it comes to Uu interface, both ciphering and integrity protection are mostly applied to RRC messages carrying UE capability or AS-layer configuration as follows:

· The DL UECapabilityEnquiry message and the UL UECapabilityInformation message carrying UE capability in UL can be sent unprotected prior to AS security activation. But, both DL/UL messages shall be sent ciphered with integrity protection after AS security activation.
· The DL RRCReconfiguration message carrying AS-layer configuration on Uu can be sent unprotected prior to AS security activation. But, the DL message shall be sent ciphered with integrity protection after AS security activation. In addition, the DL message shall not be sent unprotected before AS security activation if it is used to perform handover or to establish SRB2 and DRBs. 
· The UL RRCReconfigurationComplete message can be sent unprotected, if sent as response to the DL RRCReconfiguration message which was sent before AS security activation. But, the UL message shall be sent ciphered with integrity protection after AS security activation.
Observation 1: Both ciphering and integrity protection are applied to the DL/UL RRC messages carrying UE capability or AS-layer configuration on the Uu interface after AS security activation. But, the DL/UL RRC messages can be sent unprotected before AS security activation.
Accordingly, since RAN2 agreed to introduce a PC5-RRC message, it should be further discussed whether or not ciphering and integrity protection are applied to PC5-RRC messages. Considering SA3 work on V2X, RAN2 should request to SA3 that SA3 starts to investigate need for protection of PC5-RRC messages. 
Proposal 1: Ask SA3 whether or not ciphering and integrity protection should be applied to PC5-RRC messages.
When it comes to Uu interface, NR PDCP layer performs ciphering and integrity protection for protection of a RRC message. Thus, if ciphering and/or integrity protection should be applied to PC5-RRC messages, it seems likely to support protection of a PC5-RRC messages in NR PDCP from RAN2 perspective. RAN2 could indicate to SA3 that if protection of a PC5-RRC messages need to be supported, NR PDCP layer should perform ciphering and integrity protection for protection of a PC5-RRC message.
Proposal 2: If SA3 decides to support protection of PC5-RRC messages, RAN2 assumes that NR PDCP layer performs ciphering and integrity protection for protection of a PC5-RRC message.

Proposal 3: Send a LS to SA3 in R2-19xxxxx to trigger their work on whether a PC5-RRC message should be protected or not. RAN2 indicates relevant agreements and assumption made in RAN2 in the LS.
Conclusion

In conclusion, we propose to discuss the following proposal and observations: 
Observation 1: Both ciphering and integrity protection are applied to the DL/UL RRC messages carrying UE capability or AS-layer configuration on the Uu interface after AS security activation. But, the DL/UL RRC messages can be sent unprotected before AS security activation.
Proposal 1: Ask SA3 whether or not ciphering and integrity protection should be applied to PC5-RRC messages.
Proposal 2: If SA3 decides to support protection of PC5-RRC messages, RAN2 assumes that NR PDCP layer performs ciphering and integrity protection for protection of a PC5-RRC message.

Proposal 3: Send a LS to SA3 in R2-19xxxxx to trigger their work on whether a PC5-RRC message should be protected or not. RAN2 indicates relevant agreements and assumption made in RAN2 in the LS.
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