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1 Introduction
An email discussion [105#55] [NR/ eCA-DC] MCG failure was assigned at last RAN2 meeting to discuss fast MCG failure recovery via SCG. According to the output of this email discussion, some consensus has been achieved on failure cases to be supported, which SRB to use, which message to use. While there are also some FFS about failure cases. In this paper, we provide our view on these failure cases. 

2 Discussion
In R15, NR SA MCG failure cases includes the following cases: 
· Radio link failure of the MCG

· Re-configuration with sync failure of the MCG

· Mobility from NR failure

· Integrity check failure indication from lower layers concerning SRB1 or SRB2, except if the integrity check failure is detected on the RRCReestablishment message; or
· RRC connection reconfiguration failure
And according to the email discussion report, the last two cases are to be FFS, which will be discussed further in this paper.

Integrity check failure concerning SRB1 or SRB2
In our understanding, the IP check failure maybe caused by two reasons. One is PDCP COUNT is asynchronous between network and UE. The other one is due to attacker’s injection or interference. For SRB, the case of PDCP COUNT mismatch happens rarely. Then the main reason is attacker between UE and network. Regarding split SRB, for DL, it’s network implementation to choose which RLC bearer to transmit the RRC message, i.e. MCG RLC bearer or SCG RLC bearer. And even more, the network can transmit duplication PDCP PDU of the RRC message via both of the RLC bearers. Considering fast MCG recovery is attempt to report MCG failure via SCG, if IP check failure on SRB can be supported, it means the UE should first confirm that SCG is secure, and the IP check failure is due to MCG, or vice versa where it should be SCG failure reported via MCG. 

Observation 1: In case of IP check failure on SRB, fast MCG failure recovery via SCG can be supported only if UE can confirm that SCG is secure and IP check failure is due to MCG. 

Based on current NR PDCP specification, the UE receives a PDCP PDU, it will judge whether the SN is in the receiving window, and then perform IP check. In case check failure, upper layer will be informed, while in case of check success, the receiving window will be shifted, and next PDCP PDU can be processed. We can see currently PDCP will not recognize or report the PDCP PDU leading to IP check failure is from which RLC bearer. In order to achieve the condition indicated in observation 1, the PDCP needed to be enhanced to remember which path the PDCP PDU is from, and inform it to upper layer in case of IP check failure on SRB. And if the IP check failure happens on PDCP PDU from MCG RLC bearer, the UE can report it in MCG failure report sending via SCG, e.g. split SRB1 SCG RLC bearer, or SRB3. Else if the IP check failure happens on PDCP PDU from SCG RLC bearer, the UE can report it in SCG failure report sending via MCG.
Observation 2: NR PDCP behaviour needs to be enhanced to remember and report which RLC bearer the IP check failed PDCP PDU from, in order to support fast MCG failure recovery via SCG for IP check failure on SRB.
Considering currently UE can only trigger RRC reestablishment in case of IP check failure on SRB1/2 even due to some simple interference from an attacker, the overhead may be too much. Therefore, we prefer to support fast recovery for IP check failure, although it needs some standardization effort. 
Proposal 1: To support MCG fast recovery in case of IP check failure on SRB.
RRC connection reconfiguration failure
As several companies indicated, since the joint failure is used for RRC reconfiguration failure in R15, UE should not report MCG failure via SCG, in case of the reconfiguration failure is due to the failure of SN reconfiguration part. In this case, the truth is that the MCG part is ok, and it’s a similar reconfiguration failure on reconfiguration message received via SRB3. Then a better solution is to introduce the separate failure to handling RRC reconfiguration carrying MN reconfiguration part or SN reconfiguration part or both. Then if the failure is due to MN part, the MCG failure report via SCG can be used, and else if the failure is due to SN part, the SCG failure report via MCG can be support, else if both parts fail, UE initiates RRC reestablishment procedure.

Proposal 2: Separate failure for reconfiguration message received via SRB1 should be supported, based on which MN part reconfiguration failure can be supported by fast MCG failure recovery via SCG, and SN part reconfiguration failure can be reported in SCG failure message sent to MN.
Other failure case

There is other case may not mentioned in the email discussion, e.g. upon UE sends MCG failure relate information via SCG, UE may also detect SCG failure, in this case, it is straightforward that UE can only trigger reestablishment. 
Proposal 3: UE should trigger reestablishment in case that UE detects SCG failure before MCG failure recovery.
3 Conclusion

In this paper, we discuss on some MCG failure cases regarding MCG failure recovery, provide the following observations and proposals.

Observation 1: In case of IP check failure on SRB, fast MCG failure recovery via SCG can be supported only if UE can confirm that SCG is secure and IP check failure is due to MCG.
Observation 2: NR PDCP behaviour needs to be enhanced to remember and report which RLC bearer the P check failed PDCP PDU from, in order to support fast MCG failure recovery via SCG for IP check failure on SRB.
Proposal 1: To support MCG fast recovery in case of IP check failure on SRB.
Proposal 2: Separate failure for reconfiguration message received via SRB1 should be supported, based on which MN part reconfiguration failure can be supported by fast MCG failure recovery via SCG, and SN part reconfiguration failure can be reported in SCG failure message sent to MN.
Proposal 3: UE should trigger reestablishment in case that UE detects SCG failure before MCG failure recovery.
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