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1	Introduction
IAB study outcome [1] made the following recommendation for the WI:
RAN2 investigated termination of IP at the access IAB-node vs. IAB-donor DU. IP termination at the access IAB-node is recommended for the work item. In this solution, GTP-U is included in the UP stack for F1-U.
Further, the IAB WID lists the following objective:
	· Specification of possible enhancements to E1, F1 and X2/Xn interfaces [RAN3-led, RAN2]:
· On F1: 
· security protection over the wireless backhaul links.
· setting up and reconfiguring IAB-nodes and IAB-donor DUs
· On X2 and Xn, necessary functions to enable DC operation with IAB. 
· [bookmark: _Hlk531262190]On E1, configuration of necessary IAB-specific transport and/or security protection of F1-U. 



Furthermore, RAN2 in [2] asked SA3 to confirm whether the security requirements for F1-U also applies to F1*-U and whether NDS or PDCP can be used to protect F1*U and F1*C. As an initial response in [3], SA3 confirmed that same security requirements are applicable also for F1*U and F1*C and also confirmed that, based on the design either NDS or PDCP could be considered as security option. SA3 in [4] has agreed to study the potential security threats and vulnerabilities that are applicable for IAB architecture and to identify potential security requirements. Given that SA3 would complete its study [4] only by SA#84 (June 2019), it could be already quite late for RAN2(3) WGs to consider any major changes to CP and UP protocol stacks.
On the other hand, the nature of the wireless link for F1*-U brings some new requirements that may not have been taken into account in SA3 what comes to applicability of NDS based security while for PDCP security these are in-built. This contribution discusses these implications and proposes to send an LS to SA3 to take such into account for their work.
2	Discussion
Following figure 1 shows the user plane protocol stack for normal CU-DU split.


Figure 1: UP protocol for normal CU-DU split
Considering the F1-U link above, the security of the F1-U can be implemented by e2e IPSec between the DU and CU. As this link is very reliable (e.g., wireline link), loss of packets as well as out-of-ordering is a rather rare event or rather, such window for out-of-order packets is not large. The out-of-order due to the wireless link between UE and the DU does not matter as the IPSec sequence numbering is applied to packets in the order of reception in the DU.
Observation 1: For wireline F1-U, IPSec function does not need to account large window for out-of-order packets.
Figure 2 shows the user plane protocol stack qualifying the IAB SI agreement to have IP termination at access IAB node. The protocol stack with IPSec end to end security protection is also shown in the figure:


Figure 2: UP protocol stack option e with IPSec security
[bookmark: _Hlk4703300]In NR radio protocol stack, only PDCP provides reordering of received packets as this function was removed from RLC to enable deciphering of received packets in PDCP in the order of reception (which can be out-of-order). As can be seen in the figures above, IPSec function is employed below PDCP. As the backhaul wireless links may shuffle the order of the transmitted packets quite heavily (e.g., due to HARQ re-transmission, RLC re-transmissions, Carrier Aggregation, etc.), the IPSec function needs to account a very large window for the out-of-order packets. For reference, PDCP with 18 bits SN employs 17 bits Rx window, ie., 217 distinct packets with missing packets in between can be received without discarding any if the missing packets are received within the reordering timer run.
Observation 2: The order of the packets transmitted over the backhaul IAB links may be shuffled heavily, e.g., due to HARQ re-transmissions, RLC re-transmissions, CA, etc.
Observation 3: For wireless F1*-U, IPSec needs to account a very large window for out-of-order packets given there is no reordering function below PDCP in the NR radio protocol stack.
Now, the packets may be received heavily out of the order from the IPSec sequence number perspective. If the received packet’s sequence number is less than the lowest sequence number in the receiving window, the IPSec Anti-Replay function may drop the packets as replay errors, even in fact they are legitimately received packets. This, in turns, will stall the PDCP Rx window for the duration of the reordering timer and decrease the throughput. It should be noted that the window size of 64 packets is employed as default according to [5] which is way too low for the wireless backhaul links.
Observation 4: IPSec Anti-Replay function may drop legitimately received packets due to the out-of-ordering in the wireless backhaul channels which can stall the PDCP reordering window.
Based on the observations above, it seems that more input from SA3 is needed about the applicability of IPSec securing the multi-hop wireless backhaul channels. More specifically, RAN2 should bring up the heavy out-of-order of packets by the backhaul wireless channels into SA3’s notice for their studies to select and design the security protocol for F1*-U. Therefore, an LS should be sent to SA3.
Proposal 1: Send an LS to SA3 pointing out the heavy out-of-order of packets that may happen in the multi-hop IAB wireless backhaul channels and that should be tolerated by the security protocol selected for the F1*-U.
A draft LS is provided in [6].
[bookmark: _Hlk1067535]3	Conclusion
In this contribution, the suitability of IPSec for wireless backhaul channels was discussed due to the heavy out-of-ordering of packets that may happen between the endpoints of the IPSec functions in multi-hop IAB wireless backhaul. The following was observed and proposed:
Observation 1: For wireline F1-U, IPSec function does not need to account large window for out-of-order packets.
Observation 2: The order of the packets transmitted over the backhaul IAB links may be shuffled heavily, e.g., due to HARQ re-transmissions, RLC re-transmissions, CA, etc.
Observation 3: For wireless F1*-U, IPSec needs to account a very large window for out-of-order packets given there is no reordering function below PDCP in the NR radio protocol stack.
Observation 4: IPSec Anti-Replay function may drop legitimately received packets due to the out-of-ordering in the wireless backhaul channels which can stall the PDCP reordering window.
Proposal 1: Send an LS to SA3 pointing out the heavy out-of-ordering of packets that may happen in the multi-hopIAB wireless backhaul channels and that should be tolerated by the security protocol selected for the F1*-U.
A draft LS is provided in [6].
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