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1. Introduction

In RAN2#104 meeting [1], a new logical channel used to transmit PC5-RRC messages for SL unicast was agreed.
Agreements on unicast

3:
AS-level information is exchanged via RRC signalling (e.g. PC5-RRC) among UEs via sidelink for SL unicast. New logical channel (SCCH: SL Control Channel) in addition to STCH (SL Traffic Channel) will be also introduced. SCCH carriers PC5-RRC messages.

In this contribution, we discuss AS security on the PC5-RRC messages.
2. Discussion

In NR Uu, AS security comprises of the integrity protection and ciphering of RRC signalling (SRBs) and user data (DRBs). For AS security activation, the gNB performs a RRC procedure (i.e. the initial security activation procedure) with the UE. To this end, the RRC messages exchanged between the UE and the gNB are integrity protected and ciphered. 
TS38.331-f40:
	5.3.1.2
Security

AS security comprises of the integrity protection and ciphering of RRC signalling (SRBs) and user data (DRBs).

RRC handles the configuration of the security parameters which are part of the AS configuration: the integrity protection algorithm, the ciphering algorithm, if integrity and/or ciphering is enabled for a DRB and two parameters, namely the keySetChangeIndicator and the nextHopChainingCount, which are used by the UE to determine the AS security keys upon reconfiguration with sync (with key change), connection re-establishment and/or connection resume.

The integrity protection and ciphering algorithm is common for signalling radio bearers SRB1 and SRB2. When not configured with any kind of DC, the ciphering and integrity protection algorithm is common for all radio bearers (i.e. SRB1, SRB2 and DRBs). All DRBs related to the same PDU session have the same security configuration. Neither integrity protection nor ciphering applies for SRB0.


In the last meeting, RAN2 agreed that two UEs exchange AS-level information via PC5 RRC signalling for SL unicast. If NR SL follows the concept of NR Uu design, such RRC procedure used for AS security activation should be used for activating the integrity protection and ciphering of PC5-RRC messages and sidelink user data. In fact, according to TR23.768, the sidelink user data will be protected by the layer 2 link security based on the existed security procedure defined in TS33.303. 
TR23.786-200:
	6.11.2.4
Security associations

The unicast or multicast communication may need protection at link layer as well. The ProSe one-to-one communication supports secure L2 link establishment, as defined in TS 33.303 [11].

However, within V2X communication context, each UE has the corresponding certificates for the security protection. Therefore, there may be a need to enhancement or adjust the existing L2 secure link establishment protocol in order to support the use of such security associations.

The exact security handling should be analysed and decided by SA3. SA2 design needs to be aligned with those decisions when available.


Observation 1:
If NR SL follows the concept of NR Uu design, a PC5-RRC procedure for activating the integrity protection and ciphering of PC5-RRC messages and sidelink user data will be needed. 

Observation 2: 
Based on TR23.786, the sidelink user data will be protected based on a layer 2 link security procedure defined in TS33.303.

Since the sidelink user data will be protected based on the layer 2 link security procedure defined in TS33.303, a PC5-RRC procedure for activating the integrity protection and ciphering of the sidelink user data is not needed. Thus, we propose:
Proposal 1:  AS security for NR SL unicast comprises of the integrity protection and ciphering of PC5-RRC messages.
Proposal 2:  A PC5-RRC procedure used for activating the AS security on PC5-RRC messages is needed.

3. Conclusion
We propose the following:

Observation 1:
If NR SL follows the concept of NR Uu design, a PC5-RRC procedure for activating the integrity protection and ciphering of PC5-RRC messages and sidelink user data will be needed.
Observation 2: 
Based on TR23.786, the sidelink user data will be protected based on a layer 2 link security procedure defined in TS33.303.

Proposal 1:  AS security for NR SL unicast comprises of the integrity protection and ciphering of PC5-RRC messages.

Proposal 2:  A PC5-RRC procedure used for activating the AS security on PC5-RRC messages is needed.
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