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1. Introduction
RAN2 has received an LS from SA3 [1] on support of full data rate of User Plane Integrity protection (UP IP), which requests feedback from RAN2 on this issue.
In this contribution, we discuss the questions stated in the LS and suggest responses. A draft LS based on these is provided in [2]
2. Discussion
Integrity protection (IP) for user plane data was introduced in Rel-15 for NR stand-alone. It was concluded that the support for IP at full data rate may not be possible in all cases and thus a UE capability for the supported rate was introduced. The UE signals the maximum data rate it can support with IP in the NAS message during PDU session establishment (and modification). The minimum value of this maximum rate in Rel-15 is 64Kbps and the maximum value is full data rate. The network can optionally configure IP for a PDU session based on UE capability and network policies.
On the uplink, the IP is performed at PDCP layer on the full data PDU for both header and data. Note that the ciphering is done only for the PDCP SDU and thus excludes the header. When activated by RRC, the integrity protection function is applied to all PDCP data PDUs.

SA3 has been working on a Rel-16 study item to support UP IP at the UE supported full data rate on both the downlink and uplink. The scope of the SI, in addition to NR SA, also includes LTE, eLTE, EN-DC, NE-DC, and NGEN-DC. 

As part of this study item, SA3 agreed that “It shall be possible to apply DRB IP at the UE full data rate on the UE’s uplink.” 
The main question the SA3 asks is if there are any technical challenges in supporting UP IP at full data rate for the considered cases as follows:

SA3 would like to understand the technical challenges in supporting UP IP at full data rate in Rel-15 NR UEs in all cases. Can RAN2 kindly provide detailed information on the technical challenges in supporting UP IP at full data rate?

 The background for this question is in part to the following text agreed in SA3#94 [3]:
This key issue is to study solutions for supporting UP IP at the UE supported full data rate on the uplink.

NOTE: Potential solutions to address this key issue may impact RAN protocol stack. Therefore, the relevant RAN WGs needs to be consulted before concluding on any solution that addresses this key issue.

We now discuss the support of full data rate UP IP and focus on uplink PDCP processing.

NR upper layer protocol stack can support very high throughputs enabled by PHY layer, in part due to the ability to pre-process PDUs. In particular, PDCP can add headers and perform ciphering in that way. The support for UP IP can also be done similarly. A UE implementation can prepare a ciphered and integrity protected PDCP PDU in advance if it can’t do so in time with uplink grant. Since this is allowed by the specification, there is no technical challenge to support full data rate from purely RAN protocol stack.

Observation 1: RAN protocol stacks (MAC/RLC/PDCP) give enough flexibility for a UE to implement UP IP at its UL full data rate.

Proposal 1: Respond to SA3 that RAN2 has not identified any technical challenges in supporting UP IP at full data rate.
SA3 also ask whether the full rate UP IP can be supported for all the listed network options as follows:
Assuming that the UP IP support is also introduced at the PDCP layer for E-UTRA (in a similar manner as for NR), SA3 would like to request feedback from RAN2 on whether they see any issues in meeting the above SA3 agreed requirement for all the network options listed above? 

Here, the listed options in the LS are:

- Option 1 - eUTRA with EPC

- Option 2 - NR standalone with 5G Core

- Option 3 - EPC based Dual Connectivity of eUTRA and NR RAT

- Option 4 - 5G core based Dual Connectivity (NR master - eUTRA secondary)

- Option 5 - 5G core with eUTRA 

- Option 7 - 5G core based Dual Connectivity (eUTRA master - NR secondary)

Unlike NR, E-UTRA does not currently support DRB-IP functionality so it will have to be a new functionality. However, NR and LTE PDCP are similar at the transmitter side and thus E-UTRA can also allow UP IP at the same rate it can perform ciphering and transmission.
Proposal 2: RAN2 has not identified any specific challenges for the considered options by SA3 and support for UP IP at full data rate are feasible from RAN perspective for all cases.
The last question from SA3 is whether to keep the Rel-15 UE capability restriction also in Rel-16 as follows:

Whether the restriction on UP integrity protection for certain upper data rate per the UE capability as in release 15 is still applicable for release 16 UEs?
Even though there is no technical limitation from protocol stack point of view, UP IP will require additional resource at the UE. As it has always been in the market, there will be different tiers of UEs with different hardware/software configurations and thus all UEs which support a 3GPP Release cannot have all the demanding functionalities. Therefore, there should be a UE capability for signalling different data rates. Since Rel-15 had a very limited option of signalling either 64kbps or full data rate, this should be enhanced to support additional data rates. 
Proposal 3: The UE capability of maximum data rate for UP IP should also be supported in Rel-16 for all the scenarios considered in SA3 LS with additional data rates.

A draft LS based on above is discussion is provided in [2].

Proposal 4: Agree to the draft LS provided in R2-1903694.
3. Conclusion

In this contribution, we discussed the SA3 LS on supporting full data rate for UP IP and conclude the following:

Observation 1: RAN protocol stacks (MAC/RLC/PDCP) give enough flexibility for a UE to implement UP IP at its UL full data rate.

Proposal 1: Respond to SA3 that RAN2 has not identified any technical challenges in supporting UP IP at full data rate.

Proposal 2: RAN2 has not identified any specific challenges for the considered options by SA3 and support for UP IP at full data rate are feasible from RAN perspective for all cases.
Proposal 3: The UE capability of maximum data rate for UP IP should also be supported in Rel-16 for all the scenarios considered in SA3 LS with additional data rates.

Proposal 4: Agree to the draft LS provided in R2-1903694.
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