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In the conclusions of [1], SA2 determined to adopt solution 11 at least for the sensor sharing use case (unicast and groupcast).  We understand that this implies using this approach for unicast and groupcast generally, since we would not expect to have separate architectures for the different use cases.  Solution 11 addresses security by leveraging what was developed for ProSe in [2] and [3].  This paper addresses some consequences of this conclusion.
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SA2 conclusions and generalities about security
Solution 11 from [1] specifies that the procedures from ProSe for establishing a secure L2 link (as defined in [2] and [3]) can be enhanced and adapted for V2X.  Although input from SA3 is still needed on the details, it seems reasonable to conclude that upper layers can establish a security association between two UEs that can then be used to protect communications.
Considering the contents of [2] and [3] as well as the RAN2 agreements from the study phase, we understand that the basic procedure for connection setup at least in unicast would be as shown in Figure 1.
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[bookmark: _Ref4405838]Figure 1: Direct communication setup
(The timing of capability exchange is FFS; it could be a separate set of messages or piggybacked on the PC5-S messages.)
Taking the ProSe security as a baseline, we can draw some conclusions about the workings of security in NR V2X:
· Protection is in PDCP layer for both control and user plane
· Upper layer signalling (PC5-S) is integrity protected and ciphered
· The LCID is an input for ciphering (to avoid problems with key reuse across different PDCP entities)
· Groupcast communication uses a group key (equivalent of PGK in [3])
· The user plane does not have integrity protection (it seems plausible that this could change in NR)
· The upper layer Direct Security Mode Command can protect the link layer
· Security at connection setup for unicast is triggered by the “receiving” UE, i.e. the one that does not send the Direct Communication Request (see Figure 1 above and Figure 6.5.5.2-1 of [3])
In addition to the upper layer signalling that was considered for ProSe, NR V2X introduces RRC signalling on the PC5 interface that has no real parallel in LTE (in LTE there is only the sidelink MIB, which does not require any security protection).  At least for unicast signalling and potentially also for groupcast, UEs can be expected to exchange signalling messages with sensitive information such as UE capability and configuration information.  These PC5-RRC messages cannot be protected by upper layers as they originate with the RRC layer; thus it seems necessary to protect them in PDCP, which would also be consistent with the model from [3] as noted above.
Proposal 1: Add security protection to the PDCP functions.
It seems likely that both integrity and ciphering are needed for RRC messages, as on the Uu interface.  In general, SA3 have felt that UE capabilities and configurations need to be integrity protected and ciphered.  However, this should be confirmed with SA3.
Proposal 2: Confirm with SA3 that PC5-RRC requires integrity protection and ciphering.
Security initialisation
On Uu, the NAS and RRC layers have separate endpoints and therefore separate security associations with their own security mode signalling, separate keys, etc.  On PC5 it is not obvious that this separation is necessary; the endpoints of PC5-S and PC5-RRC are the same, and the ProSe mechanisms for establishing a secure link as described in [3] can also protect the link layer.  However, it is an SA3 decision whether PC5-RRC should have its own keys analogous to KRRCenc and KRRCint on Uu.
Proposal 3: Consult SA3 on whether separate keys for PC5-RRC protection are needed.
At the moment, all the agreed PC5-RRC signalling would likely require security protection (pending SA3 confirmation).  Thus it may not be necessary to have a separate security mode command; security protection in the PDCP layer could be activated by the direct link setup procedure (also for the control plane), and PC5-RRC could operate on the assumption that security is always present.
Proposal 4: There is no PC5-RRC SecurityModeCommand and the access stratum on PC5 always operates with security present, i.e. PDCP initialisation includes activating security.  The security configuration is defined by upper layers and configured to PDCP.
Considerations for groupcast
For groupcast, based on reusing the basic procedures from [3], we understand that each UE in the group would be provisioned with a group key (equivalent to the PGK in [3]), from which the actually used encryption key is derived when the PDCP entity for the group is created.  The RAN2 impact is just to derive the needed keys in the PDCP initialisation.
Proposal 5: The PDCP entity initialisation for groupcast includes deriving the group encryption key.
The group schema in [3] addresses UP encryption, but does not speak to either integrity or CP protection.  Analogous to the situation on Uu, it needs to be considered if the user plane on PC5 will be integrity protected.  We assume SA3 will address this and no specific action from RAN2 is needed in the absence of guidance from SA3.
For the CP, it needs to be decided if there is any PC5-RRC signalling related to groupcast communication; it was agreed that there is no 1-to-many connection establishment, which might suggest that there would be no RRC signalling.  However, group security for UP traffic may depend on the PDCP configuration (e.g. if we have configurable SN sizes) and definitely depends on the LCID for a particular data stream.  It needs to be determined how this information is propagated to the receiver of a groupcast transmission if there is no control plane.
Proposal 6: RAN2 needs to take a choice between the following options:
1. Groupcast services support RRC signalling to configure (at least) MAC and PDCP entities; or
2. PDCP for groupcast is pre-configured, and LCID is defined ad-hoc by the MAC layer (e.g. receiving a transmission for a previously unused LCID causes establishment of that LC based on pre-configured parameters).
Proposal 7: If groupcast services support PC5-RRC signalling, the corresponding security keys for protection of PC5-RRC need to be derived when the PDCP entity is created.
If option 1 is taken (groupcast supports PC5-RRC signalling), then there is a security loop with the configuration message: The message probably needs to be security protected since it contains UE configuration information, but needs to be decodable before the parameters in it have been received.  In particular, if the configuration message is ciphered (as we expect would be necessary), the receiving UE needs to be able to decipher it without knowing its contents.  This implies that the PC5-RRC signalling should be based on some sort of preconfiguration at least for the parameters that affect security (e.g. PDCP PDU format, LCID).  We suggest that this is best achieved by having a kind of preconfigured SRB1 for the sidelink, which uses fixed parameters for the PDCP PDU format and the LCID (as well as any other parameters that are determined to affect security).
Proposal 8: If groupcast services support PC5-RRC signalling, the first configuration message is sent on a preconfigured SRB with at least the security related parameters fixed in the specification.
The same issue seems to apply for unicast (where the RRC signalling is already agreed to be present) and the preconfigured SRB is an expedient solution there as well.
Proposal 9: For unicast services, the first configuration message is sent on a preconfigured SRB with at least the security related parameters fixed in the specification.
The broadcast case
It might seem that there is no need for security for V2X broadcast, since it is an “everyone to everyone” communication mode.  For this reason it does seem that there would be no need for ciphering, but it could be considered to have integrity protection so that a broadcast transmission can be authenticated as actually coming from the purported transmitter.
If some kind of broadcast security is needed, there would need to be a group key, similar to the groupcast case discussed above.  This would require some evaluation from SA3, and if agreed, it would mean that monitoring a broadcast service becomes somewhat nontrivial, since every receiving UE needs to be provisioned somehow with the service’s group key.
Considering the potential for introducing significant complexity, we suggest that this issue could be deferred to future releases, unless there is a hard requirement from SA2/SA3 to protect broadcast communications.
Proposal 10: Broadcast security is not addressed in Rel-16.
Conclusion
[bookmark: _GoBack]This document promulgated the following proposals:
Proposal 1: Add security protection to the PDCP functions.
Proposal 2: Confirm with SA3 that PC5-RRC requires integrity protection and ciphering.
Proposal 3: Consult SA3 on whether separate keys for PC5-RRC protection are needed.
Proposal 4: There is no PC5-RRC SecurityModeCommand and the access stratum on PC5 always operates with security present, i.e. PDCP initialisation includes activating security.  The security configuration is defined by upper layers and configured to PDCP.
Proposal 5: The PDCP entity initialisation for groupcast includes deriving the group encryption key.
Proposal 6: RAN2 needs to take a choice between the following options:
1. Groupcast services support RRC signalling to configure (at least) MAC and PDCP entities; or
2. PDCP for groupcast is pre-configured, and LCID is defined ad-hoc by the MAC layer (e.g. receiving a transmission for a previously unused LCID causes establishment of that LC based on pre-configured parameters).
Proposal 7: If groupcast services support PC5-RRC signalling, the corresponding security keys for protection of PC5-RRC need to be derived when the PDCP entity is created.
Proposal 8: If groupcast services support PC5-RRC signalling, the first configuration message is sent on a preconfigured SRB with at least the security related parameters fixed in the specification.
Proposal 9: For unicast services, the first configuration message is sent on a preconfigured SRB with at least the security related parameters fixed in the specification.
Proposal 10: Broadcast security is not addressed in Rel-16.
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