3GPP TSG-RAN2#105                                                                              R2-1901743
Athens, Greece, February 25 – March 1, 2019
Agenda item:
9.16
Source:
Samsung

Title:
Ciphering for UDC header
Document for:
Discussion & Decision
1 Introduction
In RAN2#104, RAN2 discussed whether to cipher UDC header or not and the conclusion has been postponed. According to the current LTE PDCP specification [1], we thought that UDC header is not ciphered and tried to clarify it in the ciphering section with a CR [2]. However, some company argued that UDC header is ciphered according to the current LTE PDCP specification. It is expected that the different understanding on this can cause a critical problem in UE implementation.
In this paper, we first revisit the current LTE PDCP specification to check what it says and next discuss whether to cipher the UDC header or not. 

2  Discussion
2.1 The current LTE PDCP specification [1]
Let us revisit the current LTE PDCP specification to check what it says about the ciphering of UDC header as follows:

In Section 5.6 Ciphering and deciphering:
	The ciphering function includes both ciphering and deciphering and is performed in PDCP. For the control plane, the data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3) and the MAC-I (see subclause 6.3.4). For the user plane, the data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3); ciphering is not applicable to PDCP Control PDUs.

…


In Section 6.3.3 Data:

	The Data field may include either one of the following:
-
Uncompressed PDCP SDU (user plane data, or control plane data); or
-
Compressed PDCP SDU (user plane data only).


In Section 5.11.4 Uplink data compression:
	The UDC protocol generates UDC packets, each associated with one PDCP SDU.

A UDC packet consists of a UDC header and a UDC data block. A UDC data block contains either DEFLATE compressed blocks generated by UDC protocol or original PDCP SDU for SDU not compressed by UDC protocol; the type is specified in FU field (details see subclause 6.3.21) in UDC header. The FR field (details see subclause 6.3.22) and the Checksum field (details see subclause 6.3.23) in UDC header are used only if FU field is set to 1. …


In Section 5.11.3 UDC header:

	UDC header (1 byte) is added in UDC compression function followed by UDC data block (details see subclause 5.11.4, 6.2.14, 6.2.15 and 6.2.16). The UDC header contains the information about whether the current PDCP SDU is compressed by UDC protocol or not. Only the compressed packets are stored in the buffer. The UDC header also contains a reset bit to inform the decompressor that the compression buffer has been reset. The validation bits (checksum) of the compression buffer are also contained in UDC header. Checksum mechanism could be used to resolve miss-match (if any) between the compression and de-compression buffers.


As specified in Section 5.6, the data part of the PDCP PDU is ciphered. Referring to Section 6.3.3, the data part of PDCP may be either uncompressed PDCP SDU or compressed PDCP SDU. 
Our understanding is that the data part of PDCP PDU is either compressed PDCP SDU or uncompressed PDCP SDU, which is ciphered.
In Section 5.11.4, a UDC packet is defined as consisting of a UDC header and a UDC data block. The UDC data block contains either DEFLATE compressed blocks generated by UDC protocol or original PDCP SDU for SDU not compressed by UDC protocol. 

In our understanding, “DEFLATE compressed blocks generated by UDC protocol” is corresponding to “compressed PDCP SDU” while “original PDCP SDU for SDU not compressed by UDC protocol” is corresponding to uncompressed PDCP SDU. Moreover, we need to note that the UDC header is generated in PDCP layer. In general, we don’t regard the header as the data part of the corresponding layer’s PDU. In Section 5.11.3, it is specified that the UDC header contains the information about whether the current PDCP SDU is compressed by UDC protocol or not, which means that the UDC header is not a part of PDCP SDU.

Our understanding is that UDC data block is corresponding to the data part of PDCP PDU and the UDC header is not a part of PDCP SDU. 

Considering the above, we think that the current PDCP specification says that the UDC header is not ciphered. 

Our understanding is that UDC header is not ciphered.
In RAN2#104, RAN2 discussed whether to cipher UDC header or not. In the offline discussion, different companies had different understanding on the ciphering of UDC header. This can cause a critical problem since the UE vendor may not perform ciphering for the UDC header while the network may perform deciphering for it, which can cause inter-operability problems. Therefore, we need to clarify it in the ciphering section of PDCP specification. 
Proposal 1: The clarification on the ciphering of UDC header shall be resolved.

In the next section, we can discuss whether to cipher the UDC header or not. 

2.2 Whether to cipher UDC header or not
In NR, RAN2 introduced a SDAP layer accompanying a SDAP header and discussed the ciphering of SDAP header [3]. In the discussion, there was some concern that Ciphering and Deciphering paths and processing of SDAP header may have hardware implications. The control of data routing within a modem can be independent of the ciphering/deciphering logic. For example, on the downlink, if the SDAP header is ciphered, its processing can only be done after deciphering, which imposes certain hardware architecture restrictions. In this reason, RAN2 reverted the previous common understanding that SDAP header is ciphered and thereby the conclusion was that ciphering is not applicable to SDAP header.
Observation 1. Additional header to PDCP SDU imposes certain hardware architecture restrictions if the header is ciphered.
In Rel-15 LTE WI UDC, RAN2 introduced an additional header to PDCP SDU, which is defined as UDC header. Even if this WI was closed, it seems that the hardware related discussions have not been made on the ciphering of UDC header. As specified in Section 5.11.3, the UDC header contains the information about whether the current PDCP SDU is compressed by UDC protocol or not. In the implementation point of view, the receiver may have two paths to process the UDC packets, i.e. one is for the processing of compressed PDCP SDU and the other is for the processing of uncompressed PDCP SDU. If the UDC header is ciphered, its processing and the path routing can only be done after deciphering, which imposes certain hardware architecture restrictions. It may also have a bad impact at high data rates since ciphering and deciphering can be done in hardware. It would be safer to decouple the processing of UDC from the ciphering and deciphering.
Observation 2. The ciphering of UDC header can restrict the implementation.

If UDC header is not ciphered, the receiver can process UDC header and perform the path routing before deciphering, which eases parallel processing for compressed PDCP SDU and uncompressed PDCP SDU. Moreover, we can have some benefit. In the receiver point of view, the checksum failure in the UDC header can be checked before deciphering. If checksum failure happens, the receiver can discard it and the subsequent PDCP PDU until the reception of PDCP PDU with FR field set to 1 without deciphering and early trigger a checksum failure handling procedure, i.e. unnecessary deciphering can be prevented. Note that the checksum field is not for the data but for compression and de-compression buffers.

Observation 3. Several benefits would be foreseen if UDC header is not ciphered.
In general, the purpose of ciphering is to maintain the confidentiality of messages between a sender and a receiver. As of today, SA3 understanding is that complete PDCP SDU is ciphered for LTE and also for NR. From this point of view, only the data unit or the data payload needs to be ciphered. There would be no need to cipher the header. 
Observation 4. There is no security requirement to cipher the UDC header.
Hereafter, we can discuss the forward compatibility of UDC algorithm. For eLTE UE or NR UE, Rel-15 UDC feature could be introduced to save the overhead and reduce the latency. As we know, a SDAP header can be configured to eLTE UE connected to 5GC and NR UE. If SDAP header is configured and the ciphering of UDC header is assumed, then the PDCP data processing may encounter a strange problem as shown in the following figure:
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Figure 1. PDCP data processing with SDAP header in the case that UDC header is ciphered
Note that RAN2 already agreed that the compression and ciphering procedures are not applied to SDAP header in NR. We can apply the same principle to this case. Note that the UDC algorithm will be applied only to PDCP SDU except SDAP header. As shown in Figure 1, the SDAP header would be located between UDC header and compressed UDC data block since in principle the SDAP header is generated in the above PDCP layer and the UDC header is generated in PDCP layer, which makes the ciphering and deciphering of UDC header and data block tricky. One may detach the SDAP header and perform ciphering for UDC header and data block together, and put the SDAP header between UDC header and data block again. The other may perform ciphering two times for UDC header and data block, respectively. How to cipher them would cause another problem. In this reason, the ciphering of UDC header seems not good with respect to forward compatibility. 
If we assume that UDC header is not ciphered, the PDCP data processing would be very simple even with SDAP header, i.e. the NOT ciphering of UDC header would be better with respect to forward compatibility since the ciphering will be applicable only to UDC data block in Figure 1.
Observation 5. Considering the forward compatibility, it would be better not to cipher UDC header. 
We need to note that there is no header to be ciphered in L2 protocol, i.e. MAC/RLC/PDCP/SDAP headers are not ciphered. 

Observation 6. There is no header to be ciphered in L2 protocol 

In RAN2#104, different companies had different understanding on the ciphering of UDC header. RAN2 acknowledged that the current PDCP specification does not clarify it. This can cause a critical problem since the UE vendor may not perform ciphering for the UDC header while the network may perform deciphering for it, which can cause inter-operability problems. Therefore, we need to clarify it in the ciphering and deciphering section of PDCP specification, i.e. Section 5.6 [1].
Proposal 2: Whether to cipher UDC header should be clarified in the ciphering and deciphering section.

Only two options are on the table:

Option 1: The ciphering is not applicable to UDC header if UDC is configured. 

Option 2: The ciphering is applicable to UDC header if UDC is configured.

In our opinion, the current PDCP specification already says that UDC header is not ciphered and some benefits would be foreseen. Therefore, we prefer Option 1. 
The corresponding CRs [4, 5] to option 1 option 2 are submitted together for easy implementation on the current specification.
Proposal 3: The ciphering is not applicable to UDC header if UDC is configured.
3 Conclusion

In this contribution, we provide our view on the ciphering of UDC header to discuss the following proposals:

Proposal 1: The clarification on the ciphering of UDC header shall be resolved.

Proposal 2: Whether to cipher UDC header should be clarified in the ciphering and deciphering section.

Proposal 3: The ciphering is not applicable to UDC header if UDC is configured.
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