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7.3b.3
EDT for User Plane CIoT EPS optimizations

EDT for User Plane CIoT EPS optimizations, as defined in TS 24.301 [20], is characterized as below:

-
The UE has been provided with a NextHopChainingCount in the RRCConnectionRelease message with suspend indication;

-
Uplink user data are transmitted on DTCH multiplexed with UL RRCConnectionResumeRequest message on CCCH;

-
Downlink user data are optionally transmitted on DTCH multiplexed with DL RRCConnectionRelease message on DCCH;

-
The short resume MAC-I is reused as the authentication token for RRCConnectionResumeRequest message and is calculated using the integrity key from the previous connection. The HASH values of each uplink PDCP data PDU are used as an additional input for the calculation and verification of the short resume MAC-I to integrity protect the uplink EDT data;

-
The user data in uplink and downlink are ciphered. The keys are derived using the NextHopChainingCount provided in the RRCConnectionRelease message of the previous RRC connection;

-
The RRCConnectionRelease message is integrity protected and ciphered using the newly derived keys;

-
There is no transition to RRC CONNECTED.

The EDT procedure for User Plane CIoT EPS optimizations is illustrated in Figure 7.3b-2.
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Figure 7.3b-2: EDT for User Plane CIoT EPS Optimizations

0.
Upon connection resumption request for Mobile Originated data from the upper layers, the UE initiates the early data transmission procedure and selects a random access preamble configured for EDT.

1.
The UE sends an RRCConnectionResumeRequest to the eNB, including its Resume ID, the establishment cause, and an authentication token. The UE resumes all SRBs and DRBs, derives new security keys using the NextHopChainingCount provided in the RRCConnectionRelease message of the previous connection and re-establishes the AS security. The user data are ciphered and transmitted on DTCH multiplexed with the RRCConnectionResumeRequest message on CCCH. The HASH values of each uplink PDCP data PDU HASHUE-PDU are used in the calculation of the short resume MAC-I.
2.
The eNB calculates the HASHeNB-PDU of each uplink PDCP data PDU received from the UE and uses them in the verification of the short resume MAC-I. The eNB initiates the S1-AP Context Resume procedure to resume the S1 connection and re-activate the S1-U bearers.

3.
The MME requests the S-GW to re-activate the S1-U bearers for the UE.

4.
The MME confirms the UE context resumption to the eNB.

5.
The uplink data are delivered to the S-GW.

6.
If downlink data are available, the S-GW sends the downlink data to the eNB.

7.
If no further data are expected from the S-GW, the eNB can initiate the suspension of the S1 connection and the deactivation of the S1-U bearers.

8.
The eNB sends the RRCConnectionRelease message to keep the UE in RRC_IDLE. The message includes the releaseCause set to rrc-Suspend, the resumeID, the NextHopChainingCount and drb-ContinueROHC which are stored by the UE. If downlink data were received in step 6, they are sent ciphered on DTCH multiplexed with the RRCConnectionRelease message on DCCH.

NOTE 1:
If the MME or eNB decides the UE to move in RRC_CONNECTED mode, RRCConnectionResume message is sent in step 7 to fall back to the RRC Connection resume procedure. In that case, the RRCConnectionResume message is integrity protected and ciphered with the keys derived in step 1 and the UE ignores the NextHopChainingCount included in the RRCConnectionResume message. Downlink data can be transmitted on DTCH multiplexed with the RRCConnectionResume message. In addition, an RRCConnectionSetup can also be sent in step 7 to fall back to the RRC Connection establishment procedure.

NOTE 2:
If neither RRCConnectionRelease nor, in case of fallback, RRCConnectionResume is received in response to RRCConnectionResumeRequest for EDT, the UE considers the UL data transmission not successful.
For EDT for User Plane CIoT EPS Optimizations, an RRC connection can also be resumed in an eNB (the new eNB) different from the one where the connection was suspended (the old eNB). Inter eNB connection resumption is handled using context fetching, whereby the new eNB retrieves the UE context from the old eNB over the X2 interface. The new eNB provides the Resume ID which is used by the old eNB to identify the UE context. This is illustrated in Figure 7.3b-3.
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Figure: 7.3b-3: EDT for User Plane CIoT EPS Optimizations in different eNB

1.
Same as step 1 in the intra eNB connection resumption.

2.
The new eNB calculates the HASHeNB-PDU of each uplink PDCP data PDU received from the UE. The new eNB locates the old eNB using the Resume ID and retrieves the UE context by means of the X2-AP Retrieve UE Context procedure, including the list of HASHeNB-PDU in the Retrieve UE Context Request message.
3.
The old eNB uses the list of HASHeNB-PDU in the verification of the short resume MAC-I. The old eNB responds with the UE context associated with the Resume ID.

4.
The new eNB initiates the S1-AP Path Switch procedure to establish a S1 UE associated signalling connection to the serving MME and to request the MME to resume the UE context.

5.
The MME requests the S-GW to activate the S1-U bearers for the UE and updates the downlink path.

6.
MME Acks step 5.

7.
After the S1-AP Path Switch procedure the new eNB triggers release of the UE context at the old eNB by means of the X2-AP UE Context Release procedure.

8.
Same as step 5 in the intra eNB connection resumption.

9.
Same as step 6 in the intra eNB connection resumption.

10.
Same as step 7 in the intra eNB connection resumption.
11.
Same as step 8 in the intra eNB connection resumption.
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