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1	Introduction
In SA3#93, it was agreed to have a solution for integrity protection of user data in UP-EDT, i.e., by including hash code of UL EDT data in the calculation of shortResumeMAC-I [1]. In SA3#95, upon further analysis, SA3 concluded that the current solution as in TS33.401 v15.6.0 does not address the case when the UE transmits multiple PDCP PDUs in the same EDT Resume procedure. SA3 would like RAN2 and RAN3 to evaluate three possible options and to inform SA3 with their feedback [2]. 
Option 1: Predefined order of the HASHes of the PDCP PDUs 
Using a predefined order rule which defines the order in which the HASHes of the PDCP PDUs are used when calculating the ShortResumeMAC-I. 

For example, the predefined order rule can be as “Increasing DRB ID followed by increasing PDCP SN”. This could be done on just the transmitted LSBs of PDCP SN or the complete PDCP SN as long as it is clearly specified which one. As an example; in case we have DRB1-ID=10 and DRB2-ID=13, then the order of HASHes should be as follows for 3 PDCP PDUs. PDCP PDU1 (DRB-ID=10, PDCP SN=0), PDCP PDU2 (DRB-ID=10, PDCP SN=1), PDCP PDU3 (DRB-ID=13, PDCP SN=0). 

Therefore, the order of VarShortResumeMAC-Input parameters can be defined as follows:
C-RNTI, source PCI, resume constant, target Cell-ID, HASHPDU1, HASHPDU2, and HASHPDU3.

Option 2: Order of PDCP PDUs HASHes communicated to eNB
This solution requires changes to ASN.1 where the UE informs the eNB with the order of the PDCP PDUs HASHes.

Option 3: Calculate a single HASH over all the UE UL data, e.g., after all PDCP PDUs have been assembled in the MAC layer.

In this contribution, we evaluate the three options and show that having multiple HASHes would result in unnecessary complexity. We show our solution for capturing changes needed for option 3. The respective CRs to implement corresponding changes at RRC and MAC specifications are also provided in [3], [4] respectively. An accompanying draft reply LS to SA3 is prepared in [5].
[bookmark: _Ref178064866]2	Discussion 
2.1	Multiple vs. Single HASH
Figure 1 shows the high-level description of the Layer 2 in UP-EDT. We note that even though EDT is intended for small data transmission, the number of PDCP PDUs is not restricted.
[image: ]
Figure 1: DTCH SDU(s) of Msg3 as input to HASH
As mentioned in SA3 LS, the three options all address the issue of possible multiple PDCP PDUs in Msg3. We see drawbacks with the approach of using multiple HASHes, i.e., with the first two options. First, in case the UE resumes to a new cell, the verification of shortResumeMAC-I is performed at the source eNB, and the target eNB needs to transfer also multiple HASHes to the source eNB for the verification. This is because the HASHes are calculated over ciphered data at target eNB.
Observation 1 [bookmark: _Toc1062151][bookmark: _Toc1062164][bookmark: _Toc1062604][bookmark: _Toc1062765][bookmark: _Toc1062814][bookmark: _Toc1062864][bookmark: _Toc1062916][bookmark: _Toc1070673]Target eNB needs to provide source eNB with HASH(es) of user data for verification of shortResumeMAC-I.
SA3 agreed the length of each HASH code is 256 bits [6]. Multiple HASHes mean that the X2 message containing the information for context retrieval, i.e., Retrieve UE context, would have a variable size. In addition, the target eNB may need to indicate to the source eNB the exact number of HASHes in the X2 message.
Observation 2 [bookmark: _Toc1070674]Multiple HASHes lead to complexity over X2 interface with possible variable size of Retrieve UE context message. The target eNB may also need to indicate to the source the exact number of HASHes.
In addition, we see unnecessary complexity in case of Msg3 MAC PDU update for multiple HASHes for multiple PDCP PDUs. It has agreed that when UL grant received is not suitable for the Msg3 (either new or existing in Msg3 buffer), the MAC entity may need to adjust the existing MAC PDU in Msg3 buffer according to the new UL grant. In these cases, the signaling part, i.e., CCCH SDU needs to be updated with a new value of shortResumeMAC-I (i.e., calculated based on either new data part in the updated MAC PDU or a legacy way). We note that the UE may receive a larger grant than required for the MAC PDU in Msg3 buffer and thus inclusion of additional data in the updated MAC PDU is also possible.
Observation 3 [bookmark: _Toc1070675]Update of MAC PDU in Msg3 buffer may require a new value of shortResumeMAC-I with or without a new HASH code.
Such an MAC PDU update is currently performed at MAC sub-layer. If PDCP PDU(s) is used as input to HASH(es), the update requires the PDCP layer to be informed/aware of and then interacts with the MAC sub-layer to provide a new PDU according to the newly received UL grant for the recalculation of shortResumeMAC-I. This results in unnecessary complexity since it has already been specified in MAC specification, subclause 5.1.4 [11]:
-	the MAC entity shall update the MAC PDU in the Msg3 buffer in accordance with the TB size.
Observation 4 [bookmark: _Toc1070676]Using PDCP PDU(s) as input to HASH results in unnecessary interaction between PDCP and MAC when updating Msg3 PDU.
It is therefore proposed to have a solution based on the single HASH code over all UL data after all PDCP PDUs have been assembled in the MAC layer, i.e., option 3.
Proposal 1 [bookmark: _Toc1070678]Calculate a single HASH over all UP-EDT UL data after all PDCP PDUs have been assembled in the MAC layer.
2.2	Solution for single HASH
[bookmark: _Toc535337949][bookmark: _Toc535338031]As discussed above, the MAC sub-layer is responsible for building the Msg3 MAC PDU and thus it is natural to use the payload part of the Msg3 MAC PDU as the input to the HASH code. Therefore, we propose to use DTCH SDU(s) of Msg3 MAC PDU as input to the HASH calculation.
Proposal 2 [bookmark: _Toc1070679]Use DTCH SDU(s) in Msg3 MAC PDU as input to HASH calculation for integrity protection of UP-EDT data.
As already indicated in the RAN2 reply LS to SA3 [7], the required changes are non-backwards compatible. We propose to introduce a new input variable to calculation of shortResumeMAC-I only for EDT UEs.
Proposal 3 [bookmark: _Toc1070680]Introduce VarShortResumeMAC-EDT-Input (-NB) with HASH of UL EDT data as an additional input for calculation of shortResumeMAC-I.
In case of fallback due to a legacy grant in Msg2, there are two possible ways of handling the fallback. The first option is that the MAC entity updates the Msg3 MAC PDU accordingly to the legacy UL grant, i.e., without user data in Msg3 but with a sRMAC-I calculated using new hash over zero data [3] and [4]. The other option is for RRC to build a legacy RRCConnectionResumeRequest with a legacy value of sRMAC-I to submit to MAC layer again, as detailed in [8] and [9]. The former requires evaluation of hash function when the input data is zero. Whereas, the latter requires involvement of RRC in the fallback procedure as well as further changes at MAC 
We think it is beneficial to have the shortResumeMAC-I calculated based on HASH even in case of zero UL data size. In addition to the fallback scenario, it is possible that after the UE initiated EDT, i.e., selected a EDT preamble to transmit in Msg1, it receives a EDT UL grant in Msg2, but for some reason, its UL data is not available when it is time to send Msg3. Furthermore, in case Rel-16 MT UP-EDT the solution is developed based on Rel-15 MO-EDT, the UE may perform the Rel-15 resume procedure without UL data to be included in Msg3 [10]. In these cases, shortResumeMAC-I needs to be calculated based on zero UL data size. Thus, we prefer the latter approach for less impact on RAN specifications.
Observation 5 [bookmark: _Toc1070677][bookmark: _GoBack]Calculation of shortResumeMAC-I with HASH even for zero data size would be beneficial in cases of fallback, unavailable UL data to be included in Msg3, and possible DL data in Msg4 MT-EDT option.
Proposal 4 [bookmark: _Toc1070681]In case of fallback due to a legacy grant in Msg2, RAN2 can consider the two following options. The former is preferred.
1. [bookmark: _Toc1070682]MAC entity updates the MAC PDU in the Msg3 buffer also in case of fallback due to legacy UL grant
2. [bookmark: _Toc1070683]RRC layer submits again a legacy RRCConnectionResumeRequest, i.e., with legacy shortResumeMAC-I
When the MAC entity updates the MAC PDU in Msg3 buffer, possible interaction between MAC sub-layer and RRC layer may be needed regarding calculation of the new shortResumeMAC-I to be included in the CCCH SDU. However, we think this can be left for UE implementation.
For UP-EDT, interaction with upper layers regarding CCCH SDU to be included in the updated MAC PDU is left to UE implementation.
Proposal 5 [bookmark: _Toc1070684]Add a note to TS36.321, clause 5.1.4 that possible interaction with RRC layer regarding calculation of shortResumeMAC-I in CCCH SDU is left to UE implementation.
Conclusion
In the previous sections we made the following observations: 
Observation 1	Target eNB needs to provide source eNB with HASH(es) of user data for verification of shortResumeMAC-I.
Observation 2	Multiple HASHes lead to complexity over X2 interface with possible variable size of Retrieve UE context message. The target eNB may also need to indicate to the source the exact number of HASHes.
Observation 3	Update of MAC PDU in Msg3 buffer may require a new value of shortResumeMAC-I with or without a new HASH code.
Observation 4	Using PDCP PDU(s) as input to HASH results in unnecessary interaction between PDCP and MAC when updating Msg3 PDU.
Observation 5	Calculation of shortResumeMAC-I even for zero data size would be beneficial in cases of fallback, unavailable UL data to be included in Msg3, and possible DL data in Msg4 MT-EDT option.
Based on the discussion in the previous sections we propose the following:
Proposal 1	Calculate a single HASH over all UP-EDT UL data after all PDCP PDUs have been assembled in the MAC layer.
Proposal 2	Use DTCH SDU(s) in Msg3 MAC PDU as input to HASH calculation for integrity protection of UP-EDT data.
Proposal 3	Introduce VarShortResumeMAC-EDT-Input (-NB) with HASH of UL EDT data as an additional input for calculation of shortResumeMAC-I.
Proposal 4	In case of fallback due to a legacy grant in Msg2, RAN2 can consider the two following options. The former is preferred.
1.	MAC entity updates the MAC PDU in the Msg3 buffer also in case of fallback due to legacy UL grant
2.	RRC layer submits again a legacy RRCConnectionResumeRequest, i.e., with legacy shortResumeMAC-I
Proposal 5	Add a note to TS36.321, clause 5.1.4 that possible interaction with RRC layer regarding calculation of shortResumeMAC-I in CCCH SDU is left to UE implementation.
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