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Introduction
In RAN#81, a new SID was approved to study NR positioning support. The following objectives to enhance the architecture was included in the scope of the study [1].
“Study of positioning architecture for location services, functional interfaces, protocol, and procedures for supporting NR dependent positioning technologies (if needed; otherwise, need to be confirmed) ”
A  new agreement was made during RAN2#104 meeting to study the impact of supporting  LM functionality in RAN:
“RAN2 will study the RAN2 protocol impacts associated with supporting location management functionality in RAN”
while most companies agreed that a local location management function will reduce the positioning delay, the information safety problem was not fully discussed, which will become more sensitive when associated with client’s accurate position.  In this paper,  we will illustrate the security issue of the local LMF.
Discussion
Targets UE’s IMSI/SUPI exposure to location server
In LTE, the international mobile subscriber identity(IMSI) is used to identify the user of a cellular network and is a unique identification associated with all cellular networks. In 5G, a somewhat more generic term is now used, the Subscription Permanent Identifier, or SUPI for short. Basically this is the most private information of a certain client since it has one to one correspondence to the target UE.
In LTE, the location server was a node of core network so generally the IMSI can be provided to the LCS server according to the stage 2 description [2]:
The following attributes are identified for Location Service Request information flow:
- Target UE identity, (either one or both of MSISDN and IMSI, or SIP-URI, or pseudonym);
More specifically the MME can transfer the IMSI to the E-SMLC in the SLs interface according to table 7.3.1-1 in [3]:
Table 7.3.1-1: Location Request message contents
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	7.4.2
	
	YES
	reject

	Correlation ID
	M
	
	7.4.28
	
	YES
	reject

	Location Type
	M
	
	7.4.3
	
	YES
	reject

	E-UTRAN Cell Identifier
	M
	
	E-CGI / 7.4.4
	
	YES
	ignore

	LCS Client Type
	O
	
	7.4.5
	
	YES
	reject

	LCS Priority
	O
	
	7.4.6
	
	YES
	reject

	LCS QoS
	O
	
	7.4.7
	
	YES
	reject

	LCS Service Type ID
	O
	
	7.4.30
	
	YES
	ignore

	UE Positioning Capability
	O
	
	7.4.8
	
	YES
	reject

	Include Velocity
	O
	
	7.4.9
	
	YES
	reject

	IMSI 
	O
	
	7.4.10
	
	YES
	ignore

	IMEI
	O
	
	7.4.11
	
	YES
	ignore

	[bookmark: OLE_LINK1]NOTE:	The IMSI should be sent preferably if known. The IMEI may be sent if the IMSI is not known, or in addition to the IMSI for the purpose of allowing correlation between the two identities.


where IMEI(International Mobile Equipment Identity) is as same private as IMSI.
[bookmark: OLE_LINK2]Observation 1: In LTE the target UE’s IMSI will be provided from MME to the E-SMLC.
Currently the 5GC-MT-LR procedure’s stage 2 description for both regulatory and commercial use cases are still following the framework of  EPC-MT-LR’s [4].
And the stage 3 technical specification interprets it more explicitly. The LMF can be the consumer of several services from AMF according to the table 5.1.1 in [5]:
Table 5.1-1 List of AMF Services
	Service Name
	Service Operations
	Operation
Semantics
	Example Consumer(s)

	Namf_Communication
	N1MessageNotify
	Subscribe/Notify

	Peer AMF, LMF, PCF

	
	N2InfoNotify
	
	LMF, AMF

	
	N1N2MessageSubscribe
	
	PCF

	
	N1N2MessageUnSubscribe
	
	PCF

	
	N1N2MessageTransfer
	Request/Response
	Peer AMF, SMF, SMSF, LMF, PCF

	
	N1N2TransferFailureNotification
	Subscribe/Notify
	SMF, SMSF, LMF

	
	NonUeN2MessageTransfer
	Request/Response
	Peer AMF, LMF, CBCF, PWS-IWF

	
	NonUeN2InfoSubscribe
	Subscribe/Notify

	CBCF, PWS-IWF

	
	NonUeN2InfoUnSubscribe
	
	CBCF, PWS-IWF

	
	NonUeN2InfoNotify
	
	LMF, CBCF, PWS-IWF



and the N1N2MessageTransfer service operation can be used in positioning related procedures:
-     UE assisted and UE based positioning procedure 
-	Network assisted positioning procedure 
The NF Service Consumer of the services may include the following information in the HTTP Request message body:
-	SUPI 
-	PDU Session ID or LCS Correlation ID depending on the N1/N2 message class to be transferred
-	N2 SM Information (PDU Session ID, QoS profile, CN N3 Tunnel Info, S-NSSAI)
-	N1 Message Container (e.g. LPP message, SMS, UPDP message)
-	N2 Information Container (e.g. NRPPa message)
According to the description above, the target UE’s SUPI may still be provided from AMF to LMF during a positioning session.
Observation 2: In NR the target UE’s SUPI will be transformed from AMF to the LMF.
Risk of IMSI/SUPI exposure to RAN
The worry of exposing IMSI/SUPI to some illegal IMSI catcher has been a consideration of wireless communication system since its birth for many years. An international mobile subscriber identity-catcher, or IMSI-catcher, is a telephone eavesdropping device used for intercepting mobile phone traffic and tracking location data of mobile phone users. Essentially a "fake" mobile tower acting between the target mobile phone and the service provider's real towers, it is an example of a man-in-the-middle (MITM) attack. 3GPP has already done a lot of work to avoid this problem whereas sophisticated attacks may be able to downgrade 3G and LTE to non-LTE network services which do not require mutual authentication [6].
To mitigate the risk of IMSI/SUPI exposure to a fake/pseudo base station, 5G has introduced SUCI（SUbscription Concealed Identifier). And the IMSI paging procedure was removed with only temporary identifier 5G-GUTI paging left because recent publications cite paging the UE with its permanent identifier as a security threat of tracking the UE and compromising subscriber privacy [7]. But to add a local LMF in RAN, if the origin interface is reused, will somehow make the SUPI available by RAN side again and increase the security risk. We can not see how this risk can be avoided naturally in the solution 26 and 28 in [8].
The existing solutions above may be good reference for us, similar approach may be needed to replace target UE’s SUPI with a temporary or concealed identifier when positioning related messages were transformed to the local LMF. A quite new interface may even be needed measuring against the Nls, which would require more discussion even beyond RAN2 scope. In conclusion, we give the following proposal:
Proposal 1:While agree that the local LMF can reduce the positioning latency, the security problem should be fully considered with LS to other possibly involved groups if necessary.
Conclusion
Based on the discussion above, we have the following observations and proposal:
Observation 1: In LTE the target UE’s IMSI will be provided from MME to the E-SMLC.
Observation 2: In NR the target UE’s SUPI will be transformed from AMF to the LMF.
Proposal 1:While agree that the local LMF can reduce the positioning latency, the security problem should be fully considered with LS to other possibly involved groups if necessary.
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