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Discussion and decision
1 Introduction

In RAN2#104 meeting, LS received from SA3 on the integrity protection of UL data in EDT was briefly discussed and the reply LS was sent in [R2-1818666] with following response.

·  RAN2 did not have time to analyse the detail of this proposal and investigate the impacts in RAN2 specifications
SA3 has again sent a new LS to RAN2 in [R2-1900088] providing a list of solutions for the integrity protection of UL data in EDT. In this contribution, we discuss the impact of the solution and possible way forward.
2 Discussion
Need of integrity protection of UL data in EDT

The RRCConnectionResumeRequest message is sent unprotected in SRB0 which means the resumeID and security token shortResumeMAC-I are exposed. In EDT, when UE receives RRCConnectionReject message or T300 timer expires or cell reselection occurs when T300 timer is running, UE aborts the EDT but goes back to RRC suspended state. Since the RRCConnectionResumeRequest message is already exposed, replay attack can occur. If a malicious UE sends the same copy of the PDU, connection request of the genuine UE could be rejected (i.e., Denial of Service (DoS) attack). 

Currently, the RRCConnectionResumeRequest message only considers the integrity protection of the RRC message. Therefore, if a malicious UE alters the UL data in the EDT, eNB would not be able to detect it. This would mean the malicious UE may successfully complete the EDT. If the HASH code of the UL EDT data is used as an additional input parameter (including legacy input parameters) in the calculation of shortResumeMAC-I to be included in the RRCConnectionResumeRequest message, then eNB would be able to detect any modification in the UL EDT data and can reject the connection.

Observation 1. With integrity protection of the UL EDT data, the modification of the original UL data can be detected by eNB.
Use case

If a UE is using an application which generates small UL data that is possibly can be transmitted using EDT but does not use any application level security (i.e., at least CRC check) and considers itself that the generated UL data is very critical command (for example if a bit in UL data is flipped, it may harm the control system in the other end), then integrity protection of the UL data in AS layer is important.

Observation 2. The main use case of integrity protection of UL EDT data is for an application which do not use any level of protection for the data (e.g., at least CRC check).

It is also to note that this issue is not specific to EDT. In case of fallback (i.e., UE cannot use EDT), there will be no integrity protection of UL data in legacy LTE. Therefore, the risk still remains the same.
Observation 3. It is also to note that this issue is not specific to EDT. In case UE cannot use EDT, there will be no integrity protection of UL data in legacy LTE. 
Solutions
In SA3 LS [R2-1900088], following solutions are provided for IP of UL EDT and asked RAN2 for the feedback.
Solution 1: Predefined order of the HASHes of the PDCP PDUs 

Using a predefined order rule which defines the order in which the HASHes of the PDCP PDUs are used when calculating the ShortResumeMAC-I. 

For example, the predefined order rule can be as “Increasing DRB ID followed by increasing PDCP SN”. This could be done on just the transmitted LSBs of PDCP SN or the complete PDCP SN as long as it is clearly specified which one. As an example; in case we have DRB1-ID=10 and DRB2-ID=13, then the order of HASHes should be as follows for 3 PDCP PDUs. PDCP PDU1 (DRB-ID=10, PDCP SN=0), PDCP PDU2 (DRB-ID=10, PDCP SN=1), PDCP PDU3 (DRB-ID=13, PDCP SN=0). Therefore, the order of VarShortResumeMAC-Input parameters can be defined as follows:

C-RNTI, source PCI, resume constant, target Cell-ID, HASHPDU1, HASHPDU2, and HASHPDU3.

Solution 2: Order of PDCP PDUs HASHes communicated to eNB

This solution requires changes to ASN.1 where the UE informs the eNB with the order of the PDCP PDUs HASHes.

Solution 3: Calculate a single HASH over all the UE UL data, e.g., after all PDCP PDUs have been assembled in the MAC layer.

Option#1: Solutions without any additional overhead

In this solution, the shortResumeMAC-I in the legacy RRCConnectionResumeRequest message is updated with new shortResumeMAC-I taking into account the additional parameter (i.e., HASH codes of UL data).

Benefit

1. No additional overhead over the air

Drawbacks

1. Large RRC/MAC impact at UE side and possible complexity of HASH code calculation at target eNB. 

2. Handle EDT fallback as after receiving the legacy UL grant, UE would not have sufficient time to update the shortResumeMAC-I in the RRC message. 
a. However, UE may up front prepare two RRC messages (new and legacy). But this requires to capture constructing two RRC messages in the RRC specification.
Option#2: Solutions with additional overhead (e.g., 16 bits)

In this approach, in addition to legacy RRCConnectionResumeRequest message with legacy shortResumeMAC-I, a new MAC-I (or CRC) for the UL data is also added.
1. Leave it to upper layers (e.g., application layer may add CRC check for small single UL data). For EDT fallback or RRC_CONNECTED, there is no integrity protection of UL data anyway at AS layer. No IP of UL EDT data at AS layer.
2. Lower layers adds (e.g., PDCP or MAC appends fixed length newly calculated MAC-I check in front of PDU if EDT is used).
How to calculate the MAC-I can be left to UE or RRC itself can calculate MAC-I and provide it to lower layers for transmission. The necessary RRC/MAC interaction can be left to UE. 
Benefits

1. Low RRC/MAC impact to the specification

2. In case of fallback (not using EDT), UE just needs to remove the appended the fixed length MAC-I from the UL data (e.g., just de-multiplex the MAC CE appended to DTCH PDU).

3. Any solution 1 or 2 or 3 works.

a. For solution 1 and 2, the target eNB may retrieve UE context as in legacy (after source verifies the legacy shortResumeMAC-I) and again verify the new MAC-I before forwarding the UL data to S-GW.

Drawback

1. Additional 16 bits overhead over the air which is actually not issue when using EDT as large TBS is being transmitted. In fact, overhead would be same had RAN2 agreed on 32 bit shortResumeMAC-I previously.

3 Companies’ view

Q1. Do companies prefer to not to have IP of UL EDT data (do nothing)?

	Companies
	Yes/No

	Intel
	Yes, anyway in EDT fallback (or in legacy LTE), the UL data would not have any integrity protection.

Application layer may add CRC check to small UL data.



	Nokia
	Yes. As Intel mentioned, there is no IP for non EDT cases, the need for having the IP only for EDT is not clear.

	Nordic Semiconductor
	Yes. It is also likely the application will have its own end to end security for UL data in any case if there are security concerns.

	Qualcomm
	Yes. Do nothing is ok. Agree with Intel’s comment.

	MediaTek
	Yes (if SA3 does not complain)

	Huawei, HiSilicon
	Yes (the change is too big for a closed release)

	LG
	Yes.  

	Ericsson
	No. 

We should have IP for UL EDT in Rel-15, if possible. SA3 has specified stage 2 solution for it thus RAN2 is expected to define stage 3 details.

Also mind that SA3 has also started TR to study how to introduce IP for normal DRBs for EUTRA/EPS.


Q2. Do companies prefer IP of UL EDT data but lower layer delivers new MAC-I (as in option#2)?

	Companies
	Yes/No

	Intel
	Yes

Ok with this option also.

Because, genuine eNB can detect the attack and reject EDT request.

Note that it is already agreed that it is up to network implementation if target eNB wants to verify shortResumeMAC-I.

	Nokia
	No. This option is outside the options given from SA3. We need to get SA3 feedback on the security aspects of this new option.

	Nordic Semiconductor
	No

	Qualcomm
	No. This needs further specifications which is late to introduce now.

	MediaTek
	Yes

	Huawei, HiSilicon
	No. we don’t think it simplifies the problem. In any case, RRC is the only one that can perform integrity protection

	LG
	Yes

	Ericsson
	No.

New MAC-I is out of question. RAN2 cannot decide how integrity protection is provided.

Using shortResumeMAC-I is already the chosen solution in SA3. SA3 asked RAN2 to define how to feed in INPUT. RAN2 should only decide on INPUT and should not decide on changing SA3’s solution by defining new MAC-I. We think that RANs should focus only on evaluating three SA3 options. 


If companies prefer Option#1 (solution without any additional overhead), then as already discussed, there are three solutions provided by SA3. 

The solutions 1 and 2 (calculating HASH code of PDCP PDU) has complexity in the network implementation. The target eNB needs to retrieve the UE’s context even before it can verify the shortResumeMAC-I check is successful as target eNB would not be able to know exact length of RLC header (e.g., SN and L fields).

Q3. Do companies prefer to make solutions 1or 2 work (for example, for EDT RLC header length is known as it can be defined which SN length is used for EDT in the specification)

	Companies
	Yes/No
	How it can be made to work?

	Intel
	No
	Predefined RLC configuration for EDT.

We do not prefer additional RLC configuration specific to EDT.

	Qualcomm
	Yes
	Target can transfer the data to source for verification as the payload is not big, this should not be huge issue for X2. Note that HASH is minimum 256 bits (depending on final solution and # of HASH), which needs to be transferred, or a maximum of lower than 1000 bit payload (1000 includes RRC message) instead of the HASH.

	MediaTek
	Yes
	This requires mechanism as QC described

	Huawei, HiSilicon
	Yes
	Agree with QC

	LG
	No
	

	Ericsson
	No
	There is a problem with transferring data to source, i.e., the separation principle (same key used at two nodes) is violated. Source eNB has all material to derive new encryption key to decipher data and there is no mechanism to prevent it to do so. Thus, the KeNB* to be provided to target eNB for deriving new AS keys may have been used at source eNB, leading to violation of separation principle.

This topic was intensively discussed earlier between RAN2 and SA3. RAN2 should not re-discuss this again.


Q4. Do companies prefer only single PDCP PDU or multiple PDCP PDUs for HASH code calculations?

	Companies
	Single/multiple

	Nokia
	The EDT TBS size already allows transmission of smaller sizes upto 300 bits. The scenario for application triggering multiple small packet on single transmission is not frequent. In our view single solution developed for one PDU is sufficient. It should be also applicable for multiple PDU case. 

	Qualcomm
	Single. A single PDCP PDU is the proper use case for EDT.

	MediaTek
	Single. But need to check if the new mechanism means multiple PDCP PDUs can never be supported in EDT.

	Huawei, HiSilicon
	Single. This is the basic use case for EDT.

	LG
	Multiple PDCP PDUs. 
For example, IoT devices could generate different types of sensing data. The UE does not know how many small sensing data would be available when event occurs. Although one data triggers transmission, another data could be immediately coming into a modem.

TB size is the condition to check possibility of EDT, not number of PDCP data PDUs.

	Ericsson
	There should not be any restriction on number of PDCP PDUs. This only limits the applicability of EDT. Note that Option 3 in the SA3 LS supports both single and multiple PDCP PDUs. 


If the answer to Q2 is NO, then we have solution 3 of calculating the new shortResumeMAC-I from the MAC PDU. 
Q5. Do companies think solution#3 (calculating shortResumeMAC-I using HASH code of a MAC PDU) is better?
	Companies
	Yes/No
	Any other benefit or drawback

	Intel
	No
	Large RRC/MAC impact. The concern with this solution is

1. Large change in UE behavior (RRC/MAC modeling) as today it is not possible to build MAC PDU without logical channel prioritization.

2. Large MAC/RRC processing timing 

a. RRC has to wait until PDCP is restored, MAC PDU is build and HASH code of the MAC PDU is received) before it can construct the RRC message and send it to lower layers for transmission. If LCP procedure is not changed, UE won’t have sufficient time after receiving RAR.

b. However, if MAC procedure is changed (building MAC PDU without LCP), the large interaction timing may not be issue as it is for the very first construction of RRC message (i.e., even before initiating the preamble, so UE would have enough time for large processing time).

	Nokia
	Yes
	If there is consensus to develop solution for EDT IP, we prefer solution 3. 

	Nordic Semiconductor
	No
	From the UE point of view, we do not prefer option 3 since it likely has larger impact than solution 1.

	Qualcomm
	No
	Option 3 has following drawbacks:

1. Huge change in UE behavior (RRC/MAC modeling) and interaction. The solution requires MAC to calculate hash, send it to RRC to calculate sMAC-I, which is needed to prepare RRC message which is further needed to prepare a MAC PDU. This may mean the MAC PDU previously prepared is not actually the final MAC PDU due to LCP (see next comment).

2. Today UE follows LCP to build MAC PDU. For this, RRC message would be put first in the MAC PDU, followed by certain MAC CEs and UL data in a specified order. It is not possible to finalize the MAC payload without knowing the RRC message/size.

3. There is large MAC/RRC processing time impact. RRC has to wait until PDCP is restored, MAC PDU is built and HASH code of the MAC PDU is received before it can construct the RRC message and send it to lower layers for transmission. The UE won’t have sufficient time after receiving RAR to do all this.

It is not conventional to handle security in MAC. Conventionally security is handled in PDCP or above.

	MediaTek
	No
	Even the UE implementation is acceptable, it is strange to have security-related functions in MAC.

	Huawei, HiSilicon
	
	Agree with QC and Mediatek this does not seem right to have security handled in the MAC layer.

Then we see a big complexity and new timing requirements in the UE as the solution requires that the MAC PDU is assembled before the short MAC-I can be calculated. This breaks all the specification modelling and the UE internal implementation. 



	LG
	Yes
	We agree that the issues that other companies point out. 
However, solution #1, 2 cause more complexity for processing multiple PDCP data PDUs. 

	Ericsson
	Yes
	As discussed, this is the only working option among the three SA3 options. We understand this is a change compared to how Msg3 PDU building is done in legacy and the implementations would need to be different compared to the legacy case. 

We think this could be done for example as follows: The RRC layer can build the RRCConnectionResumeRequest with HASH computed over a default value of data. Knowing the position/placeholder of the shortResumeMAC-I in CCCH SDU in Msg3 MAC PDU, the MAC layer once computed HASH and calculated shortResumeMAC-I, can update the CCCH SDU accordingly. This way, both the interactions between RRC and MAC and additional processing time at UE could be minimized.


4 Conclusion

The observations captured are the following:
Observation 1.
With integrity protection of the UL EDT data, the modification of the original UL data can be detected by eNB.
Observation 2.
The main use case of integrity protection of UL EDT data is for an application which do not use any level of protection for the data (e.g., at least CRC check).
Observation 3.
It is also to note that this issue is not specific to EDT. In case UE cannot use EDT, there will be no integrity protection of UL data in legacy LTE.


Q1. Do companies prefer to not to have IP of UL EDT data (do nothing)?
Yes: 7
No: 1
Proposal 1. RAN2 is OK not to have IP of UL EDT data due to large RRC/MAC impact for implementing the solutions given that the same EDT UL data will anyway have no integrity protection in case of fallback to legacy.

Q2. Do companies prefer IP of UL EDT data but lower layer delivers new MAC-I (as in option#2)?

Yes: 3
No: 5

Proposal 2. Delivery of new additional MAC-I by lower layers is not preferred.

Q3. Do companies prefer to make solutions 1or 2 work (for example, for EDT RLC header length is known as it can be defined which SN length is used for EDT in the specification)

Yes: 3

No: 3
Q4. Do companies prefer only single PDCP PDU or multiple PDCP PDUs for HASH code calculations?

Single: 4

Multiple: 2
Q5. Do companies think solution#3 (calculating shortResumeMAC-I using HASH code of a MAC PDU) is better?
Yes: 3
No: 5

Proposal 3. RAN2 will continue to work on implementation of solution 1 or 2 or 3 considering the least RRC/MAC impact. 

Proposal 4. Send LS reply to SA3 as follows.

From RAN2 point of view, RAN2 prefers not to have integrity protection of UL EDT data due to large RRC/MAC impacts for implementing the solutions given that the same EDT UL data will anyway have no integrity protection in case of fallback to legacy RACH procedure.

For solutions 1 and 2, RAN2 understands that there is network impact as target eNB needs to forward the UL EDT data to source eNB for the integrity protection check as UE’s context needs to be accessed to know correct header length of UL PDU before calculating the HASH code. 

RAN2 determined that solution 3 has larger RRC/MAC modeling impact and larger processing delay as today it is not possible to build MAC PDU without performing logical channel prioritization (i.e., before receiving the UL grant in RAR). Further, it is RAN2 understanding that conventionally the security aspects are not handled in MAC layer.
