Page 4
Draft prETS 300 ???: Month YYYY


3GPP TSG-RAN WG2#105
R2-1902109
Athens, Greece, 25th Feb – 1st Mar 2019

Agenda item:
12.3.2
Source: 
LG Electronics Inc.
Title: 
Security related Considerations to Non-split based HO
Document for:

Discussion
1 Introduction

During the latest email discussion for RAN2#105, following consensus are made for non-split bearer handover [1].
•
There seems to be a clear majority of non-split bearer supporters. Split-bearer had also several supporting companies, but clearly the minority. Thus, it is proposed to progress further with the non-split bearer group of solutions.

•
Regarding the common details of the non-split bearer solution:


o
All companies seem to be OK with SN assignment done at the source eNB


o
Most companies think RoHC and remaining PDCP tasks shall be then executed at the target node 


o
Detach from the source: most companies seem to favour the explicit deconfiguration of the source (either from the UE or the target eNB). The details can differ for single active protocol stack and two active protocol stacks (Stage 3 details).


o
Two security keys are maintained for two active protocol stacks (i.e. no key transfer over X2/ the same key is not used by two nodes, etc.)
•
FFS points for non-split bearer solution with a single protocol stack active at a time:


o
Whether simultaneous transmission or reception to/from more than one cell (including RA procedure) is needed


o
Stage 2 and Stage 3 details for detach from the source and data forwarding
•
FFS points for non-split bearer solution with dual protocol stacks active at a time


o
Stage 2 and Stage 3 details for detach from the source


o
Whether simultaneous transmission and reception to/from more than one cell is needed (the answer is likely YES, as otherwise the expense of two protocol stack active would be in vain). Obviously, this is very much depending on the awaited answers from RAN1 and RAN4, so could be challenging to completely resolve it now


o
Data forwarding, subject to RAN3 decisions, but it is worth mentioning there are several different approaches presented in this RAN2 thread: 1. after the HO command 2. after the RA procedure 3. after the HO complete. In addition, several Solutions assume there is an explicit indication (either from the target eNB or from the UE), triggering such forwarding.

In this contribution, we discuss security related issues for non-split/split bearer handover for 0ms interruption handover.
2 Discussion
In RAN2#105 meeting, RAN2 is going to agree the common details of the non-split bearer solution and discuss FFS points for single active protocol stack or two active protocol stacks further. The above FFS points such as ‘Detaching from source’ and ‘Data forwarding’ are the most important issue to make the non-split based mobility mechanism. In this contribution, the above points are also related to security activation/deactivation between source cell and target cell so that security related considerations are discussed about the each non-split bearer and split bearer solutions.
2.1  Non-split bearer HO: Two active protocol stacks
In this solution, independently two protocol stacks between the source cell and the target cell are used for mobility. Regarding the common details of the non-split bearer solution, we may be supposed to agree that explicit de-configuration of the source is used for detachment from the source cell and two different security keys are maintained for two active protocol stacks without transferring security key value over X2. It seems like that there is no issue on security key handling because two protocol stacks are able to be alive at once. However RAN2 needs to discuss many other below things for implementing this solution:
1) Logical channel - Since two MAC entities should be supported at once, there may be duplication problem for logical channel ID handling
2) ROHC efficiency - Two ROHC may be applied so there may be inefficient case on compression if the source cell’s compression has better efficiency than the target cell

3) RB ID - It seems like that the number of radio bearer hasn’t been discussed for two active protocol stacks. If two RB should setup for this solution, PDCP re-ordering may be an issue due to not support in-order delivery
4) PDCP Complexity - For the user plane aspect, UE should always maintain every two sets to support mobility. It cause larger complexity than other solutions
Observation 1:
For Two active protocol stacks in non-split bearer solution, there may be no security (de)activation issue but the solution requires a lot of discussions to resolve other issues listed above.
2.2 Non-split bearer HO: Single active protocol stack
In this solution, even though the UE has to maintain two protocol stacks i.e. one for source and one for target cell, there’s only one protocol stack active at any time to the UE. It means that the UE only needs to handle one set of keys at any time during handover. It definitely simpler than the solution of two active protocol stacks and can be realistic solution with the limited UE capability. Same with the two active protocol stacks for non-split bearer HO, we may be supposed to agree that explicit de-configuration of the source is used for detachment from the source cell and two different security keys are used without transferring security key value over X2. We think that, to support aligned SN handling between the source cell and the target cell, timing of security key change needs to be considered to assure the synchronisation preventing discarding data packets unnecessarily or radio link failure due to security failure.
Observation 2:
For Single active protocol stack in non-split bearer solution, it is simpler solution but there may be security (de)activation issue due to untimely handling.
In our view, for support security key change precisely, the PDCP end marker in control PDU in Rel-14 LWA can be similarly applied to here also. If the method of the PDCP end marker is applied, the network exactly differentiates between the PDCP PDU ciphered with old key and new key and the network indicates the timing of security key change to the UE. Details can be described like below:
Step 1. The UE receives new security key related information e.g. algorithm, COUNT, etc., for the target cell when UE receives role change request message
Step 2. The UE sends role change complete message to the target cell, the target cell sends PDCP packet including end-marker which mean that this PDCP SN is the last of old key.
Step 3. The UE receives the PDCP packet with the end-marker, the UE deactivates old key and activates new security key for next SN.
Proposal:
RAN2 discuss and agree to apply PDCP packet with control PDU including end-marker for security key change such like Rel-14 LWA.
3 Conclusion
In this contribution, we discussed 
Observation 1:
For Two active protocol stacks in non-split bearer solution, there may be no security (de)activation issue but the solution requires a lot of discussions to resolve other issues listed above.
Observation 2:
For Single active protocol stack in non-split bearer solution, it is simpler solution but there may be security (de)activation issue due to untimely handling.
Proposal:
RAN2 discuss and agree to apply PDCP packet with control PDU including end-marker for security key change such like Rel-14 LWA.
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