[bookmark: _Toc193024528][bookmark: _Ref452454252]3GPP TSG-RAN WG2 meeting #105 	R2-1901801	
Athens, Greece, 25th Februray– 1st March, 2019	                                          

Source: 	Huawei, HiSilicon 
Title: 		Security protection of F1 over wireless backhaul
[bookmark: Source]Agenda Item:	11.1.2
[bookmark: DocumentFor]Document for:		Discussion and Decision
1 Introduction
In last RAN2 #104 meeting, SA3 replied the RAN2’s LS about the security protection of F1 interface in IAB network. According to [1], the following paragraphs are copied from SA3’s reply. 
“ SA3 would like to indicate that the same security requirements of interface F1-U applies for the F1*-U interface. In addition, SA3 confirms that U-plane traffic is protected end-to-end between UE and CU via PDCP. Based on operator policy and deployment environment, SA3 specification indicates that securing F1 interface can be realized by other means.”
“Depending on the design of the F1*-U and the F1*-C interfaces, NDS may be considered as a security option. Further study will be required by SA3.”
“Depending on the design of the F1*-U and the F1*-C interfaces, PDCP may be considered as a security option. Further study will be required by SA3”
Therefore, we will further analyse the security protection method for F1* interface between IAB node’s DU part and CU in this contribution. 
2 [bookmark: OLE_LINK16][bookmark: OLE_LINK17]Discussion
Necessity of security protection for F1*-U
According to SA3’s response, F1*-U requires security protection, and they confirmed that “U-plane traffic is protected end-to-end between UE and CU via PDCP”. However, the sentence “SA3 specification indicates that securing F1 interface can be realized by other means.” seems rather ambiguous.
F1*-U is used to transport UE’s user plane data via GTP-U tunnel between IAB node’s DU part and CU. And as have been confirmed by SA3, the UP data is protected in an end-to-end (E2E) manner between UE and CU via PDCP. Consequently, the additional security protection for F1*-U seems only be used to protect the GTP-U header. 
Protection of F1*-U can only ensure secure transmissions between CU and access IAB node. Hence, the UE’s PDCP security must still be used to secure the access link between UE and the access IAB node. Thus, only using F1*-U security cannot provide E2E security for user plane transmissions. 
Furthermore, if the GTP-U header is ciphered between CU and access IAB node, the donor DU will not be able to see the GTP TEID. Therefore, it is hard for the donor DU to support downlink 1:1 bearer mapping according to the analysis in [2]. Other mechanisms have been proposed to convey similar information (e.g. IP DSCP and flow label). However, the length of DSCP and flow label are not enough to indicate a unique UE bearer, and additional redundant information to identify the UE bearer would still need to be carried between donor CU and donor DU.
Observation 1: If UE’s PDCP security function is turned off, using the F1*-U security by itself cannot provide E2E security for user plane transmissions.
Observation 2: If the user plane data has been protected by the UE’s PDCP in an E2E manner (between CU and UE), further protection of F1*-U will introduce more complexity and may be rather redundant.
Observation 3: If the F1*-U is ciphered, the donor DU is not able to derive the UE bearer ID based by inspecting the GTP-U TEID. Additional redundant information about UE bearer (to obtain UE bearer ID for 1:1 bearer mapping case) must be added in the F1 interface between donor DU and donor CU.
Observation 4: Security protection for F1*-U may be considered as an optional function, given that SA3 has stated that “Based on operator policy and deployment environment, SA3 specification indicates that securing F1 interface can be realized by other means”..

Which solution is better for providing F1* security
Based on the response from SA3, both PDCP and NDS may be considered as security options for F1* interface, and further study is required by SA3. From the aspects of signalling overhead and complexity, PDCP may be more suitable for air interface protection when compared to NDS. RAN 2 may ask SA3 to provide more details about the comparison between the two options after their further study. RAN2 should wait for the SA3 to further progress their analysis on IAB security before making any assumptions about the security solution for F1*-U or F1*-C.
Proposal: RAN2 shall wait for SA3 to further their study on IAB security, and revisit this issue when further information is available from SA3.
3 Conclusion
[bookmark: OLE_LINK95][bookmark: OLE_LINK96]This paper mainly discusses the security about F1* between IAB node and CU, and we draw the following observations and proposals:
Observation 1: If UE’s PDCP security function is off, only using the F1*-U security cannot provide E2E security for user plane transmission.
Observation 2: If the user plane data has been protected by the UE’s PDCP in an E2E way (between CU and UE), further protection of F1*-U which will cause more complexity is redundancy and unnecessary.
Observation 3: If the F1*-U is enciphered, it is unable for the donor DU to derive UE bearer ID based on inspecting the GTP-U TEID. More additional redundant information about UE bearer (to obtain UE bearer ID for 1:1 bearer mapping case.) should be added in the F1 interface between donor DU and donor CU.
Observation 4: Security protection for F1*-U may be considered as an optional function, given that SA3 has stated that “Based on operator policy and deployment environment, SA3 specification indicates that securing F1 interface can be realized by other means”.
Proposal: RAN2 shall wait for SA3 to further their study on IAB security, and revisit this issue when further information is available from SA3.
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