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	Reason for change:
	In the ciphering section of the current LTE PDCP specification, it is not clear whether to cipher UDC header or not. 
In 36.323, Section 5.6 Ciphering and deciphering
For the user plane, the data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3); ciphering is not applicable to PDCP Control PDUs.

In 36.323, Section 6.3.3 Data
The Data field may include either one of the following:

-
Uncompressed PDCP SDU (user plane data, or control plane data); or

-
Compressed PDCP SDU (user plane data only).
In 36.323, Section 5.11.4 Uplink data compression
A UDC packet consists of a UDC header and a UDC data block. A UDC data block contains either DEFLATE compressed blocks generated by UDC protocol or original PDCP SDU for SDU not compressed by UDC protocol.

Refering to other sections, it seems not to cipher UDC header but not clear. 

In the receiver point of view, the Not-ciphered UDC header would be beneficial since the checksum failure can be detected before deciphering.

Note that RAN2 specified whether to cipher SDAP header for clarification in the ciphering section of NR PDCP specification. 

In the same way, it would be good to clarify whether to cipher UDC header in the ciphering section of LTE PDCP specification.

	
	

	Summary of change:
	The ciphering is not applicable to UDC header if UDC is configured.
Impact analysis

Impacted functionality:

Ciphering and deciphering
Inter-operability:

If the network is implemented according to the CR while the UE is not, UE may fail to perform succesful decipering if UE has different understanding on the ciphering of UDC header.
If the UE is implemented according to the CR while the network is not, the network may fail to perform succesful decipering if the network has different understanding on the ciphering of UDC header.


	
	

	Consequences if not approved:
	It is not clear whether to cipher UDC header or not. The UE or the network may fail to perform succesful decipering if the UEor the network have different understanding on the ciphering of UDC header.
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<Start of modification 1>
5.6
Ciphering and Deciphering

5.6.0
General

The ciphering function includes both ciphering and deciphering and is performed in PDCP. For the control plane, the data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3) and the MAC-I (see subclause 6.3.4). For the user plane, the data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3); ciphering is not applicable to PDCP Control PDUs and UDC header if UDC is configured.

For RNs, for the user plane, in addition to the data part of the PDCP PDU, the MAC-I (see 6.3.4) is also ciphered if integrity protection is configured.

The ciphering algorithm and key to be used by the PDCP entity are configured by upper layers [3] and the ciphering method shall be applied as specified in [6].
The ciphering function is activated/suspended/resumed by upper layers [3]. When security is activated and not suspended, the ciphering function shall be applied to all PDCP PDUs indicated by upper layers [3] for the downlink and the uplink, respectively.
NOTE:
Security is suspended upon connection suspension (and resumed upon connection resumption).
For downlink and uplink ciphering and deciphering, the parameters that are required by PDCP for ciphering are defined in [6] and are input to the ciphering algorithm. The required inputs to the ciphering function include the COUNT value, and DIRECTION (direction of the transmission: set as specified in [6]).The parameters required by PDCP which are provided by upper layers [3] are listed below:

-
BEARER (defined as the radio bearer identifier in [6]. It will use the value RB identity –1 as in [3]);

-
KEY (the ciphering keys for the control plane and for the user plane are KRRCenc and KUPenc, respectively).

<End of modification 1>
