


3GPP TSG-RAN WG2 Meeting #105	R2-1901480
Athens, Greece, 25 Feb - 01 Mar 2019	


Agenda item:	11.1.2
Source:	Nokia, Nokia Shanghai Bell
Title:	IAB protocol stack options
WID/SID:	NR_IAB-core - Release 16
Document for:	Discussion and Decision
1	Introduction
Following recommendations were given in the IAB study item TR [TR38.874]:
	For architecture 1a, RAN2 studied many-to-one and one-to-one bearer mapping options. An IAB system that supports both bearer mapping options is recommended for Rel.16 work item.
RAN2 studied design examples, which support both bearer mapping options. Design example 1 (section 8.2.10.1) is recommended for the work item. In this design, the adaptation layer resides above RLC, and LCID extension is used to increase the number of UE-bearers supported by the IAB-node with one-to-one bearer mapping. This LCID extension only applies to backhaul RLC channels.
RAN2 studied hop-by-hop and end-to-end RLC ARQ. It is recommended to only support hop-by-hop ARQ in Rel-16.
RAN2 investigated termination of IP at the access IAB-node vs. IAB-donor DU. IP termination at the access IAB-node is recommended for the work item. In this solution, GTP-U is included in the UP stack for F1-U.


Furthermore, the IAB WID [RP-182882] lists the following objectives:
	· Enhancements to gNB functionality to serve as an IAB-donor following architecture 1a [RAN3, RAN2]
· [bookmark: _Hlk531254201]Functions on gNB CU-CP for topology, route and resource management [RAN3-led]. 
· Support for IP routability to IAB-node (e.g. from CU, OAM) [RAN3-led].
· Bearer mapping function on gNB DU to map downlink traffic of one or many UE-bearers to a BH RLC-channel [RAN2-led]. 
· Specification of enhancements to L2 wireless transport [RAN2-led, RAN3]:
· Specification of an adaptation layer above RLC layer. The adaptation layer supports routing across the wireless backhaul and IP as next protocol layer. 
· Extension of LCID space and potentially LCG space to support one-to-one mapping of UE bearers to BH RLC channels. The extension of LCID space and LCG space is applicable only to IAB-nodes.
· Specification of a flow control mechanism (for DL and, if necessary, for UL) to handle congestion. 
· Specification of mechanisms to enable lossless delivery in hop-by-hop ARQ.
· [bookmark: _Hlk530593150]Specification of signalling for L2 transport and resource management [RAN2-led, RAN3, RAN1]:
· [bookmark: _Hlk530558816][bookmark: _Hlk530558350]Specification of RRC and F1-AP procedures and messages for: the setup and release of IAB-nodes; configuration of adaptation layer at the IAB-nodes and IAB-donor DU; configuration of BH RLC channels, QoS information, routing tables, bearer-mappings; configuration of means for network synchronization; and configuration for sharing of time-domain resources among backhaul and access links (see physical layer specification). 
· Specification of an IP address allocation mechanism for the IAB-nodes [RAN3]. 
· Specification of enhancements to bearer context setup/release procedures to support flow QoS across multiple hops. 
· Specification of signalling to enable aspects of radio-aware scheduling on IAB-nodes and IAB-donor DUs (e.g. as discussed in TR 38.874 clauses 8.2.4.2-3).
· Specification of enhancement for uplink resource request procedure and related signalling to enable low latency uplink data scheduling. 
· [bookmark: _Hlk531256143]Specification of BH RLF handling (e.g. downstream BH RLF notification).




The study item concluded by recommending IP termination in the IAB node. In this contribution we discuss the available user and control plane protocol stack options considering the above SI recommendations and WI objectives. 
2	Option A
In this section we show the protocol architecture for user plane and control plane for Option A which is based on the user plane option e or the control plane alternative 4 of TR 38.874.
2.1	User plane protocol stack


Figure 1: UP for access UE
In this example, the IAB-donor DU holds an IP routing function to extend the IP-routing plane of the fronthaul to the IP-layer carried by adapt on the wireless backhaul. This allows native F1-U to be established end-to-end, i.e. between IAB-node DUs and IAB-donor CU-UP. The scenario implies that each IAB-node holds an IP-address, which is routable from the fronthaul via the IAB-donor DU. The IAB-nodes’ IP addresses may further be used for deriving the adaptation layer address for routing on the wireless backhaul.
Observation 1: For Option A, IAB-donor DU has to have IP routing functionality.
This option is especially suited for N:1 bearer mapping where the aggregated bearers are given the same DSCP in the IP header and the mapping to backhaul RLC channels is then done based on the DSCP. 1:1 bearer mapping requires either that GTP-U header is read in the IAB-donor DU or that IPv6 Flow Labels are used for mapping. When F1-U is encrypted, the GTP-U header cannot be used which implies that Option A works with 1:1 bearer mapping only with IPv6.
Observation 2: For Option A, 1:1 bearer mapping with IPv4 does not allow UP security between IAB-donor CU-UP and access IAB-node DU.
2.2	Control plane


Figure 2: Control plane for a) access UE, b) IAB node MT, c) IAB node DU
Figure 2 shows protocol stacks for UE’s RRC, MT’s RRC and DU’s F1-AP for Option A (same as alternative 4 in TR 38.874). In these examples, the adaptation layer resides on top of RLC and carries an IP-layer. This alternative has the following main features:
-	The IP-layer carried by adapt is connected to the fronthaul’s IP-plane through a routing function at the IAB-donor DU. On this IP-layer, all IAB-nodes hold IP-addresses, which are routable from the IAB-donor CU-CP;
-	For deployments with IPv6, IP address assignment to the IAB-node could be based on IPv6 Neighbour Discovery Protocol where the DU act as an IPv6 router sending out ICMPv6 Router Advertisement over one or more backhaul bearer towards the IAB-node. The IP address may also be assigned by the CU-CP via RRC [2];
-	The extended IP-plane allows native F1-C to be used between IAB-node DU and IAB-donor CU-CP. Signalling traffic can be prioritized on this IP routing plane using DSCP markings in compliance with TS 38.474;
-	F1-C is protected via NDS, e.g. via D-TLS or by IPsec;
-	The UE’s and the MT’s RRC use SRB, which is carried over F1-C in compliance with TS 38.470;
-	The following essential control plane functionalities are supported:
-	Reliable transport: via SCTP;
-	In-order delivery: via SCTP;
-	Security: via NDS.
Observation 3: For Option A, IP address is allocated by IAB-donor DU. Therefore, IP address changes every time IAB node migrates to a different IAB-donor DU.

2.3	Management plane
The management plane connection to IAB node DU could be routed via the IAB-donor DU in the same way as F1 without going through the IAB-donor CU. This has the drawback that the IP address of the IAB node changes every time it connects to a new IAB-donor DU. Alternatively, a PDU session may be created for the IAB-node MT and then OAM traffic would be routed via the UPF. The benefit of the PDU session is that IP address for the OAM traffic can be the same even if the topology changes.
2.4	Summary
Option A described above equals the user plane option e and control plane alternative 4 for IAB node protocol architecture presented in TR 38.874. The salient features of Option A are summarized here:
-	IP terminated in IAB node, IAB node IP routable
-	IP address allocated by IAB-donor DU -> IP address changes every time IAB node migrates to different IAB-donor DU
-	IAB-donor DU has to have IP routing functionality
-	for F1 security supports only NDS, i.e., IPsec or DTLS (for CP)
-	for 1:1 UE bearer to BH RLC channel mapping
-	with IPv6, DSCP and Flow Label can be used
-	with IPv4, only DSCP is available when UP security is used, without security GTP-U header could be used 
-> 1:1 bearer mapping is not properly supported
-	N:1 bearer mapping can use DSCP
-	OAM traffic could be routed via IAB-donor DU but that is not desirable since the IP address changes when IAB node connects to another IAB-donor DU. Therefore, it is better to use PDU session created for the IAB-node MT for the OAM traffic.
3	Option B
The study item recommended IP termination in the IAB node. In this section we study an alternative protocol architecture which terminates IP in the IAB node so that full F1 can be used but in addition uses separate F1 inside the IAB-donor, i.e., between IAB-donor DU and IAB-donor CU. Protocol architecture for user plane and control plane is presented.
3.1	User plane


Figure 3: User plane of access UE
User plane for access UEs is shown in Figure 3 with full F1-U (GTP-U/UDP/IP) between the IAB-node DU and IAB-donor CU-UP. Furthermore, there is another GTP-U tunnel over the intra-donor F1-U. The outer GTP-U tunnel simplifies 1:1 bearer mapping by allocating to each access UE bearer a separate outer GTP-U tunnel. Thus, the mapping in IAB-donor DU can be done based on the outer GTP-U TEID. N:1 bearer mapping can be implemented either in IAB-donor CU by allocating TEID for the aggregated bearer or the mapping can happen in the IAB-donor DU (and remapping in intermediate IAB-nodes if needed) if a separate TEID is allocated for each access UE bearer. N:1 mapping in the IAB-donor DU as well as 1:1 mapping require UE bearer context to be provided into the IAB-donor DU (and intermediate IAB-nodes).
Observation 4: For Option B, 1:1 and N:1 bearer mapping can be implemented easily with outer GTP-U TEID.
IP connection between CU-UP and IAB-node DU is tunnelled to IAB-donor DU and thus no IP routing function is needed in IAB-donor DU.
For user plane security, F1-U between CU-UP and IAB-node DU can be protected with NDS, i.e., IPsec, or with PDCP (not shown in Figure 3). PDCP based security may be easier to update when IAB node switches to another IAB-donor CU in topology adaptation with normal key update in IAB-node MT handover. [3]
Observation 5: PDCP based security is simpler to update when IAB-node migrates to another IAB-donor CU.
3.2	Control plane
Control plane (RRC) for access UEs connected to an IAB node is shown in Figure 4a, control plane (RRC) for IAB-node MT part is shown in Figure 4b and control plane (F1AP) for IAB-node DU part is shown in Figure 4c. In all of these cases there is an inner F1-C between IAB-donor CU-CP and IAB-node DU as well as an outer intra-donor F1-C. 
F1AP security can be implemented either with NDS, i.e., IPsec or DTLS, or with PDCP. 
In these examples, the adaptation layer resides on top of RLC and carries an IP-layer (and optionally a PDCP layer).


Figure 4: Control plane for a) access UE, b) IAB node MT, c) IAB node DU
This alternative has the following main features:
-	The IP-layer carried by adapt is “tunnelled” through the fronthaul. On this IP-layer, all IAB-nodes hold IP-addresses, which may be routable from the IAB-donor CU-CP;
-	The IP address can be assigned by the CU-CP via RRC;
-	The extended IP-plane allows native F1-C to be used between IAB-node DU and IAB-donor CU-CP;
-	F1-C is protected via PDCP (as shown in Figure 4) or NDS, e.g. via D-TLS or by IPsec;
-	The UE’s and the MT’s RRC use SRB, which is carried over F1-C in compliance with TS 38.470;
-	if PDCP is used for control plane security, then a backhaul signalling radio bearer (SRB) is established for the IAB-node MT to carry F1-C (F1AP/SCTP/IP)
-	The following essential control plane functionalities are supported:
-	Reliable transport: via SCTP;
-	In-order delivery: via SCTP;
-	Security: via PDCP or NDS.

3.3	Management plane
The management plane connection to IAB node DU could be routed via the IAB-donor CU in the same way as F1. Alternatively, a PDU session can be created for the IAB-node MT and then OAM traffic would be routed via the UPF. The benefit of the PDU session is that IP address for the OAM traffic can remain the same even if the topology (IAB-donor CU) changes.
3.4	Summary of Option B
An alternative design for protocol architecture terminating IP in the IAB-node was shown. The protocol architecture for user plane and control plane were depicted. The salient features of Option B are summarized here:
-	IP terminated in IAB node with IAB node IP routable
-	IP address allocated by IAB-donor CU-CP -> IP address changes only when IAB node migrates to different IAB-donor CU
-	IAB-donor DU is simpler than with Option A since no IP routing function is needed in IAB-donor DU, also the GTP-U tunnels (TEID) are mapped to BH RLC channels in the same way as in normal DU (i.e., no new mapping based on IP header)
-	for security Option B supports both PDCP and NDS, i.e., IPsec or DTLS (for CP), PDCP may be preferred
-	for 1:1 UE bearer to BH RLC channel mapping
-	with both IPv4 and IPv6, outer GTP-U tunnels make it simple
-	N:1 bearer mapping can be implemented either in IAB-donor CU (aggregated bearer in GTP-U tunnel) or in IAB-donor DU (separate outer GTP-U tunnels for UE bearers)
-	OAM traffic could be routed via IAB-donor CU or a PDU session can be created for the IAB-node MT for the OAM traffic.

4	Comparison
Comparison of Option A and Option B is presented in the following table:
	
	Option A
	Option B

	IP address allocation and IP routing in
	IAB-donor DU
	IAB-donor CU

	IP address changes when
	IAB-donor DU changes (more often)
	IAB-donor CU changes (rare)

	1:1 bearer mapping based on
	IPv6: Flow Label
IPv4: inner GTP-U TEID, not possible with security
	Outer GTP-U TEID

	F1 security
	NDS only possible, not with IPv4 and 1:1 bearer mapping
	Both NDS and PDCP possible

	Changes to IAB-donor DU
	more
	less

	Changes to IAB-donor CU
	less
	more

	OAM traffic routed via
	IAB-donor DU or preferably via PDU session
	IAB-donor CU or preferably via PDU session



The main issues with Option A are:
1) 1:1 bearer is mapping is not supported with IPv4 when UP security is applied
2) IAB node IP address changes every time IAB node migrates to new IAB-Donor DU
Based on the observations and the comparison we propose to specify IAB protocol stack Option B.
Proposal: Select Option B for specification.
5	Conclusions
Protocol stack options fulfilling the recommendations of the study item and the objectives of the work item for IAB architecture 1a were presented and compared. The following observations were made
Observation 1: For Option A, IAB-donor DU has to have IP routing functionality.
Observation 2: For Option A, 1:1 bearer mapping with IPv4 does not allow UP security between IAB-donor CU-UP and access IAB-node DU.
Observation 3: For Option A, IP address is allocated by IAB-donor DU. Therefore, IP address changes every time IAB node migrates to a different IAB-donor DU.
Observation 4: For Option B, 1:1 and N:1 bearer mapping can be implemented easily with outer GTP-U TEID.
Observation 5: PDCP based security is simpler to update when IAB-node migrates to another IAB-donor CU.

Proposal: Select Option B for specification.
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