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1.	Introduction
RAN2 has been discussing integrity protection for user plane for EN-DC and LTE-5GC (Option 5), and agreed not to support user plane integrity protection for EN-DC and LTE/5GC. 
In this contribution, we try to discuss some open issues related to user plane integrity protection for MR-DC and NR-DC.
[bookmark: OLE_LINK9][bookmark: OLE_LINK10][bookmark: OLE_LINK11]Discussion
At RAN2 #103bis, an LS [1] was sent to SA3 on security requirements for integrity protection for DRBs in MR-DC. One of the questions RAN2 ask SA3 is: when the policy for PDU session is set to “DRB IP preferred”, is it required to activate integrity protection for all MN and SN terminated bearers of the PDU session?  Or can DRB IP be activated differently for MN terminated and SN terminated bearers? The following answer is provided by SA3 [2]:
	SA3 Answer to Q2:
All DRBs of a specific PDU session shall have the same UP integrity protection activation status regardless of being terminated at the MN or the SN. Similarly, all DRBs of a specific PDU session shall have the same UP ciphering activation status regardless of being terminated at the MN or the SN.



Based on the reply from SA2, it is confirmed that integrity protected applies to a PDU session then it is applied to all DRBs of the PDU session. Therefore, one issue would be if the policy for PDU session is set to “DRB IP preferred”, which node should decide whether to active user plan integrity protection. 
If the PDU session is set to “DRB IP preferred”, integrity protection can be activated or deactivated by taking UE max data rate of DRB integrity protection and other factors into consideration. Before MR-DC configuration, all the information is available in MN. After MR-DC has configured, the SN information needed can be transferred to MN for making an overall decision. Therefore, it is straightforward for MN to determine whether to apply user plane integrity protection for the PDU session. 
Additionally, according to SA3’s reply on the support of DRB IP for NE-DC, NR-DC and NG-EN-DC architectures [2], DRB IP is always de-activated for NG EN-DC, while can be activated only for MN terminated DRBs in case of NE-DC, and can be active for both MN terminated and SN terminated DRBs in case of NR-DC. Therefore, based on the reply from SA3 we have the following proposal:
Proposal 1: For NE-DC and NR-DC, if the PDU session is set to “DRB IP preferred”, MN determines whether to apply DRB IP for the PDU session. 
In case of NR-DC, another issue is that SN has no idea with the decision made by MN, since the DRB terminated at SN can be configured as DRB IP on or off, indication on whether to apply DRB IP or not should be provided to SN by MN to align the DRB IP configuration of DRBs belonging to the same PDU session.
Proposal 2: For NR-DC, if the PDU session is set to “DRB IP preferred”, indication on whether to apply DRB IP or not should be provided to SN by MN to align the DRB IP configuration of DRBs belonging to the same PDU session.
3.	Conclusion
In the contribution, we have the following observations and proposals:
Proposal 1: For NE-DC and NR-DC, if the PDU session is set to “DRB IP preferred”, MN determines whether to apply DRB IP for the PDU session. 
Proposal 2: For NR-DC, if the PDU session is set to “DRB IP preferred”, indication on whether to apply DRB IP or not should be provided to SN by MN to align the DRB IP configuration of DRBs belonging to the same PDU session.
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