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1 Introduction
SA3 has agreed on a CR introducing integrity protection for the user plane data during UP- EDT [1] at SA3#93 and on two further corrections CRs [2], [3] at SA3#94. 
SA3 has also sent a LS to propose three solutions to support the case of multiple UL PDCP PDUs [4].
In this document, we discuss the impact of this enhancement on RAN2 specifications, considering option 1 in SA3 LS.

2 Discussion
2.1 New calculation of shortResumeMAC-I 
SA3 CR [1] described the new calculation of shortResumeMAC-I as follows:

· New input parameters for the calculation and verification of ShortResumeMAC-I to protect the UP data transmitted during the resume procedure, i.e. the HASH values of all uplink PDCP data PDUs.
· The UE shall calculate HASHUE-PDU for each uplink PDCP PDU as described in Annex I.3 of TS 33.401 with uplink PDCP Data PDU. 
· The UE shall calculate shortResumeMAC-I with source C-RNTI, source PCI, resume constant, target Cell-ID, and the list of HASHUE-PDU. 
Observation 1: The new calculation of the shortResumeMAC-I requires to change the order of the actions related to transmission of RRCConnectionResumeRequest as the DRBs shall be resumed and security reactivated for the calculation of the HASHUE-PDU before the calculation of the shortResumeMAC-I.
Proposal 1: Update RRC section 5.3.3.3a Actions related to transmission of RRCConnectionResumeRequest message for EDT so that the DRBs are resumed and security reactivated prior to the calculation of the shortResumeMAC-I.
Proposal 2: Introduce new actions in section 5.3.3.3a Actions related to transmission of RRCConnectionResumeRequest message for EDT for the calculation of the shortResumeMAC-I.

	2>
request the PDCP entities for all DRBs to provide the HASHUE-PDU of the uplink PDCP data PDUs and store them in VarShortEDT-MAC-Input (or VarShortEDT-MAC-Input-NB in NB-IoT) in order of increasing drb-Identity followed by increasing PDCP SN;

2>
set the shortResumeMAC-I to the 16 least significant bits of the MAC-I calculated:

3>
over the ASN.1 encoded as per section 8 (i.e., a multiple of 8 bits) VarShortEDT-MAC-Input (or VarShortEDT-MAC-Input-NB in NB-IoT);

3>
with the KRRCint key from the security context in the stored UE AS context and the previously configured integrity protection algorithm; and

3>
with all input bits for COUNT, BEARER and DIRECTION set to binary ones;


Proposal 3: Introduce a new variable VarShortEDT-MAC-Input (VarShortEDT-MAC-Input-NB in NB-IoT),
VarShortEDT-MAC-Input UE variable
-- ASN1START

VarShortEDT-MAC-Input-r15 ::=

SEQUENCE {


cellIdentity-r15




CellIdentity,


physCellId-r15





PhysCellId,


c-RNTI-r15






C-RNTI,

resumeDiscriminator-r15



BIT STRING(SIZE(1)),


hashUE-PDUList-r15




SEQUENCE (SIZE (1..maxHashPDU-r15)) OF HASH-UE-PDU-r15
}

HASH-UE-PDU-r15 ::=


BIT STRING(SIZE(256))

-- ASN1STOP

VarShortEDT-MAC-Input-NB-r15
::=
VarShortEDT-MAC-Input-r15

	VarShortEDT-MAC-Input field descriptions

	cellIdentity

Set to CellIdentity of the current cell.

	c-RNTI

Set to C-RNTI that the UE had in the PCell it was connected to prior to suspension of the RRC connection.

	hashUE-PDUList

List of the HASHUE-PDU of the available uplink PDCP PDU(s) ordered by increasing drb-Identity followed by increasing PDCP SN, see TS 33.401 [32].

	physCellId

Set to the physical cell identity of the PCell the UE was connected to prior to suspension of the RRC connection.

	resumeDiscriminator

A constant that allows differentiation in the calculation of the MAC-I for shortResumeMAC-I

The resumeDiscriminator is set to '1'


Proposal 4: Define maxHashPDU as ‘4’
–
Multiplicity and type constraint definitions

This section includes multiplicity and type constraints applicable (only) for UE variables.

-- ASN1START

maxHashPDU-r15



INTEGER ::= 4 
-- Maximum number of Uplink PDCP PDUs that can be sent












-- in UP-EDT 

maxLogMeas-r10



INTEGER ::= 4060-- Maximum number of logged measurement entries












-- that can be stored by the UE

-- ASN1STOP

Proposal 5: Introduce a new sub-clause in PDCP specification to calculate the HASHUE-PDU
	5.X
Calculation of HASHUE-PDU
Upon request from upper layers to provide the HASH values of the uplink data PDUs for a radio bearer, the UE shall:

-
for each uplink PDCP PDU, calculate the HASHUE-PDU as specified in TS 33.401 [6], subclause I.3;

-
return the HASHUE-PDU of all uplink PDCP PDUs to upper layers in increasing order of PDCP SN;


2.2  Fallback due to non-EDT grant

For UP-EDT, when the legacy grant is received, MAC updates the MSG3 buffer to remove the MAC DTCH SDU(s) and continue with the MAC CCCH SDU in the updated MSG3 buffer.
With the enhancement introduced by SA3, this will no longer be possible as RRC will have to recalculate the shortResumeMAC-I and rebuild the RRCConnectionResumeRequest message.
In these conditions, we see only additional complexity in having a different handling for EDT fallback due to non-EDT grant from other EDT fallback and we propose to fall back to the legacy resume procedure in both cases. The eNB can determine by the absence of user plane data that the UE has fallback to the legacy procedure and the UE by implementation can choose not to delete the newly derived keys in order not to derive the keys again upon reception of RRCConnectionResume message. 

Proposal 6: Upon fallback due to non-EDT grant, the UE falls back to the legacy resume procedure.

Proposal 7: Capture proposal 6 in RRC specification in section 5.3.3.3c.
	5.3.3.3c
 UE actions upon receiving EDT fallback indication from lower layers

Upon indication from lower layers that EDT is cancelled, the UE shall:

1>
start or restart timer T300;

1>
if the fallback is indicated by lower layers in response to the RRCEarlyDataRequest:

2>
initiate transmission of RRCConnectionRequest message in accordance with 5.3.3.3;

1>
else if the fallback is indicated by lower layers in response to the RRCConnectionResumeRequest for EDT and the fallback is not due to the UL grant provided in Random Access Response not being for EDT:

2>
perform the actions upon abortion of UP-EDT as specified in 5.3.3.9a;

2>
initiate transmission of the RRCConnectionResumeRequest message in accordance with 5.3.3.3a;

NOTE: 
It is up to UE implementation to avoid data loss due to EDT fallback.


Proposal 8: Capture proposal 6 in MAC specification in section 5.1.4.
	5.1.4
Random Access Response reception

-
if the Random Access Preamble associated with EDT was transmitted and UL grant provided in the Random Access Response message is not for EDT:

-
indicate to upper layers that EDT is cancelled due to UL grant not being for EDT;

-
for CP-EDT, flush the Msg3 buffer.
-
for UP-EDT, update the MAC PDU in the Msg3 buffer in accordance with the uplink grant received in the Random Access Response.
-
if this is the first successfully received Random Access Response within this Random Access procedure; or

-
if CP-EDT is cancelled due to the UL grant provided in the Random Access Response message not being for EDT:

-
if the transmission is not being made for the CCCH logical channel, indicate to the Multiplexing and assembly entity to include a C-RNTI MAC control element in the subsequent uplink transmission;

-
obtain the MAC PDU to transmit from the "Multiplexing and assembly" entity and store it in the Msg3 buffer.


3 Conclusion
In this document, we have discussed the introduction of user plane Integrity protection for EDT and made the following observation and proposals: 
Observation 1: The new calculation of the shortResumeMAC-I requires to change the order of the actions related to transmission of RRCConnectionResumeRequest as the DRBs should be resumed and security reactivated for the calculation of the HASHUE-PDU before the calculation of the shortResumeMAC-I.
Proposal 1: Update RRC section 5.3.3.3a Actions related to transmission of RRCConnectionResumeRequest message for EDT so that the DRBs are resumed and security reactivated prior to the calculation of the shortResumeMAC-I.
Proposal 2: Introduce new actions in section 5.3.3.3a Actions related to transmission of RRCConnectionResumeRequest message for EDT for the calculation of the shortResumeMAC-I.

Proposal 3: Introduce a new variable VarShortEDT-MAC-Input (VarShortEDT-MAC-Input-NB in NB-IoT).

Proposal 4: Define maxHashPDU as ‘4’.
Proposal 5: Introduce a new sub-clause in PDCP specification to calculate the HASHUE-PDU.
Proposal 6: Upon fallback due to non-EDT grant, the UE falls back to the legacy resume procedure.

Proposal 7: Capture proposal 6 in RRC specification in section 5.3.3.3c.

Proposal 8: Capture proposal 6 in MAC specification in section 5.1.4.

The sourcing company has provided corresponding CRs in [5], [6], [7] and [8].
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