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Introduction
At the RAN#80 meeting in June 2018, a new Rel-16 WI was approved [1] with the purpose to further enhance LTE mobility by reducing handover interruption time and improve mobility robustness. The work starts with a study phase where potential solutions are studied, followed by a work phase where the chosen solution will be specified.
As part of the study phase, an email discussion has been held to progress the work with reduced handover interruption time and to discuss and compare potential solutions for the so-called split and non-split bearer architecture solutions (the latter a.k.a. enhanced Make-Before-Break (MBB) based on the MBB handover solution introduced in Rel-14).
In this paper we discuss some user plane aspects on the enhanced MBB handover solution as described in our companion paper [2].
[bookmark: _Ref525650200]Enhanced MBB in Rel-16
Even if MBB and RACH-less HO (both concepts introduced in Rel-14) are combined in the same handover procedure, it is still not possible to accomplish seamless mobility, i.e. true 0ms HO interruption time, in all scenarios. In order to meet this target, the UE need to maintain the connection with the source eNB until the connection to the target eNB is successfully established.
[bookmark: _GoBack]Until now, the UE ability to simultaneously send and receive to more than one cell has been focused on hardware aspects such as number of Rx or Tx chains. But according to RAN1 LS response in R1-1814411, a UE with 1 Rx chain may for instance be able to receive from two cells simultaneously under some conditions, e.g. if both cells share the same frequency or if they are located within the same frequency band.
So rather than discussing Rx/Tx capabilities, the enhanced MBB solution in Rel-16 should be focused on the UE ability to simultaneously receive and transmit to/from the source cell and the target cell. 
UE and network user plane protocol stacks
In any case, the UE need to keep its connection with the source cell until it is able to receive and transmit packets in the target cell. In principle, this means that the source eNB, after sending the RRCConnectionReconfiguration message (Handover Command) to the UE, continues to send data packets to the UE while forwarding the same packets to the target eNB. The DL packets forwarded from the source eNB are buffered in the target eNB, thus when the connection to the UE is established, the target eNB can immediately start transmission of data packets to the UE. 
[bookmark: _Hlk528228646]This requires the UE to receive and transmit to both cells (source and target) for a short time during the Handover Execution phase. That is, the UE need to maintain two PHY/MAC/RLC protocol stacks and two set of KEYs (security contexts) during this transition period. One PHY/MAC/RLC protocol stack and one security context for data transmission/reception with the source cell and one PHY/MAC/RLC protocol stack and one security context for data transmission/reception with the target cell, see example in Figure 1 below.
[image: ]
Figure 1 UE and network user plane protocol stack to support 0ms HO interruption time
After the Handover Command message is sent to the UE, the source eNB continues to send DL PDCP PDUs to the UE (step 2 in Figure 1) while the same packets are forwarded to the target eNB (step 3). The UE continues to send UL PDCP PDUs to source eNB (step 1) while synchronizing and performing random access in the target cell. UL PDCP PDUs are sent on the old path to serving gateway (not shown in the figure), i.e. UL PDCP PDUs are not forwarded to the target eNB.
When the UE has completed the handover (see further discussion in section 2.2), the UE sends a PDCP Status Report (step 4) to assist the target eNB with PDCP duplication check, and starts to send UL PDCP PDUs in the target cell. Based on the content in the PDCP Status Report, the target eNB performs PDCP duplication check (step 5) and starts to send DL PDCP PDUs to the UE (step 6).
By performing the PDCP duplication check in the target eNB, sending of duplicated packets over the radio interface is avoided.
In the UE, the source and the target protocol stacks (PHY/MAC/RLC) are associated to a single PDCP entity which hosts a common set of functions for SN allocation (UL), re-ordering and duplication detection (DL). The single PDCP entity also provides one function handling separate security (deciphering/ciphering) and ROHC contexts (header decompression/compression), one security/ROHC context for transmission/reception to/from the source cell and one security/ROHC context for transmission/reception to/from the target cell.
[bookmark: _Hlk206246]Whenever a PDCP PDU is received in the UE, the PDCP layer knows, based on which RLC entity delivers the packet (RLC_S or RLC_T), which security context to use for deciphering and which ROHC context to use for header decompression. PDCP SNs are preserved throughout the Handover procedure and are assigned at a single point in the network (in the source eNB as long as data forwarding is active, thereafter in the target eNB), thereby the re-ordering and duplication detection in the UE need to be done in a common function in the PDCP layer.
In the UL, SN allocation is done in the common function in the PDCP layer while the security context (ciphering) and ROHC context (header compression) is selected based on the destination of the PDU (source or target cell).
[bookmark: _Toc528230370][bookmark: _Toc528240948][bookmark: _Toc528760044][bookmark: _Toc208009][bookmark: _Toc208079][bookmark: _Toc344950][bookmark: _Toc345041][bookmark: _Toc346568][bookmark: _Toc453059][bookmark: _Toc456649][bookmark: _Toc456772][bookmark: _Toc536424][bookmark: _Toc787660][bookmark: _Toc788093][bookmark: _Toc790074][bookmark: _Toc808336][bookmark: _Toc1048787]The UE maintains two PHY/MAC/RLC protocol stacks, two security contexts and two ROHC contexts during the Handover Execution phase. Only one of the protocol stacks will be active in the UE at any given point in time.
[bookmark: _Toc208010][bookmark: _Toc208080][bookmark: _Toc344951][bookmark: _Toc345042][bookmark: _Toc346569][bookmark: _Toc453060][bookmark: _Toc456650][bookmark: _Toc456773][bookmark: _Toc536425][bookmark: _Toc787661][bookmark: _Toc788094][bookmark: _Toc790075][bookmark: _Toc808337][bookmark: _Toc1048788]Based on which RLC entity delivers the DL PDCP PDU, the PDCP layer in the UE knows which security context and which ROHC context to use. In the UL, the choice of security context and ROHC context is based on the destination of the PDU (source or target cell).
[bookmark: _Toc208011][bookmark: _Toc208081][bookmark: _Toc344952][bookmark: _Toc345043][bookmark: _Toc346570][bookmark: _Toc453061][bookmark: _Toc456651][bookmark: _Toc456774][bookmark: _Toc536426][bookmark: _Toc787662][bookmark: _Toc788095][bookmark: _Toc790076][bookmark: _Toc808338][bookmark: _Toc1048789]PDCP SN is allocated in a single point in the network (in the source eNB as long as data forwarding is active, thereafter in the target eNB) and in a common function in the PDCP layer in the UE.
Trigger point for switching security/ROHC context in the UE
At a certain point during the Handover procedure, the UE stops receiving data from the source cell and instead starts to receive data from the target cell. Likewise, at a given point the UE stops transmitting in the source cell and instead continues to transmit in the target cell.
At this point, the “switching point”, the UE starts to use the security context associated with the target eNB and hence stops using the security context associated with the source eNB. In a similar way, the UE resets the ROHC context, thus only the ROHC context associated with the target eNB is used after the “switching point”.
But in order to meet the expected handover interruption requirement (close to 0ms HO interruption time), and unlike how Make-Before-Break is defined in Rel-14, the “switching point” in which the UE stops receiving data from the source cell (respectively stop sending data to the source cell) and instead starts to receive data from the target cell (respectively starts to send data in the target cell) need to be predictable.
[bookmark: _Hlk296458]That is, the “switching point” in which the new security/ROHC context is applied in the UE need to be a well-defined event/trigger known to the UE and to the network. As an example, at the reception of the first PDCP data PDU from the target eNB. At this point the new security/ROHC context is applied for both directions in the target cell (DL and UL), or alternatively, the new security/ROHC context is only applied for DL transmission. In the latter case, another event/trigger need to be defined for applying the new security/ROHC context for UL transmission, e.g. at transmission of the first UL packet in the target cell.
In case there is no DL PDCP data PDU scheduled for the UE within a given time (this is FFS) after receiving the RRCConnectionReconfigurationComplete message (Handover Complete) in the target eNB, the switch of security/ROHC context could be triggered at reception of e.g. a dummy packet (a PDCP data PDU or an RLC data PDU without any data) in the UE.
When applying the new security context for deciphering on PDCP layer, the UE applies the new security context for all PDCP PDUs received after the PDCP PDU that triggered the security context switch. However, if PDCP PDUs are received out-of-order from the source eNB and these are stored in the re-ordering buffer of the source RLC entity, these PDCP PDUs could be deciphered using the source security context before applying the new security context. The same procedure could also be applied for handling of the ROHC contexts.
Other events/triggers for switching the security/ROHC context are conceivable (as listed below), including combining the triggers for UL transmission and DL reception into one common trigger point.
· At transmission of the Handover Complete message,
· At confirmation of the Handover Complete message,
· [bookmark: _Hlk179704]At generation/transmission of the PDCP Status Report, either sent together with the Handover Complete message (multiplexed on MAC level if the provided UL grant is sufficiently large) or immediately after the Handover Complete message.
As proposed in our companion paper [2], the PDCP Status Report is sent by the UE for each RLC-AM bearer configured to the UE, to assist the target eNB with PDCP duplication check and by that avoid sending duplicated packets over the radio interface.
The purpose of sending the PDCP Status Report (in this context) is to inform the target eNB of the receiver status in the UE when leaving the source cell, i.e. at the point when sending the PDCP Status Report the UE does not expect to receive any more PDCP packets from the source eNB, which effectively means a logical point for switching the security/ROHC context.
Another issue to consider is whether the switch of security/ROHC context applies to all bearers held by the UE, or if the switch of the security/ROHC context only applies to the first bearer for which the switch was triggered.
In general, it makes more sense to apply the switch to the new security/ROHC context to all bearers configured to the UE (if the UE can transmit and receive data in the target cell on one bearer, then the UE should be able to transmit and receive data on all the other bearers configured to the UE), even if it specification-wise (e.g. in TS 36.323) might be easier to define the switch to the new security/ROHC context on a per bearer basis.
The final solution may depend on which event/trigger will be used for switching of security/ROHC context. If the “switching point” is defined at reception of the first PDCP data PDU from the target eNB, then it would make sense to define the switch on a per bearer basis. But if the “switching point” is defined at e.g.  the transmission of the Handover Complete message, then the trigger could switch the security/ROHC contexts for all bearers at the same time.

Based on the above analysis, we propose the following:
[bookmark: _Toc345044][bookmark: _Toc346571][bookmark: _Toc453062][bookmark: _Toc456652][bookmark: _Toc456775][bookmark: _Toc536427][bookmark: _Toc787663][bookmark: _Toc788096][bookmark: _Toc790077][bookmark: _Toc808339][bookmark: _Toc172811][bookmark: _Toc174390][bookmark: _Toc179967][bookmark: _Toc180602][bookmark: _Toc268676][bookmark: _Toc1048790]The UE stops receiving DL data from the source cell at a given “switching point”.
Likewise, the UE stops transmitting UL data to the source cell at a given “switching point”.
[bookmark: _Toc346572][bookmark: _Toc453063][bookmark: _Toc456653][bookmark: _Toc456776][bookmark: _Toc536428][bookmark: _Toc787664][bookmark: _Toc788097][bookmark: _Toc790078][bookmark: _Toc808340][bookmark: _Toc1048791]At the “switching point(s)” the UE resets the ROHC context and starts to use the security context associated with the target eNB.
[bookmark: _Toc345045][bookmark: _Toc346573][bookmark: _Toc453064][bookmark: _Toc456654][bookmark: _Toc456777][bookmark: _Toc536429][bookmark: _Toc787665][bookmark: _Toc788098][bookmark: _Toc790079][bookmark: _Toc808341][bookmark: _Toc1048792]RAN2 should discuss whether the two “switching points” for DL and UL can be combined into one common “switching point”.
[bookmark: _Toc453065][bookmark: _Toc456655][bookmark: _Toc456778][bookmark: _Toc536430][bookmark: _Toc787666][bookmark: _Toc788099][bookmark: _Toc790080][bookmark: _Toc808342][bookmark: _Toc1048793]The “switching point(s)” in which the new security/ROHC context is applied need to be defined by RAN2.
[bookmark: _Toc453066][bookmark: _Toc456656][bookmark: _Toc456779][bookmark: _Toc536431][bookmark: _Toc787667][bookmark: _Toc788100][bookmark: _Toc790081][bookmark: _Toc808343][bookmark: _Toc1048794][bookmark: _Hlk263923]RAN2 should discuss what event(s)/action(s) in the UE will trigger the switch of security/ROHC context.
[bookmark: _Toc788101][bookmark: _Toc790082][bookmark: _Toc808344][bookmark: _Toc1048795]RAN2 should discuss whether the switch of security/ROHC context only applies to the first bearer for which the switch is triggered, or if the switch of security/ROHC context applies to all bearers configured to the UE.

Conclusion
Based on the discussion in the previous sections we propose the following:
Proposal 1	The UE maintains two PHY/MAC/RLC protocol stacks, two security contexts and two ROHC contexts during the Handover Execution phase. Only one of the protocol stacks will be active in the UE at any given point in time.
Proposal 2	Based on which RLC entity delivers the DL PDCP PDU, the PDCP layer in the UE knows which security context and which ROHC context to use. In the UL, the choice of security context and ROHC context is based on the destination of the PDU (source or target cell).
Proposal 3	PDCP SN is allocated in a single point in the network (in the source eNB as long as data forwarding is active, thereafter in the target eNB) and in a common function in the PDCP layer in the UE.
Proposal 4	The UE stops receiving DL data from the source cell at a given “switching point”. Likewise, the UE stops transmitting UL data to the source cell at a given “switching point”.
Proposal 5	At the “switching point(s)” the UE resets the ROHC context and starts to use the security context associated with the target eNB.
Proposal 6	RAN2 should discuss whether the two “switching points” for DL and UL can be combined into one common “switching point”.
Proposal 7	The “switching point(s)” in which the new security/ROHC context is applied need to be defined by RAN2.
Proposal 8	RAN2 should discuss what event(s)/action(s) in the UE will trigger the switch of security/ROHC context.
Proposal 9	RAN2 should discuss whether the switch of security/ROHC context only applies to the first bearer for which the switch is triggered, or if the switch of security/ROHC context applies to all bearers configured to the UE.
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