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1
Introduction

After the RAN#75 meeting, a new SI for Integrated Access Backhaul (IAB) was agreed [1] main objective of which is to study relaying technologies for NR. Since the NR radio access technology will exploit availability of higher frequencies spectrum, it is anticipated that more NR base station will be needed to achieve the same coverage as with low frequencies. Thus, relay networks will help operators to deploy and connect more base stations in a simple and the cost efficient way.

Amongst several architectures considered for the IAB SI, the majority of companies and operators preferred to follow the CU/DU architecture, in which the IAB node would effectively correspond to the DU entity connected via the wireless interface to the controlling CU. As a consequence, F1 interface connecting CU and DU will have to exchange packets over the wireless network, as opposed to the conventional CU/DU deployment in which F1 packets are assumed to be exchanged over the wired transport network. As further identified by RAN WG2 and WG3, exchanging F1 packets over the wireless interface create new potential security risks for the IAB deployments. Even though user and control plane packet payloads are protected by the PDCP based security framework, the F1 packets headers are not thus becoming vulnerable to security threats. 

RAN WG2 has identified two potential approaches to mitigate security threats by leveraging IPSec and PDCP based security solutions; and the corresponding LS was sent to SA WG3 in [3] asking for further feedback. During the SA3#94 meeting a new SI was created that aims to study and develop further security solutions for the IAB networks [4], with the final approval date of Sep 2019. 
2
Security solutions for F1 interface
To facilitate further explanations, Figure 1 presents a general protocol stack for exchanging user plane and control plane data across several hops in the integrated access backhaul network. Donor IAB node comprises CU and DU connected via the wired interface; IAB node 1 is the first hop DU connected via the wireless interface; and IAB node 2 is the serving DU for the UE. As can be seen from Figure 1, a UE maintains end-to-end PDCP connection with CU, over which either user plane or control plane packets could be sent. The serving IAB node 2 is connected by the end-to-end F1 interface to CU as if it were attached directly to it – and it is the responsibility of lower layers to route and forward packets across intermediate wireless hops. Since IAB node 1 is not the serving DU for the UE, its functionality is just to route packets between the donor IAB node and IAB node 2.
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Figure 1: General IAB CP and UP protocol stack 
As can be seen from Figure 1, since a UE maintains end-to-end PDCP connection with the CU, all the control and user plane payloads are protected by the PDCP based security mechanisms. On the contrary to it, F1 packets conveying user and control plane data between IAB node 2 and the CU are not protected by any mechanisms, thus exposing potentially sensitive information and/or being vulnerable to security attacks. RAN WG2 has contemplated several solutions to address these security issues [2], which will be presented in subsequent paragraphs.
The first solution, which is presented in Figure 2, simply re-uses IPSec framework adopted by SA WG3 for the purpose of protecting data exchanged over the wired interfaces when the cross security domains [5,6]. As can be seen from Figure 2, it would logically run on top of the IP protocol thus ensuring that any kind of packets, control or user plane, will be protected and ciphered between the CU and the DU connected through the wireless interface. 
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Figure 2: General IAB CP and UP protocol stack (with IPSec-based solution)

The second solution is presented in Figure 3, in which the PDCP based framework is re-used instead of IPSec. The PDCP layer is added between the Adapt and IP layers logically performing same functions as the PDCP connection between the UE and CU. As a result, all the protocol headers above IP inclusively will be protected and ciphered by PDCP.  
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Figure 3: General IAB protocol stack (with PDCP-based solution)

As already mentioned in the Introduction part, SA WG3 has discussed two potential solutions to address a problem of protecting F1 packet headers and decided to instantiate an SI to study and compare these options [4]. However, regardless of the outcome of SA WG3 discussion, it can be assumed that most of the RAN procedures and solutions will work with both PDCP and IPSec because they reside above the adaptation layer.  
3 Conclusion
In this discussion paper we have provided the summary of the work progress in RAN WGs concerning the security framework for the integrated access backhaul feature. As presented in this paper, RAN WG2 has identified two potential solutions on how F1 headers could be protected – IPSec and PDCP – whereupon it is anticipated that a new SA WG3 SI will conduct further technical work on identifying which solution can be further adopted for IAB. Nevertheless, according to our preliminary technical analysis we can conclude that regardless of the SA WG3 decisions, most of the RAN WGs procedures and solutions should be agnostic to them. 
Proposal:
RAN WGs devise the corresponding RAN level procedures and solutions without an assumption for a particular security mechanism to protect F1 headers.
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