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In RAN2 #104, Mobile-terminated Early Data Transmission (MT EDT) had been discussed [1]. The agreements are achieved.

Agreements
- MT EDT are evaluated at least based on battery life, network resource efficiency, security, reliability and potential impact on core network.
- MT-EDT is intended for DL data which can be transmitted in one transport block.
- Use cases that require DL data transmission with or without UL data transmission as a response should be supported for MT-EDT.


Also in RAN2 #103bis, agreements are made [2].

=> RAN2 intends to support MT-initiated EDT for both CP and UP solutions.
=> The intention to use MT-EDT is for user data, i.e. not for NAS signalling.

In this paper, we further discuss the design of MT EDT. 
MT data in MSG4  
Several options, including paging based options, DL data after preamble, DL data in MSG4, are discussed in the email discussion. Several metrics, such as battery life, network resource efficiency, security, reliability, potential impact on CN and support of agreed use cases, are analyzed [3]. Among these metrics, the secure/authenticated and the reliable transmissions should be prioritized and guaranteed. Otherwise, unreliable transmission/reception may lead huge negative system impact and may mislead the analysis results on the other metrics such as battery life and network resource efficiency. 

For the paging based options, in CP solution, NAS security can be used to protect the DL data; however, in UP solution, a new mechanism to active AS security at both UE and eNB sides is expected, which may involve CN procedure change for eNB to obtain UE context earlier. Furthermore, since the paging message is sent in plain text and there is no verification mechanism in this phase, the attackers can read the paging message and send the fake ACK through contention free NPRACH to the network; thus, the network cannot determine whether the DL data is correctly received by the targeted/intended UE or not.

Similar situation applies in the DL data after preamble option that network cannot judge if the dedicated NPRACH is sent by the targeted/intended UE; thus, the DL data reception by the targeted UE can’t be guaranteed.   

Since paging based and DL data after preamble options have security concerns, large specification efforts in RAN and Core Network are foreseen to support MT EDT with secure and reliable transmissions with these options.

Instead, for the MSG4 based option, since R-15 MO EDT has already supported DL data transmission in MSG4 with security protection, the security framework in MO EDT can be re-used for MT EDT for both CP and UP solution if the same EDT procedures are applied. In addition, UE has the chance to send its ID (S-TMSI for CP solution, resume ID for UP solution) and the paging response in MSG3 before DL data reception, network and CN can verify the DL data reception and the acknowledgement are done by the targeted UE. 

As compared with paging based and DL data after preamble options, MT data transmitted in MSG4 has less CN impact. Since for the IoT applications DL data has less priority as compared to the UL case, we should keep MT EDT solution as simple as possible and reuse the MO EDT procedure as much as we can.    

Proposal 1: To ensure the secure and reliable transmissions for MT EDT, MT data is transmitted in MSG4. 

MT EDT procedure 
[bookmark: _GoBack]Assume the network and UE support EDT applications. To have MT data in MSG4, an EDT indication should be sent in the paging message to inform a UE that DL data transmission will go through the EDT procedure. Then, UE triggers the EDT procedure as specified in R15. UE transmits the preamble (MSG1) in the EDT preamble resource. UE receives RAR (MSG2) to indicate a larger size of MSG3. By using the procedure of MO EDT, UE can send the paging response and UL data, if any, in MSG3. Then, the UE receives the DL data together with RRC release message in MSG4. The EDT procedure terminates and the UE does not transit to the connected mode. 

By this way, MT EDT can mostly reuse the MO EDT procedures. Any issues discussed and resolved in MO EDT, e.g., security for MSG4, re-transmission for MSG4, fall back mechanisms, can be applied to MT EDT by nature. 

Proposal 2: For MT EDT, an EDT indication should be sent in the paging message to inform the UE to go through the EDT procedure. 

Proposal 3: For MT EDT, UE attempts to transmit paging response in MSG3 (e.g. by using UL EDT) and receives DL data in MSG4.  

The detailed MT EDT procedure for Control Plane CIoT EPS optimizations can be illustrated in Figure 1.




Figure 1: MT EDT for Control Plane CIoT EPS Optimizations

1. The Serving GW sends a Downlink Data Notification message to the MME for which it has control plane connectivity for the given UE. 
2. The MME sends a Paging message to each eNodeB belonging to the tracking area(s) in which the UE is registered.
3. If eNodeBs receive paging messages from the MME, the UE is paged by the eNodeBs. An EDT indication is carried in the paging message to inform UE for MT EDT and to trigger UE to perform EDT procedure. 
4. Upon receiving EDT indication in the paging message, the UE initiates the early data transmission procedure and selects a random access preamble configured for EDT.
5. The UE receives RAR from eNodeBs.
6. The UE sends RRCEarlyDataRequest message with paging response on CCCH.
7. The eNB initiates the S1-AP Initial UE message procedure to forward the NAS message and establish the S1 connection. The eNB may indicate in this procedure that this connection is triggered for EDT.
8. The MME requests the S-GW to re-activate the EPS bearers for the UE.
9. If uplink data are available, the MME sends the uplink data to the S-GW.
10. The S-GW sends the downlink data to the MME.
11. The MME forwards the data to the eNB via DL NAS Transport procedure and may also indicate whether further data are expected. Otherwise, the MME may trigger Connection Establishment Indication procedure and also indicate whether further data are expected.
12. If no further data are expected, the eNB can send the RRCEarlyDataComplete message on CCCH to keep the UE in RRC_IDLE. If downlink data were received, they are concatenated in RRCEarlyDataComplete message.
13. The S1 connection is released and the EPS bearers are deactivated.
The detailed MT EDT procedure for User Plane CIoT EPS optimizations can be illustrated in Figure 2.



Figure 2: MT EDT for User Plane CIoT EPS Optimizations

1. The Serving GW sends a Downlink Data Notification message to the MME for which it has connectivity for the given UE. 
2. The MME sends a Paging message to each eNodeB belonging to the tracking area(s) in which the UE is registered.
3. If eNodeBs receive paging messages from the MME, the UE is paged by the eNodeBs. An EDT indication is carried in the paging message to inform UE for MT EDT and to trigger UE to perform EDT procedure. 
4. The UE initiates the early data transmission procedure and selects a random access preamble configured for EDT.
5. The UE receives RAR from eNodeBs.
6. The UE sends an RRCConnectionResumeRequest to the eNB, including its Resume ID, the establishment cause, and an authentication token. The UE resumes all SRBs and DRBs, derives new security keys using the NextHopChainingCount provided in the RRCConnectionRelease message of the previous connection and re-establishes the AS security. The user data are ciphered and transmitted on DTCH multiplexed with the RRCConnectionResumeRequest message on CCCH.
7. The eNB initiates the S1-AP Context Resume procedure to resume the S1 connection and re-activate the S1-U bearers.
8. The MME requests the S-GW to re-activate the S1-U bearers for the UE.
9. The MME confirms the UE context resumption to the eNB.
10. If uplink data are available, the uplink data are delivered to the S-GW.
11. The S-GW sends the downlink data to the eNB.
12. If no further data are expected from the S-GW, the eNB can initiate the suspension of the S1 connection and the deactivation of the S1-U bearers.
13. The eNB sends the RRCConnectionRelease message to keep the UE in RRC_IDLE. The message includes the releaseCause set to rrc-Suspend, the resumeID, the NextHopChainingCount and drb-ContinueROHC which are stored by the UE. If downlink data were received, they are sent ciphered on DTCH multiplexed with the RRCConnectionRelease message on DCCH.
Conclusions 
In this paper, the design for MT EDT is discussed. The proposals are made as follows.

Proposal 1: To ensure the secure and reliable transmissions for MT EDT, MT data is transmitted in MSG4. 

Proposal 2: For MT EDT, an EDT indication should be sent in the paging message to inform the UE to go through the EDT procedure. 

Proposal 3: For MT EDT, UE attempts to transmit paging response in MSG3 (e.g. by using UL EDT) and receives DL data in MSG4.  
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