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Introduction
RAN2#104 discussed the reconfiguration, primarily “de-activation” of security for a DRB.  The following email discussion was agreed to continue to the discussion:
[104#30][NR] De-activation of security for DRBs (Intel)
[bookmark: _Hlk534613661]	Establish the requirements to deactivate security and determine the impacts to RRC and PDCP specs so that a decision can be made at the next meeting on whether to support this in R15.
	Intended outcome: Report to next meeting
	Deadline:  Monday 2019-02-07

This discussion looks at the following two aspects as mentioned above:
1) Understand the need/motivation for deactivating security for a DRB
2) How to specify the deactivation of security in RRC and PDCP 
In this document, the term “security (re)configuration” is normally referring to the enabling or disabling ciphering or integrity protection for a DRB.
Discussion
Background
Based on the discussions from last meeting, it seems like most companies agree on the following:
1) There are various inconsistencies in RRC and it needs to be updated (regardless of the whatever decision is made next meeting).
2) If reconfiguration of security for a DRB is to be supported in the specifications, it is only supported during a HO procedure.
3) MAC-I is not present in the PDCP header for a DRB when Integrity protection (IP) is not used.  That is, the MAC PDU format changes when IP is deactivated.
Question 1: Companies are invited to provide comments if any on the above observations.  
	Company
	Comments

	Ericsson
	1) Agree, it is not clear whether a DRB with integrity protection policy “preferred” can be changed at handover. 
2) Agree, but a comment regarding the usage of the term “Ho”, as that is an LTE term and we should use “Reconfiguration with Sync” instead.
3) Agree, but a comment regarding the MAC-I, which is added at the footer of PDU rather than the header

	vivo
	For 1) and 2)
We also agree that ciphering shall be disabled in HO/Reconfiguration with Sync case so we agree that there are various inconsistencies in RRC and it needs to be updated, i.e., the cipheringDisabled field description needs to be updated.
Note that security change have been supported by bear type change already, i.e., based on release/add with PDCP re-establishment.

For 3)
Agree with Ericsson.


	CATT
	For bullet 1, the issue seems not really as serious as “inconsistency”, nevertheless we still believe that some clarification is beneficial.
We agree with 2 and 3. For bullet 3, the phrase “MAC PDU” seems to be a typo of “PDCP PDU”.

	LG
	Agree with all observations except that MAC-I is added at the end of the PDCP PDU.

	NEC
	Same view as LG

	OPPO
	For 1) and 3), 
Agree with Ericsson.
For 2)
First, NR will use “Reconfiguration with Sync”. We prefer to support to change the DRB IP on the fly with “Reconfiguration”. E.g the new service is coming and the security policy is “required”. But currently, the DRB IP is enable for the service with security policy “preferred”. So in this case, it is beneficial to change the DRB IP with “Reconfiguration” instead of “Reconfiguration with Sync”. Because “Reconfiguration with Sync” procedure will bring the PDCP reestablishment and data loss.

	Sony
	Agree with all observations and that MAC-I is added at the end.

	Apple
	We agree with all the three observations.  
For 3), the MAC-I is added at the end of the PDCP PDU, not in the PDCP header, and it is the PDCP PDU format change not MAC PDU format change when IP is deactivated. 

	ZTE
	We also agree with the observations.	

	MediaTek
	Agree with Ericsson’s comments, and that 3) should refer to the PDCP PDU, not MAC PDU.

	Nokia
	1) agree.
2) as long as MR-DC is excluded.
3) MAC-I is appended at the end as pointed out by others

	Huawei, HiSilicon
	1) It is captured in the field description of integrityProtection that "The value of integrityProtection for a DRB can only be changed using reconfiguration with sync." and in note 5 that "The enabling/disabling of ciphering or integrity protection can be changed only by releasing and adding the DRB." This seems to say that both conditions must be met simultaneously. However, some clarification would be welcome.
2) Does this mean to exclude "release and add" or to say that it should be "release and add" at reconfiguration with sync?
3) Agree with the observation corrected as mentioned by other companies

	Samsung
	1) Alignment for the field description of integrityProtection and NOTE 5 is needed.
2) This is part of the alignment i.e. a) allowed by release and add only without PDCP re-establishment b) allowed by reconfig with sync with PDCP re-establishment only c) allowing both a) and b).
3) Regarding MAC-I agree with other companies.




Summary:
All companies agree that there are inconsistencies in RRC that needs to be fixed.
Almost all companies agree that if reconfiguration of security for a DRB is to be supported in the specifications, it is only supported during a HO (“Reconfiguration with Sync”) procedure (NOTE: release and add of the DRB is always supported).
All companies agree that MAC-I is not present (at the end of the PDU) when Integrity protection is disabled for a DRB 


Requirement for security reconfiguration: Need to deactivate security for a DRB
This section is to evaluate the need to support security reconfiguration for a DRB in Rel-15 or whether it can be handled by implementation.
From 38.413, for a PDU session “Integrity Protection Indication IE or Confidentiality Protection Indication IE is set to "preferred", then the NG-RAN node should, if supported, perform user plane integrity protection or ciphering”.  
This allows the possibility for different gNBs to use different security configuration in terms activation/deactivation of security and hence there is a need to support HO between gNBs that support different security configuration.  
Observation #1: There is a need to support HO between gNBs that implement different security configurations (e.g., one gNB configuring IP and another not configuring IP for a DRB with “preferred” security requirement).
To understand the need to support security reconfiguration for a DRB, the paragraphs below look at whether the above requirement can be met by implementations based on existing specifications.  Some possible implementation options that could be used to support the above observation are listed below.
Option 1: DRB release and add as part of HO (lossy).  In this option, the target setup new DRBs during HO according to the security configuration supported by the target and maps the QoS flows to the new DRB.  Based on the NOTE in 38.300 “NOTE:      Lossless delivery when a QoS flow is mapped to a different DRB at handover, requires the old DRB to be configured in the target cell”, this option does not allow lossless HO.  This option could still be acceptable for Rel-15 as it may not be that common for different gNBs to support different security configurations (similar to different gNBs not likely to support different releases and use of Full configuration).  
[bookmark: _Hlk534623010]Option 2: DRB release and add after HO (lossless).   In this option, the target continues with the security configuration (i.e., encryption/IP enabled or disabled) for the DRBs as in source cell during the HO procedure.  Following the HO, the target adds aa new DRB, map the QoS flows to the new DRB and releases the old DRB.  Lossless HO is possible, but target must be capable of supporting the source DRB security configuration for a short duration.  This may also be acceptable since gNBs are likely to support DRB IP but may be limited by the data rate it can support for Integrity protection. Hence it could support the source security configuration for a  short duration. 
Question 2: Companies are invited to comment on the observation and whether the options listed above are sufficient for Rel-15 for reconfiguring ciphering and integrity protection for a DRB.  Alternatively, provide other deployment options that could be used.
	Company
	Comments

	Ericsson
	Consistent with our comment on NOTE 5 below, we think it should be possible to change the security configurations of a bearer either with release/add or ReconfigurationWithSync with PDCP reestablishment. 

	vivo
	Agree that release/add with PDCP reestablishment or ReconfigurationWithSync with PDCP reestablishment can be used for security change.  It is the network ‘choice.
For the case that the target node does not support the security from source, in sequence and lossless delivery cannot be guaranteed because the old DRB cannot be copied in target node.



	CATT
	Both option1 and 2 are sufficient for rel-15. The purpose of DRB integrity protection is for MMTC, and other use cases are not yet fully studied or identified in Rel-15. Option 1 should not be excluded, although Option 2 is preferred and may provide better result.


	LG
	We do not see the need for supporting security change other than release/add of the DRB. We think HO between gNBs that support different security configuration is quite rare case, and don’t want to optimize for the rare case.

	NEC
	For Option 1, this needs to be supported due to possible some deployments e.g. where target gNB does not support DRB IP unfortunately.
For Option 2, this (scenario) seems just a network implementation issue based on its capability, as the target anyway supports the source security configuration even for a short duration.

	OPPO
	See the OPPO’s comments in section 2.1.

	Sony
	We agree with Ericsson and Vivo that Reconfiguration with sync and PDCP reestablishment and release/add with PDCP re-establishment can be used for security change. It should be operator policy to enable/disable IP and ciphering e.g. one scenario for different policies could be the boundary and mobility between shared network and standalone network. We don’t think gNB capability should be a constraint.

	Apple
	Both Option 1 and Option 2 are possible network operation. 
From UE perspective, to avoid the ambiguity during the security reconfiguration, we have same view as Ericsson and vivo, security reconfiguration could be supported via the release/addition of the DRB, or reconfiguration with sync with PDCP reestablishment. 

	ZTE
	if the DRB security configuration is set to be “preferred” then the RAN node can make a decision to either switch the security to be “ON” or “OFF”. However, having made this decision, there are two options at the time of HO: 
Option a) keep with the decision for the life time of the DRB (This case is then similar to the option where for instance the security option is set to either ON or OFF by the CN, i.e. the configuration then stays for the lifetime). If the target gNB doesn’t support the configuration from the source for any reason, then admission control during HO can be used to, handle this case. In any case, not supporting the source security configuration is a corner case. 

Option b) Enable change of the security configuration at HO. This option allows for change of the security configuration during HO (and hence during the life time of the DRB). If this option is pursued, then the existing means as highlighted by rapporter in options 1 and 2 above are sufficient and the actual option chosen can be left to network implementation. 

However, we should first decide whether to go with option a or option b. Given the fact that Rel-15 specificaitons are frozen, we prefer option a. Something similar to option b) can be considered further for Rel-16. Note that handling for the case similar to option a is anyway needed when the security setting is set to “ON” or “Off” anyway… i.e. changing this for the case of “preferred” is in the end only a RAN level optimisation, which can wait. 

	MediaTek
	We agree that options 1 and 2 are valid network operation, although option 2 is not always possible (e.g. if the target does not support integrity protection on DRBs at all), so option 1 needs to be considered as the baseline that network implementation can always fall back to.

We also prefer to support changing the ciphering and integrity configuration at reconfiguration with sync with PDCP reestablishment.

	Nokia
	Agree with CATT.

	Huawei,HiSilicon
	The case where, in the same PLMN, some gNBs would apply UP IP for QoS flows with "preferred" requirement, while others would not, looks like a rare case, as the operator would normally ensure consistent behaviour in its whole network.
In Rel-15, in order to avoid changes to any UE, it may be simpler to only support release and add at reconfiguration with sync (which means no PDCP reestablishment for this DRB).

	Samsung
	Same view as Huawei



Summary
Whether implementation specific methods are sufficient: 
No: Ericsson, OPPO, Sony, Apple, MediaTek (5)
Yes: CATT, LG, ZTE, Nokia, Huawei, Samsung (6)
Small majority that use of DRB release and add is sufficient and not to support security configuration changes with reconfiguration with sync and PDCP re-establishment.
Proposal #1: 
Discuss whether to support security configuration changes with reconfiguration with sync and PDCP re-establishment for NR SA.  (This was FFS in last meeting.)

Proposal #2: If proposal #1 agreed not to support security reconfiguration for a DRB:
Discuss if previous agreement to support security reconfiguration for a DRB (with reconfiguration with sync and PDCP re-establishment) for MR-DC should be revisited.  

Impact to specifications for “deactivation” of security
This section looks at possible options on how to specify reconfiguration of a security (for reconfiguring ciphering and integrity protection for a DRB) if RAN2 were to agree to support it.  

Potential issues with the current specification text
In LTE, security configuration fields are provided outside of PDCP configuration.  In NR, we have two different configuration fields – one providing the security fields as in LTE outside PDCP configuration and two other bits in PDCP configuration to indicate whether ciphering and IP are applied for this particular DRB or not.  
The Procedural text is as follows (using IP as an example and only relevant text shown):
2>	if the PDCP entity of this DRB is configured with integrityProtection:
3>	configure the PDCP entity with the integrity algorithms according to securityConfig and apply the KUPint key associated with the master (KeNB/KgNB) or the secondary key (S-KgNB) as indicated in keyToUse;
2>	if the pdcp-Config is included:
3>	reconfigure the PDCP entity in accordance with the received pdcp-Config.

Note that the PDCP is updated with the algorithm and new keys only when IP enable bit is set.  Thus:
Observation #2: When integrityProtection was previously configured but subsequently “deactivated”, the previously configured algorithms and keys (from the previous cell) still remain configured (but not used) for this PDCP entity.  
This may lead to potential issues:
1) When integrityProtection has never been configured for this DRB,  the PDCP is not configured with algorithms or keys at all.  On the other hand, integrityProtection was previously configured but subsequently not configured, the previously configured algorithms and keys (from the previous cell) still remain configured (but not used) for this PDCP entity.  
2) In LTE, as PDCP ASN.1 configuration did not include any security configuration and “configure it in accordance with the received pdcp-Config” did not configure PDCP with any security configuration.  The security configuration was done separately as shown above.  
With NR, since the integrityProtection IE is part of the PDCP configuration and “configure it in accordance with the received pdcp-Config” could be considered as also configuring the enable/disable of security.   

The above two factors on the misalignment between before initial configuration and subsequent “deactivation” and the historical text of “configure it in accordance with the received pdcp-Config” did not configure security along with the fact that there is nothing captured clearly in PDCP specification about “deactivating” ciphering or IP (see discussion in section 2.3.2.2), may cause misinterpretation of the specification.  An implementor may not realise that the disabling flag has to be considered as part of the PDCP configuration. 

Updates to the specifications

RRC specification
For the RRC specifications, there are a few possible options on how to specify security reconfiguring (e.g., disabling integrityProtection after being configured).  (Tdoc R2-1818585 suggested using suspend/resume but this is not listed below because no one seemed to prefer it last meeting.)  
Option 1:
Update the RRC procedural text to indicate to PDCP that security is not configured for this DRB.  For example: 
4>	if the PDCP entity of this DRB is configured with integrityProtection:
5>	configure the PDCP entity with the integrity algorithms according to securityConfig and apply the KUPint key associated with the master key (KeNB/KgNB) or the secondary key (S-KgNB) as indicated in keyToUse;
[bookmark: _Hlk730946]4> else:
5>	indicate to PDCP entity that integrity protection is not configured for this RB and to release the integrity algorithms and the KUPint key;

Option 2: 
Add a NOTE to make it clear that the  “configure it in accordance with the received pdcp-Config” should also consider the security configuration in PDCP; for example as follows:
2>	if the pdcp-Config is included:
3>	reconfigure the PDCP entity in accordance with the received pdcp-Config.
NOTE x: This reconfiguration should also update PDCP security configuration when ciphering or integrity protection is not enabled for this RB.  
 Question 3:  Please provide comments on the above options or provide other suggestions.  
	Company
	Comments

	Ericsson
	We agree that the current way of handling it will result in re-establishing the PDCP while reusing the old security config (which means unacked packets will be retransmitted with the old security config) before the pdcp is informed that IP is off. 

We prefer Option 1, but there is no need to release the UP keys or algorithms, since the SRBs may use the algorithms and other DRBs (e.g. DRBs in other PDU sessions) may use both the keys and algorithms

Thus, something like this will do:

4>	if the PDCP entity of this DRB is configured with integrityProtection:
5>	configure the PDCP entity with the integrity algorithms according to securityConfig and apply the KUPint key associated with the master key (KeNB/KgNB) or the secondary key (S-KgNB) as indicated in keyToUse;
4> else:
5>	indicate to PDCP entity that integrity protection is not configured for this RB;
We can apply the same logic for the ciphering on/off handling 

For NOTE 5 below: it can be updated to:
NOTE 5: Ciphering and integrity protection can be enabled or disabled for a DRB. The enabling/disabling of ciphering or integrity protection can be changed only by releasing and adding the DRB or during a Reconfiguration with sync with PDCP re-establishment.


	vivo 
	We assume that the below part have indicated that the security should be updated based on PDCP configuration.
2>	if the pdcp-Config is included:
3>	reconfigure the PDCP entity in accordance with the received pdcp-Config.
If companies consider that it is not totally clear, the note suggested from the rapporteur can be added.  We prefer option 2. 


	CATT
	For Option 1, the text “indicate to PDCP entity that IP is not configured for this RB” is sufficient (as proposed by Ericsson). It should be specified in PDCP what to do if the PDCP entity receives such an indication.
In addition, the text “to release the integrity algorithms and KUPint key” is prone to be misinterpreted as e.g. “to release the algorithm and algorithm keys currently stored in the UE RRC entity”, which will cause an error as these are used for other bearers.

	LG
	We do not see the need for supporting security change other than release/add of the DRB. However, if companies think that security change should be supported during PDCP re-establishment, we prefer option 2.
Regarding NOTE 5 below, we prefer to keep “releasing and adding the DRB” as it is the default mechanism. If companies want to change the NOTE 5, we prefer to go for the Ericsson’s change above.

	NEC
	Our understanding is similar to vivo. We are fine with the Option 2 for clarification. (wording can be modified, if more appropriate one is seen)
For the NOTE 5, we also prefer the alternative change from Ericsson to keep the wording “releasing and adding the DRB” clearly. 

	OPPO
	For my opinion, the key and algorithm configuration for one PDCP entity is independent of the DRB IP function application. No matter the DRB IP is applied or not for one DRB, the key and algorithm are always there.
Option 2 is better.

	Sony
	We slightly prefer option 1 as it is better to capture in the normative text along with the suggestion from Ericsson for the wording.

	Apple
	Our views are as follows (same as Ericsson’s): 
1) prefer Option 1, i.e. capture all the security related configuration in RRC spec and in normative text; 
2) apply the same way for ciphering enable/disable as that for IP enable/disable;
3) If ciphering or IP is disable for the DRB, we donot need to release the algorithms and the security key.

	ZTE
	Same view as LG. i.e. we think the handling can be restricted to DRB add/release. But if we do go with the changes, then we have no strong view on option1/2.

	MediaTek
	We prefer option 1 (normative text is there already for the case that integrity protection is switched on, so it makes sense to have the parallel requirement for the case that it is switched off), and also think that it’s not necessary to release the keys and algorithms.  It’s OK for them to persist unless reconfigured; it’s an implementation issue in the PDCP layer how and whether it stores them for possible future use with this bearer.  So we agree with the changes as proposed by Ericsson above.

As noted by others, it doesn’t seem correct as suggested below to remove the “release and add” option in Note 5, since it would still be possible to use the release/add operation.

	Nokia
	Agree with Ericsson and CATT.

	Huawei, HiSilicon
	Our preference is only release and add, in which case there is no need for any change.
About above proposals:
- release configuration in option 1 is not-backward compatible so unacceptable (currently the UE keeps the configured IP algorithm and derives UP IP key every time it receives a masterKeyUpdate).
- in option 2, we see a risk that the "PDCP security configuration" does not have a precise definition and could be interpreted differently by different UE implementations. Besides, it is a misuse of note.

	Samsung 
	For Rel-15, need for supporting security change with release/add of the DRB is sufficient. We prefer Option 2.



In addition to the above, based on the agreement on supporting IP reconfiguration, the following NOTE and some field descriptions will need to be updated for alignment.  For example:
[bookmark: _Hlk731002]NOTE 5: Ciphering and integrity protection can be enabled or disabled for a DRB. The enabling/disabling of ciphering or integrity protection can be changed only by releasing and adding the for a DRB only during a HO procedure with PDCP re-establishment.
Summary
Company preferences:
Option 1: Normative text changes: Ericsson, CATT, Sony, Apple, MediaTek, Nokia (6)
Option 2: Note update:  Vivo, LG, NEC, OPPO, Samsung? (5?)
Small majority to have normative text changes (option 1 based).
With regard to the details of actual changes, majority of the companies felt that there is no need to release the algorithm and keys.  And that NOTE 5 should keep the Release and Add option.
Proposal #3: Choose option 1 to make normative changes (but without  releasing the algorithm and keys from option 1).  NOTE 5 also to be updated while keeping the Release and Add option.
These changes are captured in R2-1900775.

Potential changes to PDCP
Even though the PDCP specifications when written did not consider disabling security for a DRB, the current specifications could mostly still be interpreted to handle it, perhaps with some small changes/clarifications.  Relevant text in PDCP specification with regard to security configuration is highlighted below with some possible changes and related comments.
	Start of potential updates to PDCP spec


[bookmark: _Toc525809069]5.1.2	PDCP entity re-establishment
When upper layers request a PDCP entity re-establishment, the transmitting PDCP entity shall:
-	for UM DRBs and AM DRBs, reset the header compression protocol for uplink and start with an IR state in U-mode (as defined in RFC 3095 [8] and RFC 4815 [9]) if drb-ContinueROHC is not configured in TS 38.331 [3];
-	for UM DRBs and SRBs, set TX_NEXT to the initial value;
-	for SRBs, discard all stored PDCP SDUs and PDCP PDUs;
-	apply the ciphering algorithm and key provided by upper layers during the PDCP entity re-establishment procedure;	Comment by Rapporteur: PDCP C1:  Ideally, this should have said “….key if provided by upper layers” as these are not provided even today when security is not activated. But perhaps not essential as long as it is made clear somewhere in the specification that it can security is not applied even if the algorithm was previously configured?  
See also observation #2 
Same comment in other occurrences below.  
-	apply the integrity protection algorithm and key provided by upper layers during the PDCP entity re-establishment procedure;
-	for UM DRBs, for each PDCP SDU already associated with a PDCP SN but for which a corresponding PDU has not previously been submitted to lower layers:
-	consider the PDCP SDUs as received from upper layer;
-	perform transmission of the PDCP SDUs in ascending order of the COUNT value associated to the PDCP SDU prior to the PDCP re-establishment without restarting the discardTimer, as specified in subclause 5.2.1;
-	for AM DRBs, from the first PDCP SDU for which the successful delivery of the corresponding PDCP Data PDU has not been confirmed by lower layers, perform retransmission or transmission of all the PDCP SDUs already associated with PDCP SNs in ascending order of the COUNT values associated to the PDCP SDU prior to the PDCP entity re-establishment as specified below:
-	perform header compression of the PDCP SDU as specified in the subclause 5.7.4;
-	perform integrity protection and ciphering of the PDCP SDU using the COUNT value associated with this PDCP SDU as specified in the subclause 5.9 and 5.8;	Comment by Rapporteur: PDCP C2: Ideally, this should have said “… if configured …” but may be obvious from other text and not essential?  
-	submit the resulting PDCP Data PDU to lower layer, as specified in subclause 5.2.1.
When upper layers request a PDCP entity re-establishment, the receiving PDCP entity shall:
[bookmark: Signet15]-	process the PDCP Data PDUs that are received from lower layers due to the re-establishment of the lower layers, as specified in the subclause 5.2.2.1;
-	for SRBs, discard all stored PDCP SDUs and PDCP PDUs;
-	for SRBs and UM DRBs, if t-Reordering is running:
-	stop and reset t-Reordering;
-	for UM DRBs, deliver all stored PDCP SDUs to the upper layers in ascending order of associated COUNT values after performing header decompression;
-	for AM DRBs, perform header decompression for all stored PDCP SDUs if drb-ContinueROHC is not configured in TS 38.331 [3];
-	for UM DRBs and AM DRBs, reset the header compression protocol for downlink and start with NC state in U-mode (as defined in RFC 3095 [8] and RFC 4815 [9]) if drb-ContinueROHC is not configured in TS 38.331 [3];
-	for UM DRBs and SRBs, set RX_NEXT and RX_DELIV to the initial value;
-	apply the ciphering algorithm and key provided by upper layers during the PDCP entity re-establishment procedure;
-	apply the integrity protection algorithm and key provided by upper layers during the PDCP entity re-establishment procedure.

[bookmark: _Toc525809092]5.8	Ciphering and deciphering
The ciphering function includes both ciphering and deciphering and is performed in PDCP, if configured. The data unit that is ciphered is the MAC-I (see subclause 6.3.4) and the data part of the PDCP Data PDU (see subclause 6.3.3) except the SDAP header and the SDAP Control PDU if included in the PDCP SDU. The ciphering is not applicable to PDCP Control PDUs. Ciphering is applied to PDCP Data PDUs of DRBs for which ciphering is configured.
The ciphering algorithm and key to be used by the PDCP entity are configured by upper layers TS 38.331 [3] and the ciphering method shall be applied as specified in TS 33.501 [6].
The ciphering function is activated/suspended/resumed by upper layers TS 38.331 [3]. When security is activated, and ciphering is configured and not suspended for a RB, the ciphering function shall be applied to all PDCP Data PDUs indicated by upper layers TS 38.331 [3] for the downlink and the uplink, respectively.	Comment by Rapporteur: PDCP C4: Security activation is for the UE.  This will clarify that the ciphering can be configured for a particular RB.
For downlink and uplink ciphering and deciphering, the parameters that are required by PDCP for ciphering are defined in TS 33.501 [6] and are input to the ciphering algorithm. The required inputs to the ciphering function include the COUNT value, and DIRECTION (direction of the transmission: set as specified in TS 33.501 [6]).The parameters required by PDCP which are provided by upper layers TS 38.331 [3] are listed below:
-	BEARER (defined as the radio bearer identifier in TS 33.501 [6]. It will use the value RB identity –1 as in TS 38.331 [3]);
-	KEY (the ciphering keys for the control plane and for the user plane are KRRCenc and KUPenc, respectively).
[bookmark: _Toc525809093]5.9	Integrity protection and verification
The integrity protection function includes both integrity protection and integrity verification and is performed in PDCP, if configured. The data unit that is integrity protected is the PDU header and the data part of the PDU before ciphering. The integrity protection is always applied to PDCP Data PDUs of SRBs. The integrity protection is applied to PDCP Data PDUs of DRBs for which integrity protection is configured. The integrity protection is not applicable to PDCP Control PDUs.
The integrity protection algorithm and key to be used by the PDCP entity are configured by upper layers TS 38.331 [3] and the integrity protection method shall be applied as specified in TS 33.501 [6].
[bookmark: _Hlk534297672]The integrity protection function is activated/suspended/resumed by upper layers TS 38.331 [3]. When security is activated  and integrity protection is configured and not suspended for a RB, the integrity protection function shall be applied to all PDUs including and subsequent to the PDU indicated by upper layers TS 38.331 [3] for the downlink and the uplink, respectively.	Comment by Rapporteur: PDCP C4 (same comment as for ciphering): Security activation is for the UE.  This will clarify that the Integrity protection can be configured for a particular RB.
NOTE:	As the RRC message which activates the integrity protection function is itself integrity protected with the configuration included in this RRC message, this message needs first be decoded by RRC before the integrity protection verification could be performed for the PDU in which the message was received.
For downlink and uplink integrity protection and verification, the parameters that are required by PDCP for integrity protection are defined in TS 33.501 [6] and are input to the integrity protection algorithm. The required inputs to the integrity protection function include the COUNT value, and DIRECTION (direction of the transmission: set as specified in TS 33.501 [6]). The parameters required by PDCP which are provided by upper layers TS 38.331 [3] are listed below:
-	BEARER (defined as the radio bearer identifier in TS 33.501 [6]. It will use the value RB identity –1 as in TS 38.331 [3]);
-	KEY (the integrity protection keys for the control plane and for the user plane are KRRCint and KUPint, respectively).
At transmission, the UE computes the value of the MAC-I field and at reception it verifies the integrity of the PDCP Data PDU by calculating the X-MAC based on the input parameters as specified above. If the calculated X-MAC corresponds to the received MAC-I, integrity protection is verified successfully.

[bookmark: _Toc525809115]6.3.4	MAC-I
Length: 32 bits
This field carries a message authentication code calculated as specified in subclause 5.9.
For SRBs, the MAC-I field is always present. If integrity protection is not configured, the MAC-I field is still present but should be padded with padding bits set to 0.
For DRBs, the MAC-I field is present only when the DRB is configured with integrity protection.	Comment by Rapporteur: PDCP C5: As long as it is clear somewhere that integrity protection can be released the DRB, this text should be OK as it is.  
	End of Potential updates to PDCP spec



As can be seen from above, the current PDCP specification does not explicitly capture the concept of “deactivation” or “releasing” the security configuration.  
Companies are invited to provide feedback on the rapporteur’s comments and suggested updates numbered PDCP C1 to PDCP C5 above.
Question 4:  Please provide feedback, if any, on rapporteur comments and suggested updates numbered PDCP C1-C5 above
	Company
	Comments

	Ericsson
	In general, we are neutral to the proposed changes, but we don’t think they are very essential as in section 5.8/9 it is already stated that ciphering/Ip are applied only if configured. 

With regard to C3:  Ciphering can also be disabled for SRBs (at least the PDCP-Config structure allows it), while for IP, as stated in section 5.9, IP is always applied 	Comment by Intel SP: My recollection is that we agreed not to support this combination where ciphering is disabled for an SRB and enabled for DRB.  It is possible not to use ciphering at all for all the RBs – in which case, network will use NEA0.

With regard to C4: The security is suspended only during RRC Reestablishment, and it affects only SRB1 operation. Once re-establishment is successful, security is resumed. Since all bearers are suspended on re-establishment initiation and resumed during the first reconfig after re-establishment, there is no need to worry about the case where the security is suspended and we have to send data over an RB.   (same comment for the integrity protection)

C5. No need to change the NOTE

	vivo 
	We also do not think that these changes are essential. 


	CATT
	C1 and C2: no strong opinion could be left as it is.
C3,C4 and C5: we think it is good to align with the terms used in ASN.1 and hence used enabled/disabled as suggested below.
In section 5.8
Ciphering is applied to PDCP Data PDUs of DRBs for which ciphering is configured enabled.
…
The ciphering function is activated/suspended/resumed by upper layers TS 38.331 [3]. When security is activated, and ciphering is configured and not suspended disabled for a RB, the ciphering function shall be applied to all PDCP Data PDUs indicated by upper layers TS 38.331 [3] for the downlink and the uplink, respectively.	Comment by Intel SP: Agree with MediaTek comment.
“suspension” of security is a different concept to this discussion.  It is used only for SRB during Re-establishment.  Hence we should keep “suspended” as is.  
In section 5.9
The integrity protection function is activated/suspended/resumed by upper layers TS 38.331 [3]. When security is activated  and integrity protection is configured and not suspended disabled for a RB, the integrity protection function shall be applied to all PDUs including and subsequent to the PDU indicated by upper layers TS 38.331 [3] for the downlink and the uplink, respectively.
In section 6.3.4
For DRBs, the MAC-I field is present only when the DRB is configured enabled with integrity protection.


	LG
	C1, C2: It is not needed because the PDCP specification intentionally avoids use of “if configured” in every occurrence. It is only specified in one place (e.g. 5.8 for ciphering and deciphering, 5.9 for Integrity protection and verification)

C3: It is not needed because the first sentence of that section already addresses the same thing.

C4: It is not needed because PDCP specification is written from a RB point of view. 

C5: The text may need to be changed as follows:
“For DRBs, the MAC-I field is present only when the integrity protection is activated and not suspended for the DRB.”	Comment by Intel SP: Integrity protection is not suspended for a DRB.  It is only suspended for SRB.  


	NEC
	For C1 and C2, we do not have strong view, either, as they seem not essential.
C3: agree that this sentence is not needed. if added, it would be good to also clarify the point from Ericsson (i.e. applicable to SRB).
C4: “not suspended” implies the ciphering/integrity protection is configured, but it may not be clear enough. If some wording is required for clarification, maybe we can say e.g. “When security is activated, and configured ciphering function is not suspended, …”. Referring to the wording in 5.3.7.4 of 38.331 (“suspend” is used for IP/ciphering).	Comment by Intel SP: Please see my comments to CATT.
C5: Current text is also OK, while the proposed update from LG seems clearer and is aligned with other desrciptionss. 

	OPPO
	We do not see the need for the changes.

	Sony
	We don’t have strong preference either way for the proposed changes. We slightly prefer enable/disable wording as suggested by CATT for C3, C4 and C5. 

	Apple
	We are fine with the PDCP spec without any change. 
We think it is important to make the operation of DRB specific IP/ciphering activation/deactivation clear in RRC spec. In PDCP spec, current description is per PDCP entity, and in section 5.8 and 5.9, the first sentence has indicated that the ciphering/IP operation for each DRB is based on RRC configuration, so we think current PDCP spec is OK to us.  

	ZTE
	No strong view on these. Some of these are clarifications that may be helpful if we agree to enable changing the DRB security configuration. 

	MediaTek
	We agree with C1 and C2 in principle but also agree that the changes are not critical to have.

Agree with Ericsson’s comment on C3; this should apply to DRBs and SRBs both if we decide to introduce the sentence.  We slightly prefer to have the change, for symmetry with section 5.9.

On C4, the proposed change seems correct.  The “suspended” language is there in the pre-existing text, not part of the proposed changes here, so maybe we shouldn’t try to change it as part of this discussion.  Regarding Ericsson’s comment on this point, our understanding is that the “not suspended” language is there to make sure that PDCP does not perform ciphering/integrity checks on the RRCReestablishment message.  We’re OK to use “enabled” instead of “configured” as suggested by CATT to align with ASN.1, but we think we should keep the “not suspended” language which aligns with what we have now in 38.331 (“configure lower layers to suspend integrity protection and ciphering for SRB1”).

On C5, agree with the comment.

	Nokia
	C1, C2: not essential

C3: agree with LG, not needed.

C4: according to 38.331 AS Security is “activated” using the initial security activation procedure (see 5.3.4.3 in 38.331) and “re-activated” at re-establishment (see 5.3.7.1 in 38.331).  Ciphering and IP can be “suspended” and then “resumed” only for SRB1. In other cases, they are either “disabled” or “enabled” via cipheringDisabled and integrityProtection. In our view, there is no scenario where ciphering / IP are configured without having AS security activated. Thus, it would be enough to state:

When ciphering is enabled and not suspended, the ciphering function…

Similar comment as for ciphering, it would be enough to state:

When integrity protection is enabled and not suspended, the integrity protection function…

C5: no need to change as long as what is suggested above is captured.

	Huawei, HiSilicon
	C3 looks unnecessary according to rapporteur comment. The intention of the two C4 changes is ok but the change looks like it is about suspension "for a RB", so it may be better to only add "For all RBs for which ciphering is configured" / "For all RBs for which integrity protection is configured".

	Samsung
	C1, C2, C3 and C5 in our view not needed.

The intention of C4 looks reasonable. Detailed wording can be discussed further.



C1: Not essential: All companies.
C2: Not essential: All companies.
C3: Not essential: Ericsson, ViVo, LG, OPPO,  Apple, Nokia, , Samsung
	Useful: CATT, Sony, MediaTek, Ericsson, 
C4: Not essential: Ericsson, ViVo, LG, OPPO,  Apple,
	Useful: CATT, Sony, MediaTek, Nokia, Huawei, HiSilicon, 
C5: Not essential: Ericsson, ViVo, OPPO,  Apple, MediaTek, Nokia,  Samsung
	Useful: CATT, LG, Sony, 
Some companies expressed a view that ciphering for an SRB can be disabled.  Since disabling is related to PDU session and DRBs, there was no previous agreement to support disabling ciphering for SRB (while enabling for a DRB).

Summary:
C1, C2: All companies agreed that changes C1 and C2 are not needed.
C3: Small majority of companies felt C3 is not essential.
C4: Small majority of companies felt C4 is useful
C5: Majority of companies of companies felt C5 is not needed.
Proposal #4: Introduce the change C4.  
Proposal #5: Discuss if C3 (whether to align ciphering and integrity protection sentence) is useful, either by introducing the same sentence in ciphering section or deleting the sentence in Integrity protection section.
Proposal #6: Discuss whether to support disabling ciphering for SRB.
Details of the changes C4:
Rapporteur input: As commented by MediaTek, Nokia, “suspension” of security is a different concept to this discussion.  It is used only for SRB during Re-establishment.  Hence we should keep “suspended” as is.   Proposal from MedtiaTek, Nokia to use “ciphering/IP is enabled” and align RRC and PDCP terminology looks most consistent.
Proposed changes are captured in R2-1900776.  

Summary and proposals (copy paste from the previous sections)

Summary (Background):
All companies agree that there are inconsistencies in RRC that needs to be fixed.
Almost all companies agree that if reconfiguration of security for a DRB is to be supported in the specifications, it is only supported during a HO (“Reconfiguration with Sync”) procedure (NOTE: release and add of the DRB is always supported).
All companies agree that MAC-I is not present (at the end of the PDU) when Integrity protection is disabled for a DRB
Summary (Requirements)
Small majority that use of DRB release and add is sufficient and not to support security configuration changes with reconfiguration with sync and PDCP re-establishment.
Proposal #1: 
Discuss whether to support security configuration changes with reconfiguration with sync and PDCP re-establishment for NR SA.  (This was FFS in last meeting.)

Proposal #2: If proposal #1 agreed not to support security reconfiguration for a DRB:
Discuss if previous agreement to support security reconfiguration for a DRB (with reconfiguration with sync and PDCP re-establishment) for MR-DC should be revisited.  
Summary (Impact to RRC spec) 
Small majority to have normative text changes (option 1 based).
With regard to the details of actual changes, majority of the companies felt that there is no need to release the algorithm and keys.  And that NOTE 5 should keep the Release and Add option.
Proposal #3: Choose option 1 to make normative changes (but without  releasing the algorithm and keys from option 1).  NOTE 5 also to be updated while keeping the Release and Add option.
These changes are captured in R2-1900775.
Summary (Impact to PDCP spec):
C1, C2: All companies agreed that changes C1 and C2 are not needed.
C3: Small majority of companies felt C3 is not essential.
C4: Small majority of companies felt C4 is useful
C5: Majority of companies of companies felt C5 is not needed.
Proposal #4: Introduce the change C4.  
Proposal #5: Discuss if C3 (whether to align ciphering and integrity protection sentence) is useful, either by introducing the same sentence in ciphering section or deleting the sentence in Integrity protection section.
Proposal #6: Discuss whether to support disabling ciphering for SRB.
Details of the changes C4:
Rapporteur input: As commented by MediaTek, Nokia, “suspension” of security is a different concept to this discussion.  It is used only for SRB during Re-establishment.  Hence we should keep “suspended” as is.   Proposal from MediaTek, Nokia to use “ciphering/IP is enabled” and align RRC and PDCP terminology looks most consistent.
Proposed changes are captured in R2-1900776.  
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Annex: Extracts from relevant specifications 
Extracts from 38.413
Maximum Integrity Protected Data Rate
For each PDU session for which the Security Indication IE is included in the PDU Session Resource Setup Request Transfer IE of the PDU SESSION RESOURCE SETUP REQUEST message, and the Integrity Protection Indication IE or Confidentiality Protection Indication IE is set to "preferred", then the NG-RAN node should, if supported, perform user plane integrity protection or ciphering, respectively, for the concerned PDU session.
[..]
[bookmark: _Hlk521361544][bookmark: _Hlk522727533][bookmark: _Hlk522727582][bookmark: _Hlk520813947]For each PDU session for which the Maximum Integrity Protected Data Rate IE is included in the Security Indication IE in the PDU Session Resource Setup Request Transfer IE of the PDU SESSION RESOURCE SETUP REQUEST message, and the Integrity Protection Indication IE is set to "required" or "preferred", the NG-RAN node shall enforce the traffic corresponding to the received Maximum Integrity Protected Data Rate IE, for the concerned PDU session and concerned UE, as specified in TS 23.501 [9]. The NG-RAN node shall store the received Maximum Integrity Protected Data Rate IE and use it for the concerned PDU session and concerned UE as specified in TS 23.501 [9].

ASN.1 for PDCP configuration from 38.331



[bookmark: _Hlk514739587]PDCP-Config ::=         SEQUENCE {
    drb                     SEQUENCE {
        discardTimer            ENUMERATED {ms10, ms20, ms30, ms40, ms50, ms60, ms75, ms100, ms150, ms200,
                                            ms250, ms300, ms500, ms750, ms1500, infinity}           OPTIONAL, -- Cond Setup
        pdcp-SN-SizeUL          ENUMERATED {len12bits, len18bits}                                   OPTIONAL, -- Cond Setup2
        pdcp-SN-SizeDL          ENUMERATED {len12bits, len18bits}                                   OPTIONAL, -- Cond Setup2
        headerCompression       CHOICE {
            notUsed                 NULL,
            rohc                    SEQUENCE {
                maxCID                  INTEGER (1..16383)                                          DEFAULT 15,
                profiles                SEQUENCE {
                    profile0x0001           BOOLEAN,
                    profile0x0002           BOOLEAN,
                    profile0x0003           BOOLEAN,
                    profile0x0004           BOOLEAN,
                    profile0x0006           BOOLEAN,
                    profile0x0101           BOOLEAN,
                    profile0x0102           BOOLEAN,
                    profile0x0103           BOOLEAN,
                    profile0x0104           BOOLEAN
                },
                drb-ContinueROHC            ENUMERATED { true }                                     OPTIONAL    -- Need N
            },
            uplinkOnlyROHC          SEQUENCE {
                maxCID                  INTEGER (1..16383)                                          DEFAULT 15,
                profiles                SEQUENCE {
                    profile0x0006           BOOLEAN
                },
                drb-ContinueROHC            ENUMERATED { true }                                     OPTIONAL    -- Need N
            },
            ...
        },
        integrityProtection     ENUMERATED { enabled }                                              OPTIONAL,   -- Cond ConnectedTo5GC
        statusReportRequired    ENUMERATED { true }                                                 OPTIONAL,   -- Cond Rlc-AM
        outOfOrderDelivery      ENUMERATED { true }                                                 OPTIONAL    -- Need R
    }                                                                                               OPTIONAL,   -- Cond DRB
    moreThanOneRLC          SEQUENCE {
        primaryPath             SEQUENCE {
            cellGroup               CellGroupId                                                     OPTIONAL,   -- Need R
            logicalChannel          LogicalChannelIdentity                                          OPTIONAL    -- Need R
        },
        ul-DataSplitThreshold   UL-DataSplitThreshold                                               OPTIONAL, -- Cond SplitBearer
        pdcp-Duplication            BOOLEAN                                                         OPTIONAL    -- Need R
    }                                                                                               OPTIONAL, -- Cond MoreThanOneRLC

    t-Reordering                ENUMERATED {
                                    ms0, ms1, ms2, ms4, ms5, ms8, ms10, ms15, ms20, ms30, ms40,
                                    ms50, ms60, ms80, ms100, ms120, ms140, ms160, ms180, ms200, ms220,
                                    ms240, ms260, ms280, ms300, ms500, ms750, ms1000, ms1250,
                                    ms1500, ms1750, ms2000, ms2250, ms2500, ms2750,
                                    ms3000, spare28, spare27, spare26, spare25, spare24,
                                    spare23, spare22, spare21, spare20,
                                    spare19, spare18, spare17, spare16, spare15, spare14,
                                    spare13, spare12, spare11, spare10, spare09,
                                    spare08, spare07, spare06, spare05, spare04, spare03,
                                    spare02, spare01 }                                              OPTIONAL, -- Need S
    ...,
    [[
    cipheringDisabled       ENUMERATED {true}                                                       OPTIONAL    -- Cond ConnectedTo5GC
    ]]

}

UL-DataSplitThreshold ::= ENUMERATED {
                                            b0, b100, b200, b400, b800, b1600, b3200, b6400, b12800, b25600, b51200, b102400, b204800,
                                            b409600, b819200, b1228800, b1638400, b2457600, b3276800, b4096000, b4915200, b5734400,
                                            b6553600, infinity, spare8, spare7, spare6, spare5, spare4, spare3, spare2, spare1}

-- TAG-PDCP-CONFIG-STOP
-- ASN1STOP

Procedural text for DRB reconfiguration in 38.331

1>	for each drb-Identity value included in the drb-ToAddModList that is part of the current UE configuration:
2>	if the reestablishPDCP is set:
3>	if target RAT of handover is E-UTRA/5GC, or;
3>	if the UE is only connected to E-UTRA/5GC:
4>	if the PDCP entity of this DRB is not configured with cipheringDisabled:
5>	configure the PDCP entity with the ciphering algorithm and KUPenc key configured/derived as specified in TS 36.331 [10]], clause 5.4.2.3, i.e. the ciphering configuration shall be applied to all subsequent PDCP PDUs received and sent by the UE;
3>	else:
4>	if the PDCP entity of this DRB is not configured with cipheringDisabled:
5>	configure the PDCP entity with the ciphering algorithm and KUPenc key associated with the master key (KeNB/ KgNB) or the secondary key (S-KgNB), as indicated in keyToUse, i.e. the ciphering configuration shall be applied to all subsequent PDCP PDUs received and sent by the UE;
4>	if the PDCP entity of this DRB is configured with integrityProtection:
5>	configure the PDCP entity with the integrity algorithms according to securityConfig and apply the KUPint key associated with the master key (KeNB/KgNB) or the secondary key (S-KgNB) as indicated in keyToUse;

