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Introduction
RAN2 received an LS from RAN3 [1] regarding enforcement of supported maximum supported rate for integrity protection of DRB and asked RAN2/SA2 the following question asking whether UE can do policing of max supported DRB-IP data rate.  
Question: Could the limiting of the uplink data rate (according to the maximum integrity protected bit rate) be performed by the concerned UE itself (assuming the RAN already performs admission control)?
SA2 in their response LS [2], replied:
SA2 confirms to RAN3 that limiting of the uplink data rate (according to the maximum integrity protected bit rate) is performed by the UE.
While SA2 in their LS response confirmed UE can but it was not made clear how this is done or whether this implies any new AS requirements.  This document discusses the previous discussions and agreements on this topic in RAN2 and what the recent LS implies for AS in UE.
Discussion
RAN2 discussed this topic in R2-101 and earlier meetings and had made the following agreements in R2-101:
Agreements for SA 
3:	It is left to network to ensure that the UE supported data rate for integrity protection is not exceeded.  UE behaviour when data rate exceeds supported rate is unspecified.
Observation #1: RAN2 had previous agreed that it is up to network to ensure the UE capability for supported data rate for IP is not exceeded.  UE behaviour is unspecified if this is not met.
As mentioned above, RAN3 and SA2 confirmed that policing of UL data rate to ensure that the supported maximum IP rate is not exceeded at the UE.  RAN3 indicated the difficulty to do this at the network side.  It should be noted that this was indeed discussed when the reduced IP rate support at the UE was agreed and it was commented that the low data rate of 64kb/s will imply DRB-IP will be limited to certain application types.
Observation #2: Low data rate of 64Kb/s for DRB-IP for Rel-15 will limit its use to certain application types and possibly one PDU session.
RAN3 further says “assuming the RAN already performs admission control”. It is not clear from the LS what this admission control involves.  
[bookmark: _GoBack]Each PDU session for non-GBR data has a corresponding Session-AMBR that is applicable across all the DRBs of the PDU session.  The Session-AMBR is signalled to the master gNB and UE.  Further, it is required that all the DRBs of a PDU session has the same DRB-IP configuration.    
Similarly, gNB and UE has knowledge of the maximum data rates for the GBR bearers.
Hence it is possible for gNB to ensure through admission control that the total data rate for DRB-IP across all the DRBs for which DRB-IP does not exceed the UE capability.
Observation #3: Network can ensure that the configured maximum rate for all the DRBs subject to integrity protection does not exceed the maximum supported data rate for DRB-IP at the UE.
UE has an additional requirement:
The UE shall perform UL rate limitation on PDU Session basis for Non-GBR traffic using Session-AMBR, if the UE receives a Session-AMBR.
Observation #4: UE NAS ensures that the maximum data rate for the PDU sessions do not exceed configured AMBR.
Hence:
Observation #5: If gNB ensures that the combined maximum data rate for all the DRBs subject to DRB-IP does not exceed the UE capability, the AS in the UE will not be subject to a data rate exceeding supported rate for DRB-IP.  
If instead, the network allows the configured combined maximum data rate for all the DRBs subject to DRB-IP to exceed the UE capability configured for the UE with DRBs subject to IP, it is still possible that the actual data rate for IP may be below the UE capability due to statistical muxing gain.  But it is also very possible that the data rate can exceed the UE DRB-IP capability at some point.  This will be observed at the UE only after taking into account the logical channel prioritisation.  Subsequent possible action that UE can take at this time is limited and difficult to implement or specify.   
Observation #6: If gNB does not ensure that the configured combined maximum data rate for all the DRBs subject to DRB-IP does not exceed the UE capability, the AS in the UE may be subject to a data rate exceeding supported rate for DRB-IP that is difficult for AS to handle based on the logical channel prioritisation.
Based on the above discussion, the network should ensure through configuration at admission control that the AS in the UE will not be subject to DRB-IP exceeding the supported rate.  At this phase of Rel-15, no additional requirements should be considered at the AS.  The previous agreements from RAN2 should be sufficient:
It is left to network to ensure that the UE supported data rate for integrity protection is not exceeded.  UE behaviour when data rate exceeds supported rate is unspecified.
Proposal #1: No new requirement is introduced in AS in the UE to police that the supported DRB-IP data rate is not exceeded.  UE behaviour when data rate exceeds supported rate is unspecified.   Network configuration should ensure that the data rate for DRB-IP never exceeds the UE capability.
Proposal #2: Respond to RAN3/SA2 with RAN2 conclusions.
Conclusions and proposals
This document discussed the possible implication to UE AS from the incoming LSes from RAN3 [1] and response from SA2 [2] regarding support of maximum data rate for DRB-IP at the UE.  The following observations and proposals were made.
Observation #1: RAN2 had previous agreed that it is up to network to ensure the UE capability for supported data rate for IP is not exceeded.  UE behaviour is unspecified if this is not met.
Observation #2: Low data rate of 64Kb/s for DRB-IP for Rel-15 will limit its use to certain application types and possibly one PDU session.
Observation #3: Network can ensure that the configured maximum rate for all the DRBs subject to integrity protection does not exceed the maximum supported data rate for DRB-IP at the UE.
Observation #4: UE NAS ensures that the maximum data rate for the PDU sessions do not exceed configured AMBR.
Observation #5: If gNB ensures that the combined maximum data rate for all the DRBs subject to DRB-IP does not exceed the UE capability, the AS in the UE will not be subject to a data rate exceeding supported rate for DRB-IP.  
Observation #6: If gNB does not ensures that the configured combined maximum data rate for all the DRBs subject to DRB-IP does not exceed the UE capability, the AS in the UE may be subject to a data rate exceeding supported rate for DRB-IP that is difficult for AS to handle based on the logical channel prioritisation.
Proposal #1: No new requirement is introduced in AS in the UE to police that the supported DRB-IP data rate is not exceeded.  UE behaviour when data rate exceeds supported rate is unspecified.   Network configuration should ensure that the data rate for DRB-IP never exceeds the UE capability.
Proposal #2: Respond to RAN3/SA2 with RAN2 conclusions.
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Annex (for information)
Agreements from R2-101:
Agreements for EN-DC
1:	Integrity protection of DRB is not supported for EN-DC. 
Agreements for SA 
2:	Any data packet failing integrity check is discarded by PDCP.
[bookmark: _Hlk387229]3:	It is left to network to ensure that the UE supported data rate for integrity protection is not exceeded.  UE behaviour when data rate exceeds supported rate is unspecified.
4:	In NR UE capability signalling add a code point for support of the full data rate of the UE.
5:	Signal the UE capability for supported max data rate for DRB IP in NAS as part of the rest of the UE security capability.  This should be confirmed with SA3/CT1/RAN3.
6	Some description of the max DRB-IP data rate should remain visible in the AS specs (either 38.306 or 38.300). Details TBD.


