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1	Introduction
In UP-EDT, it was agreed in RAN2#103bis that UL data in Msg3 is only considered successfully delivered if the integrity check of RRC message in Msg4 is successful [1]. During the subsequent offline discussion [CB#406], companies discussed where and how to capture the agreement in specifications, but there was no agreement made.
[CB#406] To progress the discussion regarding where and how to capture the UE behaviour if integrity check of RRC message in Msg4 fails (MediaTek)
In the last meeting, we discussed our solution to capture the agreement for reliable delivery of user data in UP-EDT, i.e., avoiding user data loss in case of unsuccessful UP-EDT [2]. However, some companies think there is no need to address the issue of possible data loss and as this is already handled in legacy [3]. In email discussion [104#63] it was agreed to add a related note in TS36.300 (subclause 7.3b.3) about when the UE considers UP-EDT not successful.
NOTE 2:	If neither RRCConnectionRelease nor, in case of fallback, RRCConnectionResume is received in response to RRCConnectionResumeRequest for EDT, the UE considers the UL data transmission not successful.
We think the note is not sufficient for the UE to handle data loss in case of unsuccessful completion of UP-EDT. In this contribution, we highlight that removal of UP-EDT data is not properly handled by any existing mechanism and thus it is necessary to specify UE behavior to avoid data loss.
This paper is a major revision of R2-1816629.
[bookmark: _Ref178064866]2	Discussion
As specified in [4], in legacy, at the reception of user data (i.e., PDCP DTCH SDU) from upper layers, the PDCP entity shall start the PDCP discardTimer, whose value is configured by upper layers. The user data shall be removed or deleted at some point later, ideally upon reception of an indication from the lower layer (RLC) that the PDCP PDU has been confirmed successfully delivered. Or the data shall be removed once the timer expired. Thus, for RLC UM mode, there is no RLC ACK and data is always removed based on the expiration of the discardTimer. In case of RLC AM mode, if the RLC polls a status report for the DRB SDU in Msg3, the PDCP may remove UL data based on the RLC ACK.
In UP-EDT, user data should only be removed upon successful completion of Msg3, i.e., reception of the RRCConnectionRelease or RRCConnectionResume with successful integrity check performed at the RRC layer. However, there is no connection between the existing data removal/discard mechanism and the determination of successful UP-EDT. That means user data may be removed by the PDCP discard mechanism before the RRC checks the integrity of the RRC message in Msg4, i.e., data loss even in case of unsuccessful UP-EDT.
[bookmark: _Toc1112080]UL data sent in Msg3 should only be removed upon successful completion of UP-EDT.
[bookmark: _Toc1112075]Legacy data discard mechanism at PDCP layer has no connection with determination of successful UP-EDT at RRC layer leading to possible data loss in case of unsuccessful UP-EDT.
In particular, the discarding of user data based on existing PDCP mechanism, i.e., the discardTimer and ACK from RLC layer, means that data loss can also occur in case the UE does not receive the RRCConnectionRelease nor RRCConnectionResume in Msg4 or receive either of them but with failure of integrity check, i.e., bad PDCP MAC-I. This maybe because Msg4 was not sent from a legitimate eNB, that in turn implies that user data in Msg3 was not successfully delivered to a legitimate eNB.
[bookmark: _Toc1112076]UP-EDT data loss could happen at least in following cases:
1. [bookmark: _Toc1112077]Msg4 includes an RRCConnectionResume or RRCConnectionRelease with integrity check failure.
2. [bookmark: _Toc1112078]Msg4 includes an RRCConnnectionReject or RRCConnectionSetup.
3. [bookmark: _Toc1112079]Msg4 is not sent, not received (lost), or not successfully received at UE.
There are two aspects to be considered when handling data loss in UP-EDT. First, how to start the PDCP discardTimer for UP-EDT DRB SDU at PDCP layer in a proper way. Second, how to ensure user data is not removed in case of integrity check failure of the RRC message in Msg4 even if the lower layer (RLC) indicates that the PDCP PDU has been confirmed successfully delivered, i.e., when receiving an RLC ACK.
To avoid removing user data due to the discardTimer expiry before the integrity check of the RRC message in Msg4, it is proposed to start the timer when the integrity check of the RRC message is successful. In addition, in case of integrity check failure, the PDCP layer should consider the received DRB SDU (UP-EDT) not been confirmed successfully delivered by the lower layers.
[bookmark: _Ref950037][bookmark: _Toc1112081]To avoid data loss even in case of unsuccessful UP-EDT, it is proposed that: 
1. [bookmark: _Toc1112082]The PDCP discardTimer associated with DRB SDU starts upon successful integrity check of RRC message in Msg4.
2. [bookmark: _Toc1112083]In case of integrity check failure, the UE’s PDCP layer considers the received DRB SDU not been confirmed successfully delivered by lower layer.
There are two ways of capturing this, i.e., either with changes made only in PDCP layer or changes made in both RRC and PDCP layers. The former requires interaction between the DL data transfer procedure and the UL data transfer procedure, i.e., input of the DL SRB1 PDCP entity (regarding the integrity check) is provided to the UL DRB PDCP entity for the remove/discard function. The latter requires interactions between RRC and PDCP layers. Since data removal is handled in PDCP layer, we prefer the former approach.
[bookmark: _Toc1112084]Capture changes needed for Proposal 2 in PDCP specification.
Conclusion
In the previous sections we made the following observations: 
Observation 1	Legacy data discard mechanism at PDCP layer has no connection with determination of successful UP-EDT at RRC layer leading to possible data loss in case of unsuccessful UP-EDT.
Observation 2	UP-EDT data loss could happen at least in following cases:
1.	Msg4 includes an RRCConnectionResume or RRCConnectionRelease with integrity check failure.
2.	Msg4 includes an RRCConnnectionReject or RRCConnectionSetup.
3.	Msg4 is not sent, not received (lost), or not successfully received at UE.

Based on the discussion in the previous sections we propose the following:
Proposal 1	UL data sent in Msg3 should only be removed upon successful completion of UP-EDT.
Proposal 2	To avoid data loss even in case of unsuccessful UP-EDT, it is proposed that:
1.	The PDCP discardTimer associated with DRB SDU starts upon successful integrity check of RRC message in Msg4.
2.	In case of integrity check failure, the UE’s PDCP layer considers the received DRB SDU not been confirmed successfully delivered by lower layer.
Proposal 3	Capture changes needed for Proposal 2 in PDCP specification.
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