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Introduction
RAN2 received an LS from SA2 [1] on RAN2 views of Capability ID solutions as described in 23.743. In particular, SA2 is requesting input on a number of specific aspects, some of which were addressed in an e-mail-discussion and responded to in a reply LS from RAN2[2] to SA2 #130 and where SA2 also provided yet another reply to the reply LS [3]. 
In none of these LS exchanges, where the topic of hash-signaling solutions further discussed, it was stated in [2] that: 
Regarding the hash-based solution to KI1 (clause 6.3 of TR 23.743):
· RAN2 did not discuss this issue as part of the email discussion.  It will be discussed in RAN2#105.
[bookmark: _Ref178064866]Discussion
In this contribution we analyse section 6.3 in 23.743 on Hash-based ID’s to assess potential benefits and advantages.
SA2 description according to 23.743 - Solution #3: Solution using Hash-based Identification of UE radio capabilities
The solution description in 23.743 address how UE radio capabilities should be identified, i.e., SA2 key issue #1. According to the TR, it is proposed that UE calculates a HASH of the UE radio capabilities and send the HASH value to the network as an identifier. The network will receive the HASH-based ID and detect if the network already has an identical ID/HASH stored, (together with an associated capability information)
It is stated in 23.743: 
“If the corresponding UE Radio Capability is not available then it needs to be retrieved from the UE. When the network receives the UE Radio Capabilities, RAN needs to calculate the HASH value in order to validate that the HASH value corresponds to the uploaded UE Radio Capabilities before accepting them.”
Typically the following steps are performed: 
1 - UE sends HASH Nnnn
2 - Network doesn’t know Nnnn
3 - UE sends capabilities corresponding to Nnnn
4 - Network verifies the capability-to hash-ID

[bookmark: _Toc815247][bookmark: _Toc815704][bookmark: _Toc894838][bookmark: _Toc1064100]The HASH validity step done in the network will ensure that the UE and the network uses the same HASH algorithms.
Following this, there are two different options of hash-based ID being described: 
Option 1:	With the assumption that each subset of UE Radio Capabilities is calculated with SHA-256 the probability is very low that two different UE Radio Capabilities have the same hash value so we do not specify any solution for that.
Option 2:	The UE Capability ID is extended to also include a device manufacturer unique identifier, this could for example be the same as proposed in solution #1 to use the TAC code. The UE vendor also need to ensure that the two different UE Radio Capabilities does not have the same HASH value via re-arrange the order of the individual UE Radio Capabilities to ensure unique hash.
[bookmark: _GoBack]It is further described that there are several hashes for different “subsets” of UE radio capabilities. It suggests that UE can send a list of capability ID’s in some situation. 
The description seems to suggest a solution that violates what SA2 has agreed in their interim conclusion, that “At any given instant the UE has only one UE capability ID that is indicated to the network.”
One aspect that has been brought up, generally related to hash-ID’s is the risk that hash operations create collisions or output that are identical with different input. To minimize this risk, a longer hash output would be needed and Option 1 above mentions SHA-256. This is 32 octets long and seem to not be in agreement with the “few bytes” ambition from the interim conclusions.

[bookmark: _Toc815248][bookmark: _Toc815705][bookmark: _Toc894839][bookmark: _Toc1064101]To avoid collision probabilities, the HASH needs to be significantly longer than a few octets, at least for option 1. 
[bookmark: _Toc815249][bookmark: _Toc815706][bookmark: _Toc894840][bookmark: _Toc1064102]The HASH description in ch. 6.3 in 23.743 seems to not match the assumptions and conditions listed in the interim conclusions.

In the evaluation section, it is stated that the hash solution is good for solutions that are based on that the mapping databases in the network nodes are being updated based on information signalled from the UE’s. We refer to this as “self-learning” databases. In self-learning databases, the HASH would offer a validity possibility similar to what is described above, such that it will be much more difficult to poison the databases with malicious data. A rogue UE would have to create an alternative set of radio capabilities that, with the HASH form the same ID as the capability information targeted. While not completely impossible, it requires more efforts and is perhaps not practically feasible. How high a risk there is for this would ideally need SA3 input.

[bookmark: _Toc815250][bookmark: _Toc815707][bookmark: _Toc894841][bookmark: _Toc1064103]Use of a hash ID makes it increasingly difficult (although not impossible) to poison self-learning databases

There are also HASH-based ID aspects related to filtering of capability requests. If the same UE would create different ID based on different filters received from the gNB in capability enquiries, that UE would have similar challenges as those for the PLMN-assigned ID to know what HASH ID (of the several) to send over NAS signalling, since it would not know what filter a new gNB would want. It would have a set of capability ID’s: 
Hash for capabilities including frequency A-B-C-D
Hash for capabilities including frequency A-B-C
Hash for capabilities including frequency A-B-D
It is not possible to know, for the UE, in advance of an enquiry what a certain gNB would want the UE to filter thus not what capability ID that should be sent. The Hash ID can only be calculated in the UE assuming a filter that should not have to be sent for the ID to work properly. 
The aspects of filtering are touched upon in [4] and even though there are solutions aiming to create a large filter covering all information, also the Hash-based ID will need a similar approach to work.

[bookmark: _Toc815251][bookmark: _Toc815708][bookmark: _Toc1064104][bookmark: _Toc894842]Use of a hash ID or a hash portion in an ID will create different IDs with different filters. The Hash based ID seem to offer no advantage over, e.g., PLMN-assigned ID in this respect.

One potential advantage with the hash-based ID could have been that UE’s wouldn’t have to store ID mappings. With UE vendor-based ID’s (and possibly PLMN based ID’s) on the other hand, UE need to store ID mapping in memory. However, due to the limitations above, we see it as difficult to benefit from this potential. 
To make the hash work it could have been possible to simply create a hash using some “full capability information” and this would indeed work in the UE side, but since this “full capability information” cannot be signalled it would not be possible to re-create the same ID, i.e., to validate the ID on the network side. What we would have created then is a hash with basically no advantages and where we anyway have to pre-provision databases in the networks with mapping information. 
[bookmark: _Toc815252][bookmark: _Toc815709][bookmark: _Toc894843][bookmark: _Toc1064106]Creating a hash that covers all capability enquiries could be possible, but it would never be possible to verify this hash on the network side and databases would need to be pre-provisioned. 
Based on our findings above, we conclude that there is no major advantage of using a hash over the solutions selected by SA2 in their interim conclusions. We propose to provide this information to SA2 and conclude that RAN2 does not recommend using hash-based ID’s as capability ID’s. 

[bookmark: _Toc815517][bookmark: _Toc815536][bookmark: _Toc815591][bookmark: _Toc815628]Send an LS to SA2 responding that RAN2 have found no particular advantage with hash-based ID’s over the solutions that are already in the interim conclusions of 23.743.
A draft LS is provided in [5]
Conclusion
[bookmark: _Hlk815717]In section 2 we made the following observations:
Observation 1	The HASH validity step done in the network will ensure that the UE and the network uses the same HASH algorithms.
Observation 2	To avoid collision probabilities, the HASH needs to be significantly longer than a few octets, at least for option 1.
Observation 3	The HASH description in ch. 6.3 in 23.743 seems to not match the assumptions and conditions listed in the interim conclusions.
Observation 4	Use of a hash ID makes it increasingly difficult (although not impossible) to poison self-learning databases
Observation 5	Use of a hash ID or a hash portion in an ID will create different IDs with different filters. The Hash based ID seem to offer no advantage over, e.g., PLMN-assigned ID in this respect.
Observation 6	Creating a hash that covers all capability enquiries could be possible, but it would never be possible to verify this hash on the network side and databases would need to be pre-provisioned.

Based on the discussion in section 2 we propose the following:
Proposal 1	Send an LS to SA2 responding that RAN2 have found no particular advantage with hash-based ID’s over the solutions that are already in the interim conclusions of 23.743.
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