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5.3.10
Radio link failure related actions
5.3.10.1
Detection of physical layer problems in RRC_CONNECTED

The UE shall:
1>
upon receiving N310 consecutive "out-of-sync" indications for the SpCell from lower layers while neither T300, T301, T304, T311 nor T319 are running:

2>
start timer T310 for the corresponding SpCell.

5.3.10.2
Recovery of physical layer problems
Upon receiving N311 consecutive "in-sync" indications for the SpCell from lower layers while T310 is running, the UE shall:
1>
stop timer T310 for the corresponding SpCell.

NOTE 1:
In this case, the UE maintains the RRC connection without explicit signalling, i.e. the UE maintains the entire radio resource configuration.

NOTE 2:
Periods in time where neither "in-sync" nor "out-of-sync" is reported by layer 1 do not affect the evaluation of the number of consecutive "in-sync" or "out-of-sync" indications.

5.3.10.3
Detection of radio link failure
The UE shall:
1>
upon T310 expiry in PCell; or

1>
upon random access problem indication from MCG MAC while neither T300, T301, T304, T311 nor T319 are running; or

1>
upon indication from MCG RLC that the maximum number of retransmissions has been reached:

2>
if CA duplication is configured and activated; and for the corresponding logical channel allowedServingCells only includes SCell(s):

3>
initiate the failure information procedure as specified in 5.7.5 to report RLC failure.

2>
else:

3>
consider radio link failure to be detected for the MCG i.e. RLF;
3>
if AS security has not been activated:

4>
perform the actions upon going to RRC_IDLE as specified in 5.3.11, with release cause 'other';

3>
else if AS security has been activated but SRB2 and at least one DRB have not been setup:

4>
perform the actions upon going to RRC_IDLE as specified in 5.3.11, with release cause 'RRC connection failure';

3>
else:

4>
initiate the connection re-establishment procedure as specified in 5.3.7.

The UE shall:

1>
upon T310 expiry in PSCell; or

1>
upon random access problem indication from SCG MAC; or

1>
upon indication from SCG RLC that the maximum number of retransmissions has been reached:

2>
if CA duplication is configured and activated; and for the corresponding logical channel allowedServingCells only includes SCell(s):

3>
initiate the failure information procedure as specified in 5.7.5 to report RLC failure.

2>
else:

3>
consider radio link failure to be detected for the SCG i.e. SCG-RLF;

3>
initiate the SCG failure information procedure as specified in 5.7.3 to report SCG radio link failure.

5.3.11
UE actions upon going to RRC_IDLE

UE shall:

1>
reset MAC;
1>
if T302 is running:

2>
stop timer T302;

2>
perform the actions as specified in 5.3.14.4;
1>
stop all timers that are running except T320 and T325;

1>
discard the UE Inactive AS context;

1>
set the variable pendingRnaUpdateInThisCell and pendingPeriodicRnaUpdate to false, if that is set to true;

1>
discard the KgNB, the KRRCenc key, the KRRCint, the KUPint key and the KUPenc key, if any;

1>
release all radio resources, including release of the RLC entity, the MAC configuration and the associated PDCP entity and SDAP for all established RBs;

1>
indicate the release of the RRC connection to upper layers together with the release cause;

1>
enter RRC_IDLE and perform cell selection as specified in TS 38.304 [20], except if going to RRC_IDLE was triggered by selecting an inter-RAT cell while T311 was running;

1>
if going to RRC_IDLE was triggered by reception of the RRCRelease message including a waitTime:

2>
start timer T302 with the value set to the waitTime;

2>
inform the upper layer that access barring is applicable for all access categories except categories '0' and '2'.

5.3.12
UE actions upon PUCCH/SRS release request

Upon receiving a PUCCH release request from lower layers, for all bandwidth parts of an indicated serving cell the UE shall:
1>
release PUCCH-CSI-Resources configured in CSI-ReportConfig;

1>
release SchedulingRequestResourceConfig instances configured in PUCCH-Config.

Upon receiving an SRS release request from lower layers, for all bandwidth parts of an indicated serving cell the UE shall:

1>
release SRS-Resource instances configured in SRS-Config.

5.3.13
RRC connection resume

5.3.13.1
General
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Figure 5.3.13.1-1: RRC connection resume, successful
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Figure 5.3.13.1-2: RRC connection resume fallback to RRC connection establishment, successful
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Figure 5.3.13.1-3: RRC connection resume followed by network release, successful
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Figure 5.3.13.1-4: RRC connection resume followed by network suspend, successful
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Figure 5.3.13.1-5: RRC connection resume, network reject

The purpose of this procedure is to resume a suspended RRC connection, including resuming SRB(s) and DRB(s) or perform an RNA update.
5.3.13.2
Initiation

The UE initiates the procedure when upper layers or AS (when responding to RAN paging or upon triggering RNA updates while the UE is in RRC_INACTIVE) requests the resume of a suspended RRC connection.
The UE shall ensure having valid and up to date essential system information as specified in clause 5.2.2.2 before initiating this procedure.
Upon initiation of the procedure, the UE shall:

Editor's Note: FFS Whether SCG configuration should be released or whether that should be treated as any other configuration (i.e. with delta signalling).
1>
if the resumption of the RRC connection is triggered by response to NG-RAN paging:

2>
select '0' as the Access Category;

2>
perform the unified acccess control procedure as specified in 5.3.14 using the selected Access Category and one or more Access Identities provided by upper layers;

3>
if the access attempt is barred, the procedure ends;

1>
else if the upper layers provide an Access Category and one or more Access Identities upon requesting the resumption of an RRC connection:

2>
perform the unified access control procedure as specified in 5.3.14 using the Access Category and Access Identities provided by upper layers;
2>
set the resumeCause in accordance with the information received from upper layers;
3>
if the access attempt is barred, the procedure ends;

1>
else if the resumption of the RRC connection is triggered due to an RNA update as specified in 5.3.13.8:

2>
if an emergency service is ongoing:

NOTE:
How the RRC layer in the UE is aware of an ongoing emergency service is up to UE implementation.
3>
select '2' as the Access Category;

2>
else:

3>
select '8' as the Access Category;

2>
perform the unified access control procedure as specified in 5.3.14 using the selected Access Category and one or more Access Identities to be applied as specified in TS 24.501 [23];

3>
if the access attempt is barred:

4>
set the variable pendingRnaUpdateInThisCell to true;

4>
the procedure ends;

1>
release the current dedicated Serving Cell configuration;

1>
apply the default L1 parameter values as specified in corresponding physical layer specifications, except for the parameters for which values are provided in SIB1;

1>
apply the default SRB1 configuration as specified in 9.2.1;

1>
apply the default MAC Cell Group configuration as specified in 9.2.2;

1>
release delayBudgetReportingConfig, if configured and stop timer T342, if running;

1>
release overheatingAssistanceConfig, if configured and stop timer T345, if running;

1>
apply the CCCH configuration as specified in 9.1.1.2;

1>
apply the timeAlignmentTimerCommon included in SIB1;

1>
start timer T319;

1>
set the variable pendingRnaUpdateInThisCell to false;

1>
initiate transmission of the RRCResumeRequest message or RRCResumeRequest1 in accordance with 5.3.13.3.

5.3.13.3
Actions related to transmission of RRCResumeRequest or RRCResumeRequest1 message

The UE shall set the contents of RRCResumeRequest or RRCResumeRequest1 message as follows:

1>
if field useFullResumeID is signalled in SIB1:

2>
select RRCResumeRequest1 as the message to use;

2>
set the resumeIdentity to the stored fullI-RNTI value;

1>
else:

2>
select RRCResumeRequest as the message to use;

2>
set the shortResumeIdentity to the stored shortI-RNTI value;
1>
restore the RRC configuration and security context from the stored UE AS context except the cellGroupConfig;
1>
set the resumeMAC-I to the 16 least significant bits of the MAC-I calculated:

2>
over the ASN.1 encoded as per clause 8 (i.e., a multiple of 8 bits) VarResumeMAC-Input;

2>
with the KRRCint key in the UE Inactive AS Context and the previously configured integrity protection algorithm; and

2>
with all input bits for COUNT, BEARER and DIRECTION set to binary ones;

Editor's Note: FFS Additional input to VarResumeMAC-Input (replay attacks mitigation).

1>
restore the RRC configuration and the KgNB and KRRCint keys from the UE Inactive AS context except the cellGroupConfig and pdcp-Config;

1>
derive the KgNB key based on the current KgNB or the NH, using the stored nextHopChainingCount value, as specified in TS 33.501 [11];

1>
derive the KRRCenc key, the KRRCint key, the KUPint key and the KUPenc key;

1>
configure lower layers to apply integrity protection for all radio bearers except SRB0 using the configured algorithm and the KRRCint key and KUPint key derived in this subclause immediately, i.e., integrity protection shall be applied to all subsequent messages received and sent by the UE;

NOTE 1:
Only DRBs with previously configured UP integrity protection shall resume integrity protection.

1>
configure lower layers to apply ciphering for all radio bearers except SRB0 and to apply the configured ciphering algorithm, the KRRCenc key and the KUPenc key derived in this subclause, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE;

1>
re-establish PDCP entities for SRB1;

1>
resume SRB1;

1>
submit the selected message RRCResumeRequest or RRCResumeRequest1 for transmission to lower layers.

NOTE 2:
Only DRBs with previously configured UP ciphering shall resume ciphering.

If lower layers indicate an integrity check failure while T319 is running, perform actions specified in 5.3.13.5.

The UE shall continue cell re-selection related measurements as well as cell re-selection evaluation.

5.3.13.4
Reception of the RRCResume by the UE

The UE shall:

1>
set the variable pendingPeriodicRnaUpdate to false;
1>
stop timer T319;
1>
stop timer T380, if running;
1>
if the RRCResume includes the fullConfig:

2>
perform the full configuration procedure as specified in 5.3.5.11;

1>
else:

2>
if drb-ContinueROHC is included:

3>
indicate to lower layers that drb-ContinueROHC is configured;

2>
restore the masterCellGroup and pdcp-Config from the UE Inactive AS context;
1>
discard the UE Inactive AS context except the ran-NotificationAreaInfo;

1>
if the RRCResume includes the masterCellGroup:

2>
perform the cell group configuration for the received masterCellGroup according to 5.3.5.5;

1>
if the RRCResume includes the radioBearerConfig:

2>
perform the radio bearer configuration according to 5.3.5.6;

1>
resume SRB2 and all DRBs;

1>
if stored, discard the cell reselection priority information provided by the cellReselectionPriorities or inherited from another RAT;

1>
stop timer T320, if running;

1>
if the RRCResume message includes the measConfig:

2>
perform the measurement configuration procedure as specified in 5.5.2;

1>
resume measurements if suspended;

1>
if T390 is running:

2>
stop timer T390 for all access categories;

2>
perform the actions as specified in 5.3.14.4.

1>
stop timer T302, if running;

1>
enter RRC_CONNECTED;

1>
indicate to upper layers that the suspended RRC connection has been resumed;

1>
stop the cell re-selection procedure;

1>
consider the current cell to be the PCell;

1>
set the content of the of RRCResumeComplete message as follows:

2>
if the upper layer provides NAS PDU, set the dedicatedNAS-Message to include the information received from upper layers;
2>
if the upper layer provides a PLMN, set the selectedPLMN-Identity to PLMN selected by upper layers (TS 24.501 [23]) from the PLMN(s) included in the plmn-IdentityList in SIB1;
2>
if the masterCellGroup contains the reportUplinkTxDirectCurrent:

3>
include the uplinkTxDirectCurrentList;

1>
submit the RRCResumeComplete message to lower layers for transmission;

1>
the procedure ends.

5.3.13.5
T319 expiry or Integrity check failure from lower layers while T319 is running

The UE shall:

1>
if timer T319 expires or upon receiving Integrity check failure indication from lower layers while T319 is running:

2>
perform the actions upon going to RRC_IDLE as specified in 5.3.11 with release cause 'RRC Resume failure'.

5.3.13.6
Cell re-selection or cell selection while T390, T319 or T302 is running (UE in RRC_INACTIVE)
The UE shall:

1>
if cell reselection occurs while T319 or T302 is running:

2>
perform the actions upon going to RRC_IDLE as specified in 5.3.11 with release cause 'RRC Resume failure';
1> else if cell selection or reselection occurs while T302 is running:

2>
stop T302;

2> set
pendingRnaUpdateInThisCell to false;

1>
else if cell selection or reselection occurs while T390 is running:

2>
stop T390 for all access categories;

2> set
pendingRnaUpdateInThisCell to false;


5.3.13.7
Reception of the RRCSetup by the UE

The UE shall:

1>
set the variable pendingPeriodicRnaUpdate to false;
1>
perform the RRC connection setup procedure as specified in 5.3.3.4.

5.3.13.8
RNA update

In RRC_INACTIVE state, the UE shall:

1>
if T380 expires; 
2>
set the variable pendingPeriodicRnaUpdate to true;
2> initiate RRC connection resume procedure in 5.3.13.2 with resumeCause set to rna-Update;

1> if UE camps on a cell and pendingPeriodicRnaUpdate is set to true:

2> initiate RRC connection resume procedure in 5.3.13.2 with resumeCause set to rna-Update;

1>
if RNA Update is triggered at reception of SIB1, as specified in 5.2.2.4.2:

2>
initiate RRC connection resume procedure in 5.3.13.2 with resumeCause set to rna-Update;

1>
if barring is alleviated for Access Category '8', as specified in 5.3.14.4:

2>
if upper layers do not request RRC the resumption of an RRC connection, and

2>
if the variable pendingRnaUpdateInThisCell is set to true:

3>
initiate RRC connection resume procedure in 5.3.13.2 with resumeCause value set to rna-Update.

If the UE in RRC_INACTIVE state fails to find a suitable cell and camps on the acceptable cell to obtain limited service as defined in TS 38.304 [20], the UE shall:

1>
perform the actions upon going to RRC_IDLE as specified in 5.3.11 with release cause 'other'.

5.3.13.9
Reception of the RRCRelease by the UE

The UE shall:

1>
set the variable pendingPeriodicRnaUpdate to false;
1>
perform the actions as specified in 5.3.8.

5.3.13.10
Reception of the RRCReject by the UE

The UE shall:

1>
perform the actions as specified in 5.3.15.

5.3.13.11
Inability to comply with RRCResume
The UE shall:

1>
if the UE is unable to comply with (part of) the configuration included in the RRCResume message;

2>
perform the actions upon going to RRC_IDLE as specified in 5.3.11 with release cause ′RRC Resume failure′.

NOTE 1:
The UE may apply above failure handling also in case the RRCResume message causes a protocol error for which the generic error handling as defined in 10 specifies that the UE shall ignore the message.

NOTE 2:
If the UE is unable to comply with part of the configuration, it does not apply any part of the configuration, i.e. there is no partial success/failure.

5.3.13.12
Inter RAT cell reselection

Upon reselecting to an inter-RAT cell, the UE shall:

1>
perform the actions upon going to RRC_IDLE as specified in 5.3.11, with release cause 'other'.

5.3.14
Unified Access Control

5.3.14.1
General

The purpose of this procedure is to perform access barring check for an access attempt associated with a given Access Category and one or more Access Identities upon request from upper layers according to TS 24.501 [23] or the RRC layer.

After a handover resulting in change of PCell in RRC_CONNECTED the UE shall defer access barring checks until it has obtained valid UAC information (from SIB1) from the target cell.

5.3.14.2
Initiation

Upon initiation of the procedure, the UE shall:

1>
if timer T390 is running for the Access Category:
2>
consider the access attempt as barred;

1>
if timer T302 is running and the Access Category is neither '2' nor '0':

2>
consider the access attempt as barred;

1>
else:

2>
if the Access Category is '0':

3>
consider the access attempt as allowed;

2>
else:

3>
if SIB1 includes uac-BarringPerPLMN-List and the uac-BarringPerPLMN-List contains an UAC-BarringPerPLMN entry with the plmn-IdentityIndex corresponding to the PLMN selected by upper layers (see TS 24.501 [23]):

4>
select the UAC-BarringPerPLMN entry with the plmn-IdentityIndex corresponding to the PLMN selected by upper layers;

4>
in the remainder of this procedure, use the selected UAC-BarringPerPLMN entry (i.e. presence or absence of access barring parameters in this entry) irrespective of the uac-BarringForCommon included in SIB1;
3>
else if SIB1 includes uac-BarringForCommon:

4>
in the remainder of this procedure use the uac-BarringForCommon (i.e. presence or absence of these parameters) included in SIB1;

3>
else:

4>
consider the access attempt as allowed;

3>
if uac-BarringForCommon is applicable or the uac-ACBarringListType indicated that uac-ExplicitACBarringList is used:

4>
if the corresponding UAC-BarringPerCatList contains a UAC-BarringPerCat entry corresponding to the Access Category:
5>
select the UAC-BarringPerCat entry;
5>
if the uac-BarringInfoSetList contain a UAC-BarringInfoSet entry corresponding to the selected uac-barringInfoSetIndex in the UAC-BarringPerCat:

6>
select the UAC-BarringInfoSet entry;

6>
perform access barring check for the Access Category as specified in 5.3.14.5, using the selected UAC-BarringInfoSet as "UAC barring parameter";

5>
else:

6>
consider the access attempt as allowed;

4>
else:

5>
consider the access attempt as allowed;

3>
else if the uac-ACBarringListType indicated that uac-ImplicitACBarringList is indicated:

4>
select the uac-BarringInfoSetIndex corresponding to the Access Category in the uac-ImplicitACBarringList;
4>
if the uac-BarringInfoSetList contain the UAC-BarringInfoSet entry corresponding to the selected uac-BarringInfoSetIndex:

5>
select the UAC-BarringInfoSet entry;

5>
perform access barring check for the Access Category as specified in 5.3.14.5, using the selected UAC-BarringInfoSet as "UAC barring parameter";

4>
else:

5>
consider the access attempt as allowed;

3>
else:

4>
consider the access attempt as allowed;

1>
if the access barring check was requested by upper layers:

2>
if the access attempt is considered as barred:

3>
if timer T302 is running:

4>
inform the upper layer that access barring is applicable for all access categories except categories '0' and '2', upon which the procedure ends;

3>
else:

4>
inform upper layers that the access attempt for the Access Category is barred, upon which the procedure ends;

2>
else:

3>
inform upper layers that the access attempt for the Access Category is allowed, upon which the procedure ends;

1>
else:

2>
the procedure ends.

5.3.14.3
Void
5.3.14.4
T302, T390 expiry or stop (Barring alleviation)
The UE shall:
1>
if timer T302 expires or is stopped, and if timer T390 corresponding to an Access Category is not running; or

1>
if timer T390 corresponding to an Access Category other than '2' expires or is stopped, and if timer T302 is not running; or

1>
if timer T390 corresponding to the Access Category '2' expires or is stopped:

2>
consider the barring for this Access Category to be alleviated;

1>
when barring for an access category is considered being alleviated:

2>
if the Access Category was informed to upper layers as barred:

3>
inform upper layers about barring alleviation for the Access Category.
2>
if barring is alleviated for Access Category '8':

3>
perform actions specified in 5.3.13.8;
5.3.14.5
Access barring check
The UE shall:
1>
if one or more Access Identities are indicated according to TS 24.501 [23], and

1>
if for at least one of these Access Identities the corresponding bit in the uac-BarringForAccessIdentity contained in "UAC barring parameter" is set to zero:

2>
consider the access attempt as allowed;

1>
else:

2>
draw a random number 'rand' uniformly distributed in the range: 0 ≤ rand < 1;

2>
if 'rand' is lower than the value indicated by uac-BarringFactor included in "UAC barring parameter":

3>
consider the access attempt as allowed;

2>
else:

3>
consider the access attempt as barred;

1>
if the access attempt is considered as barred:

2>
draw a random number 'rand' that is uniformly distributed in the range 0 ≤ rand < 1;

2>
start timer T390 for the Access Category with the timer value calculated as follows, using the uac-BarringTime included in "AC barring parameter":


T390 = (0.7+ 0.6 * rand) * uac-BarringTime.
5.3.15
RRC connection reject

5.3.15.1
Initiation

The UE initiates the procedure upon the reception of RRCReject when the UE tries to establish or resume an RRC connection.

5.3.15.2
Reception of the RRCReject by the UE

The UE shall:

1>
stop timer T300, if running;
1>
stop timer T319, if running;
1>
stop timer T302, if running;
1>
reset MAC and release the default MAC Cell Group configuration;
1>
if waitTime is configured in the RRCReject:
2>
start timer T302, with the timer value set to the waitTime;

1>
if RRCReject is received in response to a request from upper layers:

2>
inform the upper layer that access barring is applicable for all access categories except categories '0' and '2';

1>
if RRCReject is received in response to an RRCSetupRequest:

2>
inform upper layers about the failure to setup the RRC connection, upon which the procedure ends;

1>
else if RRCReject is received in response to an RRCResumeRequest or an RRCResumeRequest1:

2>
if resume is triggered by upper layers:
3>
inform upper layers about the failure to resume the RRC connection;

Editor's Note: FFS In which cases upper layers are informed that a resume failure occurred upon the reception of RRC Reject.

2>
if resume is triggered due to an RNA update:

3>
set the variable pendingRnaUpdateInThisCell to true;

2>
discard the current KgNB, the KRRCenc key, the KRRCint key, KUPint key and KUPenc key derived in accordance with 5.3.13.3;

2>
suspend SRB1, upon which the procedure ends;

The RRC_INACTIVE UE shall continue to monitor paging while the timer T302 is running.
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