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	Reason for change:
	In the last RAN2#104 meeting, a CR R2-1819069 has been agreed. Our understanding of this CR was to clarfity the intended UE behaivor when integrity protection check fails during RRC re-estalbishment is that UE goes to RRC_IDLE instead of triggering another RRC re-establishment procedure. However, according to current text, the CR is not complete due to the following to reasons.

One reason is that the UE is not able to tell whether the received message is RRC re-establishment message when integrity check failure happens during RRC re-estalbishment procedure. According to PDCP specification TS 38.323 (highlighted in yellow as below), the upper layer (i.e., RRC layer) will receive the integrity check failure indication while the corresponding PDCP Data PDU will be discarded. In such case, the RRC layer cannot judge whether it is RRC re-establishment message or not.

Another reason is that when the UE re-established to a fake gNB, it could be any RRC messages with integrity check failure. It is better that the UE goes to idle state based on the running timer rather than based on RRCre-establishment message.

******************************From TS 38.323***************************************
After determining the COUNT value of the received PDCP Data PDU = RCVD_COUNT, the receiving PDCP entity shall:
-	perform deciphering and integrity verification of the PDCP Data PDU using COUNT = RCVD_COUNT;
-	if integrity verification fails:
-	indicate the integrity verification failure to upper layer;
-	discard the PDCP Data PDU;
-	if RCVD_COUNT < RX_DELIV; or
-	if the PDCP Data PDU with COUNT = RCVD_COUNT has been received before:
-	discard the PDCP Data PDU;
******************************From TS 38.323***************************************

[bookmark: _GoBack]The third reason is for RRC resume case, according to TS 38.331 highlighted in yellow as follows. The intended UE behaivor when integrity protection check fails during RRC resume is also that UE goes to RRC_IDLE instead of triggering subsquent RRC re-establishment procedure. It should keep alignment with description of the triggers for RRC re-establishment in subclause 5.3.7.2.

******************************From TS 38.331***************************************
[bookmark: _Toc535261243]5.3.13.5	T319 expiry or Integrity check failure from lower layers while T319 is running
The UE shall:
1>	if timer T319 expires or upon receiving Integrity check failure indication from lower layers while T319 is running:
2>	perform the actions upon going to RRC_IDLE as specified in 5.3.11 with release cause 'RRC Resume failure'.
******************************From TS 38.331***************************************

As above, we suggest generalizing the description as integrity check failure on SRB1 instead of addressing particular RRC message and align handling of integrity check failure during RRC re-establishment and resume procedures.


	
	

	Summary of change:
	1. Two exceptions to the trigger for re-establishment in sub-clause 5.3.7.2 are modified: 
1) generalize the description as integrity protection check failure on SRB1 instead of addressing particular RRC messages.
2) align handling of integrity check failure during RRC re-establishment and resume procedures.

Impact analysis
Impacted functionality:
RRC reestablishment and resume procedure

Inter-operability: 
There are no inter-operability issues.


	
	

	Consequences if not approved:
	If not approved, the UE actions upon detecting integrity protection failure (e.g., due to fake gNB) remain unsovled.
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[bookmark: _Toc525763220][bookmark: _Toc524434344][bookmark: _Toc510018512]************************************ Change Start*************************************************
[bookmark: _Toc535261216]5.3.7.2	Initiation
The UE initiates the procedure when one of the following conditions is met:
1>	upon detecting radio link failure of the MCG, in accordance with 5.3.10; or
1>	upon re-configuration with sync failure of the MCG, in accordance with sub-clause 5.3.5.8.3; or
1>	upon mobility from NR failure, in accordance with sub-clause 5.4.3.5; or
1>	upon integrity check failure indication from lower layers concerning SRB1 or SRB2, except if the integrity check failure is detected on the RRCReestablishment message SRB1 while either T301 or T319 is running; or
1>	upon an RRC connection reconfiguration failure, in accordance with sub-clause 5.3.5.8.2.
Upon initiation of the procedure, the UE shall:
1>	stop timer T310, if running;
1>	stop timer T304, if running;
1>	start timer T311;
1>	suspend all RBs, except SRB0;
1>	reset MAC;
1>	release the MCG SCell(s), if configured;
1>	release the current dedicated ServingCell configuration;
1>	release delayBudgetReportingConfig, if configured, and stop timer T342, if running;
1>	release overheatingAssistanceConfig, if configured and stop timer T345, if running;
1>	perform cell selection in accordance with the cell selection process as specified in TS 38.304 [20], clause 5.2.6.
**************************************** Changes End ********************************************
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