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Introduction
To improve mobility robustness and reduce interruption time, RAN#80 plenary approved a Work Item (WI) entitled “NR Mobility enhancements” [1]. One of the objectives is to study solutions to improve HO/SCG change reliability and robustness, focusing on conditional handover and fast failure recovery.
This paper discusses for NR fast recovery mechanisms in case of a handover failure.
[bookmark: _Ref178064866]Discussion
Both in NR or LTE, handover failure (or SCG failure) is controlled by a timer provided in the RRCReconfiguration with reconfigurationWithSync (timer T304). In NR this is currently called a Reconfiguration with sync Failure. The timer is started upon the reception of the message and, when the message is applied the UE shall access the target cell. If the timer expires (before UE succeeds in accessing the target cell) a handover/SCG failure is declared. In the case of handover, described as the focus of the WI in the WID, the UE initiates the RRC reestablishment procedure. The handover failure procedure is reproduced below, as captured in the RRC specifications (TS 38.331):
***************************************************************************************
[bookmark: _Toc535261206]5.3.5.8.3	T304 expiry (Reconfiguration with sync Failure)
The UE shall:
1>	if T304 of the MCG expires:
2>	release dedicated preambles provided in rach-ConfigDedicated if configured;
2>	revert back to the UE configuration used in the source PCell;
2>	initiate the connection re-establishment procedure as specified in subclause 5.3.7.
NOTE 1:	In the context above, "the UE configuration" includes state variables and parameters of each radio bearer.
1>	else if T304 of a secondary cell group expires:
2>	release dedicated preambles provided in rach-ConfigDedicated, if configured;
2>	initiate the SCG failure information procedure as specified in subclause 5.7.3 to report SCG reconfiguration with sync failure, upon which the RRC reconfiguration procedure ends;
1>	else if T304 expires when RRCReconfiguration is received via other RAT (HO to NR failure):
2>	reset MAC;
2>	perform the actions defined for this failure case as defined in the specifications applicable for the other RAT.
***************************************************************************************

As shown above, upon handover failure the UE releases dedicated configurations, revert back the configurations in the PCell and initiates RRC reestablishment. In our view, discussing fast handover failure recovery should start with the reestablishment procedure.
Upon handover failure in NR, the UE initiates RRC reestablishment procedure.
Fast handover failure recovery in NR means looking at RRC reestablishment procedure.

LTE re-establishment upon handover failure
In LTE, upon initiating re-establishment the UE suspends all RBs except SRB0 and sends the RRCConnectionReestablishmentRequest on SRB0. At this state the UE will either get back a RRCConnectionReestablishment on SRB0 or a RRCConnectionReestablishmentReject on SRB0 (or nothing, if its supervision timer expires, so UE goes to IDLE and performs NAS recovery). In the typical case, the UE should receive an RRCConnectionReestablishment and re-establish SRB1, to then send the RRCConnectionReestablishmentComplete on SRB1. According to 36.331, the UE requires yet an RRCConnectionReconfiguration on SRB1 to resume the SRBs and DRBs (not shown in the signalling flow in the specifications), so that the UE and the network may finally start to exchange data.


[bookmark: _MON_1289914522]Figure 5.3.7.1-1: RRC connection re-establishment, successful
Optimizations introduced in NR reestablishment
The EUTRA re-establishment procedure was revisited during the NR standardization and in RAN2#101 in Sanya, some aspects have been agreed to be enhanced to speed up the failure recovery e.g. in case of handover failures. Some of these enhancements are the following:
· RRCReestablishment on SRB1: RAN2 understanding was that there was no fundamental reason why the UE could not re-establish PDCP for SRB1 and resume SRB1 in the DL before submitting MSG3 to lower layers. This would make it possible to use SRB1 for MSG4 instead of SRB0, which would in turn make it possible to send the first RRCReconfiguration message (i.e. to resume DRBs/SRBS) multiplexed with the RRCReestablishment which would speed up receovery and the timing to start data transactions after the failure. 
· RRCSetup in response to RRCReestablishmentRequest: RAN2 understanding was that it would also be possible to support faster NAS recovery in the RAN in the case the RAN is not able to re-establish the UE context e.g. a cell is not prepared during handover failure. This could be done by the network sending an RRC connection setup message on SRB0 (instead of a RRC re-establishment reject) which could be used to initiate normal RRC connection setup.
· RRCReestablishmentReject was removed: RAN2 understanding was that this was not needed any longer thanks to the fallback procedure. If the UE tries to re-establish in a cell that is not prepared or that the entwork cannot re-establish the DRBs the network can send an RRCSetup. And, in the scenario where the cell is overloaded, network may simply wait until the failure timer T301 expires, so that the UE would enter RRC_IDLE and would perform access control before trying again. 
The following figure describes the reestablishment procedure in NR where these enhancements were adopted, as described in TS 38.300: 



1.	The UE re-establishes the connection, providing the UE Identity (PCI+C-RNTI) to the gNB where the trigger for the re-establishment occurred.
[bookmark: _Hlk516208184]2.	If the UE Context is not locally available, the gNB, requests the last serving gNB to provide UE Context data.
3.	The last serving gNB provides UE context data.
4./4a. The gNB continues the reestablishment of the RRC connection. The message is sent on SRB1.
5./5a. The gNB may perform the reconfiguration to re-establish SRB2 and DRBs when the reestablishment procedure is ongoing.
6.	If loss of DL user data buffered in the last serving gNB shall be prevented, the gNB provides forwarding addresses.
7./8. The gNB performs path switch.
9.	The gNB triggers the release of the UE resources at the last serving gNB.
RRC reestablishment in NR Rel-15 has been optimized compared to LTE reestablishment.

Further optimizations in NR reestablishment for Rel-16
In Rel-15, other further optimizations have been discussed. At that time, it was a hot topic to harmonize RRC resume and RRC reestablishment procedures, which resulted in very long discussions going on for quite a few meetings (and finally concluded with the existing RRC reestablishment procedure).

I-RNTI as UE identifier in reestablishment procedure
Among the harmonization ideas where the idea of using the same resume identifier (i.e. I-RNTI) in reestablishment procedure, instead of the source cell PCI+C-RNTI under the assumption that there may eventually be cases where after a failure the UE could select a cell far from the place where the failure occurred, while C-RNTI+PCI is only known locally and/or in some limited neighbohood. In these cases, if the target would not be able to identify the UE, UE would have to go via IDLE instead, which takes longer to reestablish and requires more signalling. 
However, it was concluded that upon a failure, the UE would likely select a cell in the neighbourhood. Hence, using an I-RNTI, designed to allow mobility in inactive state over larger parts of the network (e.g. possibly within several tracking area(s), would be an overkill. In addition, the I-RNTI would have to be provided to RRC_CONNECTED UEs “just in case a faiure may happen”, which would require a change in a few procedures/messages e.g. RRCReconfiguration, RRCResume, etc. Last, but not least, the overall purpose of doing that would be to improve the failure recovery, but in fact, increasing a handover command increases the chances of handover failure. Considering the high impact in the specs and questionable benefits, RAN2 has decided to keep the same UE identifier as in LTE for the reestablishment procedure i.e. source cell PCI+C-RNTI.
Observation 3: RAN2 concluded that using I-RNTI as RRC reestablishment had high specification impact and questionable gains (hence it was not introduced).

Encryption of RRCReestablishment message
Another harmonization idea was to enable the encryption of the RRCReestablishment message, so that SRBs and DRBs could be resumed upon the reception of it. That was an alternative to the agreed mechanism (RRCReestablishment in SRB1 integrity protected, not encrypted, first RRCReconfiguration possibly multiplexed with it). 
One of the benefits of the alternative of encypting RRCReestablishment was the gain in terms of processing delay in the agreed case, where two RRC messages would be needed. Our view in Rel-15 was that these gains could justify such a solution to be introduced. 
[bookmark: _GoBack]Unfortunately, the RAN2 solution for RRCReestablishment encryption, based on horizontal key derivation before decoding RRCReestablishment was not acceptable by SA3, whose understanding was that this would violate a security requirement in NR (2-hop security).
Observation 3: According to SA3, encryption of RRCReestablishment violates NR security requirements.

Optimize signalling in RRC Reestablishment
In NR, upon the reception of RRCReestablishment the UE only has SRB1 resumed. The UE shall then transmit an RRCReestablishmentComplete message transmitted on SRB1, that among other purposes is used by the network to verify the UE (since that is encrypted and integrity protected with same keys used by the network). Both in LTE and NR, the UE always receive an RRCReconfiguration message to resume the DRBs. That means the UE will always also send an RRCReconfigurationComplete on SRB1 afterwards.

In NR, these two messages do not contain any information, but if we look at the content of their equivalent messages in LTE, we find in both almost the same information. The RRCReconfigurationComplete, for example, may contain the following information:
RRCConnectionReestablishmentComplete message
	rlf-InfoAvailable-r9				ENUMERATED {true}				OPTIONAL,
	logMeasAvailable-r10				ENUMERATED {true}				OPTIONAL,
	connEstFailInfoAvailable-r11		ENUMERATED {true}				OPTIONAL,
	logMeasAvailableMBSFN-r12			ENUMERATED {true}				OPTIONAL,
	logMeasAvailableBT-r15				ENUMERATED {true}				OPTIONAL,
	logMeasAvailableWLAN-r15			ENUMERATED {true}				OPTIONAL,
	flightPathInfoAvailable-r15			ENUMERATED {true}				OPTIONAL

As shown below, the same information is also in the RRCConnectionReconfigurationComplete:

RRCConnectionReconfigurationComplete message
-- ASN1START

RRCConnectionReconfigurationComplete ::= SEQUENCE {
	rrc-TransactionIdentifier			RRC-TransactionIdentifier,
	criticalExtensions					CHOICE {
		rrcConnectionReconfigurationComplete-r8
											RRCConnectionReconfigurationComplete-r8-IEs,
		criticalExtensionsFuture			SEQUENCE {}
	}
}

RRCConnectionReconfigurationComplete-r8-IEs ::= SEQUENCE {
	nonCriticalExtension				RRCConnectionReconfigurationComplete-v8a0-IEs	OPTIONAL
}

RRCConnectionReconfigurationComplete-v8a0-IEs ::= SEQUENCE {
	lateNonCriticalExtension			OCTET STRING						OPTIONAL,
	nonCriticalExtension				RRCConnectionReconfigurationComplete-v1020-IEs	OPTIONAL
}

RRCConnectionReconfigurationComplete-v1020-IEs ::= SEQUENCE {
	rlf-InfoAvailable-r10				ENUMERATED {true}				OPTIONAL,
	logMeasAvailable-r10				ENUMERATED {true}				OPTIONAL,
	nonCriticalExtension				RRCConnectionReconfigurationComplete-v1130-IEs	OPTIONAL
}

RRCConnectionReconfigurationComplete-v1130-IEs ::= SEQUENCE {
	connEstFailInfoAvailable-r11		ENUMERATED {true}				OPTIONAL,
	nonCriticalExtension				RRCConnectionReconfigurationComplete-v1250-IEs	OPTIONAL
}

RRCConnectionReconfigurationComplete-v1250-IEs ::= SEQUENCE {
	logMeasAvailableMBSFN-r12			ENUMERATED {true}				OPTIONAL,
	nonCriticalExtension				RRCConnectionReconfigurationComplete-v1430-IEs						OPTIONAL
}
[bookmark: OLE_LINK118]Rlf 
RRCConnectionReconfigurationComplete-v1430-IEs ::= SEQUENCE {
	perCC-GapIndicationList-r14			PerCC-GapIndicationList-r14		OPTIONAL,
	numFreqEffective-r14				INTEGER (1..12)					OPTIONAL,
	numFreqEffectiveReduced-r14			INTEGER (1..12)					OPTIONAL,
	nonCriticalExtension				RRCConnectionReconfigurationComplete-v1510-IEs						OPTIONAL
}

RRCConnectionReconfigurationComplete-v1510-IEs ::= SEQUENCE {
	scg-ConfigResponseNR-r15			OCTET STRING					OPTIONAL,
	nonCriticalExtension				RRCConnectionReconfigurationComplete-v1530-IEs						OPTIONAL
}

RRCConnectionReconfigurationComplete-v1530-IEs ::= SEQUENCE {
	logMeasAvailableBT-r15				ENUMERATED {true}				OPTIONAL,
	logMeasAvailableWLAN-r15			ENUMERATED {true}				OPTIONAL,
	flightPathInfoAvailable-r15			ENUMERATED {true}				OPTIONAL,
	nonCriticalExtension				SEQUENCE {}						OPTIONAL
}



Considering that the messages have similar functionality and may contain the same information, a possible signaling optimization to be discussed in Rel-16 for the reestablishment procedure is the transmission of a single message e.g. RRCReconfigurationComplete. 

UE responds a multiplexed RRCReestablishment + RRCReconfiguration with a single message e.g. RRCReconfigurationComplete.

Conditional handover failure and reestablishment
In the WID, conditional handover appears as one of the solutions to focus on for mobility robustness. For LTE, for example, in RAN2#104 the following agreements were made:
Agreements
1	RAN2 will consider a conditional handover: This is defined as UE having network configuration for initiating access to a target cell based on configured condition(s). 
2	Usage of conditional handover is decided by network. UE evaluates when the condition is valid.
=>	FFS on the exact details of the procedures

Agreements
1	Support configuration of one or more candidate cells for conditional handover.
=>	FFS how many candidate cells (UE and network impacts should be clarified).
 
Assuming the same in NR, being configured with multiple candidate cells means receiving a set of one or multiple trigger conditions associated to an RRCReconfiguration* prepared by a target candidate and to only be applied upon the fulfillment of the configured triggering condition.
When at least one of the conditions is fulfilled the UE applies the RRCReconfiguration with reconfigurationWithSync prepared by the target and perform actions as a normal handover execution. In other words, upon applying the message, the UE starts timer T304 and if the timer expires, a handover failure (or conditional handover failure) is declared. Upon that, it seems reasonable to assume that the UE performs first cell selection before initiating reestablishment. 
In our view, the UE may select a cell that it has an RRCReconfiguration** available, and, in that case, there is no reason not to perform a handover in that cell (i.e. apply the RRCReconfiguration** available, perform random access, transmit RRCReconfigurationComplete**, etc.). If the selected cell is a cell the UE does not have an RRCReconfiguration the UE initiates reestablishment procedure.
Recovery mechanisms for CHO may be discussed later once more progressed is achieved.
Conclusion
Based on the discussion in section 2 we propose the following:
1. UE responds a multiplexed RRCReestablishment + RRCReconfiguration with a single message e.g. RRCReconfigurationComplete.
References
[bookmark: _Ref477726095]RP-181433, New WID: NR mobility enhancements, Intel, 3GPP TSG-RAN Meeting #80, La Jolla, USA, May 21 – May 25, 2018.
R2-1817398, Overview on mobility robustness enhancements in LTE, Ericsson
	2/6	
image1.emf
 

RRCConnectionReestablishmentRequest  

UE   EUTRAN  

RRCConnectionReestablishment  

RRCConnectionReestablishmentComplete  


oleObject1.bin


UE







EUTRAN























RRCConnectionReestablishmentComplete























RRCConnectionReestablishmentRequest



























RRCConnectionReestablishment












image2.wmf
U

E

g

N

B

L

a

s

t

 

S

e

r

v

i

n

g

 

g

N

B

A

M

F

U

E

 

i

n

 

R

R

C

_

C

O

N

N

E

C

T

E

D

C

M

-

C

O

N

N

E

C

T

E

D

1

.

 

R

R

C

R

e

e

s

t

a

b

l

i

s

h

m

e

n

t

R

e

q

u

e

s

t

2

.

 

R

E

T

R

I

E

V

E

 

U

E

 

C

O

N

T

E

X

T

 

R

E

Q

U

E

S

T

3

.

 

R

E

T

R

I

E

V

E

 

U

E

 

C

O

N

T

E

X

T

 

R

E

S

P

O

N

S

E

4

.

 

R

R

C

R

e

e

s

t

a

b

l

i

s

h

m

e

n

t

5

.

 

R

R

C

R

e

c

o

n

f

i

g

u

r

a

t

i

o

n

4

a

.

 

R

R

C

R

e

e

s

t

a

b

l

i

s

h

m

e

n

t

C

o

m

p

l

e

t

e

5

a

.

 

R

R

C

R

e

c

o

n

f

i

g

u

r

a

t

i

o

n

C

o

m

p

l

e

t

e

6

.

 

D

A

T

A

 

F

O

R

W

A

R

D

I

N

G

 

A

D

D

R

E

S

S

 

I

N

D

I

C

A

T

I

O

N

7

.

 

P

A

T

H

 

S

W

I

T

C

H

 

R

E

Q

U

E

S

T

8

.

 

P

A

T

H

 

S

W

I

T

C

H

 

R

E

Q

U

E

S

T

 

R

E

S

P

O

N

S

E

9

.

 

U

E

 

C

O

N

T

E

X

T

 

R

E

L

E

A

S

E


oleObject2.bin

