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5.3.13
RRC connection resume

5.3.13.1
General
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Figure 5.3.13.1-1: RRC connection resume, successful
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Figure 5.3.13.1-2: RRC connection resume fallback to RRC connection establishment, successful
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Figure 5.3.13.1-3: RRC connection resume followed by network release, successful
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Figure 5.3.13.1-4: RRC connection resume followed by network suspend, successful
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Figure 5.3.13.1-5: RRC connection resume, network reject

The purpose of this procedure is to resume a suspended RRC connection, including resuming SRB(s) and DRB(s) or perform an RNA update.  
[...]

5.3.3.4
Reception of the RRCSetup by the UE

The UE shall perform the following actions upon reception of the RRCSetup:

1>
if the RRCSetup is received in response to an RRCReestablishmentRequest; or

1>
if the RRCSetup is received in response to an RRCResumeRequest or RRCResumeRequest1:

2>
discard any stored UE AS context and suspendConfig;

2>
discard any current AS security context including the KRRCenc key, the KRRCint key, the KUPint key and the KUPenc key;

2>
release radio resources for all established RBs except SRB0, including release of the RLC entities, of the associated PDCP entities and of SDAP;

2>
release the RRC configuration except for the MAC Cell Group and CCCH;
2>
indicate to upper layers fallback of the RRC connection; 

2> stop timer T380, if running;
1>
perform the cell group configuration procedure in accordance with the received masterCellGroup and as specified in 5.3.5.5;

1>
perform the radio bearer configuration procedure in accordance with the received radioBearerConfig and as specified in 5.3.5.6;

1>
if stored, discard the cell reselection priority information provided by the cellReselectionPriorities or inherited from another RAT;

1>
stop timer T300, T301 or T319 if running;

1>
stop timer T302, if running;
1>
stop timer T390, if running, for all access categories;
1>
stop timer T320, if running;

1>
if the RRCSetup is received in response to an RRCResumeRequest or RRCResumeRequest1 or RRCSetupRequest:

2>
enter RRC_CONNECTED;

2>
stop the cell re-selection procedure;

1>
consider the current cell to be the PCell;

1>
set the content of RRCSetupComplete message as follows:

2>
if upper layers provide an 5G-S-TMSI:

3>
if the RRCSetup is received in response to an RRCSetupRequest:

4>
set the ng-5G-S-TMSI-Value to ng-5G-S-TMSI-Part2;

3>
else:

4>
set the ng-5G-S-TMSI-Value to ng-5G-S-TMSI;

2>
set the selectedPLMN-Identity to the PLMN selected by upper layers (TS 24.501 [23]) from the PLMN(s) included in the plmn-IdentityList in SIB1;

2>
if the masterCellGroup contains the reportUplinkTxDirectCurrent:

3>
include the uplinkTxDirectCurrentList;

2>
if upper layers provide the 'Registered AMF':

3>
include and set the registeredAMF as follows:

4>
if the PLMN identity of the 'Registered AMF' is different from the PLMN selected by the upper layers:

5>
include the plmnIdentity in the registeredAMF and set it to the value of the PLMN identity in the 'Registered AMF' received from upper layers;

4>
set the amf-Identifier to the value received from upper layers;

3>
include and set the guami-Type to the value provided by the upper layers;

Editor's Note: FFS Confirm whether the guami-Type is included and set in the abovementioned condition.

2>
if upper layers provide one or more S-NSSAI (see TS 23.003 [20]):

3>
include the s-nssai-List and set the content to the values provided by the upper layers;

2>
set the dedicatedNAS-Message to include the information received from upper layers;

1>
submit the RRCSetupComplete message to lower layers for transmission, upon which the procedure ends

[...]
6.2.2
Message definitions

–
RRCResumeRequest1
The RRCResumeRequest1 is the 64 bit message used to request the resumption of a suspended RRC connection or perform an RNA update.

Signalling radio bearer: SRB0

RLC-SAP: TM

Logical channel: CCCH1

Direction: UE to Network

RRCResumeRequest1 message

-- ASN1START

-- TAG-RRCRESUMEREQUEST1-START

RRCResumeRequest1 ::= SEQUENCE {

       rrcResumeRequest1      RRCResumeRequest1-IEs

}

RRCResumeRequest1-IEs ::=    SEQUENCE {

    resumeIdentity               I-RNTI-Value,

    resumeMAC-I                  BIT STRING (SIZE (16)),

    resumeCause                  ResumeCause,

    spare                        BIT STRING (SIZE (1))

}

-- TAG-RRCRESUMEREQUEST1-STOP

-- ASN1STOP

	RRCResumeRequest1-IEs field descriptions

	resumeCause
Provides the resume cause for the RRC connection resume request as provided by the upper layers or RRC.  gNB is not expected to reject an RRCResumeRequest1 due to unknown cause value being used by the UE.

	resumeIdentity
UE identity to facilitate UE context retrieval at gNB.

	resumeMAC-I
Authentication token to facilitate UE authentication at gNB. The 16 least significant bits of the MAC-I calculated using the security configuration as specified in 5.3.13.3.


7.1.1
Timers (Informative)

	Timer
	Start
	Stop
	At expiry

	T300
	Upon transmission of RRCSetupRequest.
	Upon reception of RRCSetup or RRCReject message, cell re-selection and upon abortion of connection establishment by upper layers.
	Perform the actions as specified in 5.3.3.6. 

	T301
	Upon transmission of RRCReestabilshmentRequest
	Upon reception of RRCReestablishment or RRCSetupmessage as well as when the selected cell becomes unsuitable
	Go to RRC_IDLE

	T302
	Upon reception of RRCReject while performing RRC connection establishment or resume.
	Upon entering RRC_CONNECTED and upon cell re-selection.
	Inform upper layers about barring alleviation as specified in 5.3.14.4

	T304
	Upon reception of RRCReconfiguration message including reconfigurationWithSync
	Upon successful completion of random access on the corresponding SpCell

For T304 of SCG, upon SCG release
	For T304 of MCG, in case of the handover from NR or intra-NR handover, initiate the RRC re-establishment procedure; In case of handover to NR, perform the actions defined in the specifications applicable for the source RAT.

For T304 of SCG, inform network about the reconfiguration with sync failure by initiating the SCG failure information procedure as specified in 5.7.3.

	T310


	Upon detecting physical layer problems for the SpCell i.e. upon receiving N310 consecutive out-of-sync indications from lower layers.
	Upon receiving N311 consecutive in-sync indications from lower layers for the SpCell, upon receiving RRCReconfiguration with reconfigurationWithSync for that cell group, and upon initiating the connection re-establishment procedure.

Upon SCG release, if the T310 is kept in SCG.


	If the T310 is kept in MCG: If security is not activated: go to RRC_IDLE else: initiate the connection re-establishment procedure.

If the T310 is kept in SCG, Inform E-UTRAN/NR about the SCG radio link failure by initiating the SCG failure information procedure as specified in 5.7.3.

	T311


	Upon initiating the RRC connection re-establishment procedure
	Upon selection of a suitable NR cell or a cell using another RAT.
	Enter RRC_IDLE

	T319
	Upon transmission of RRCResumeRequest or RRCResumeRequest1.
	Upon reception of RRCResume, RRCSetup, RRCRelease, RRCRelease with suspendConfig or RRCReject message, cell re-selection and upon abortion of connection establishment by upper layers.
	Perform the actions as specified in 5.3.13.5.

	T320
	Upon reception of t320 or upon cell (re)selection to NR from another RAT with validity time configured for dedicated priorities (in which case the remaining validity time is applied).
	Upon entering RRC_CONNECTED, upon reception of RRCRelease, when PLMN selection is performed on request by NAS, or upon cell (re)selection to another RAT (in which case the timer is carried on to the other RAT).
	Discard the cell reselection priority information provided by dedicated signalling.

	T321
	Upon receiving measConfig including a reportConfig with the purpose set to reportCGI
	Upon acquiring the information needed to set all fields of cgi-info, upon receiving measConfig that includes removal of the reportConfig with the purpose set to reportCGI and upon detecting that a cell is not broadcasting SIB1.  
	Initiate the measurement reporting procedure, stop performing the related measurements and remove the corresponding measId.

	T325
	Upon reception of RRCRelease message with deprioritisationTimer.
	
	Stop deprioritisation of all frequencies or NR signalled by RRCRelease.

	T380
	Upon reception of RRCRelease including suspendConfig .
	Upon reception of RRCResume, RRCSetup or RRCRelease. .

	Perform the actions as specified in 5.3.13.

	T390
	When access attempt is barred at access barring check for an Access Category. The UE shall maintain one instance of this timer per Access Category.
	As specified in 5.3.14.3.
	Perform the actions as specified in 5.3.14.4.

	T3xx
	Upon transmitting UEAssistanceInformation message with DelayBudgetReport.
	Upon initiating the connection re-establishment procedures
	No action.


Annex B (informative):
RRC Information

· B.1
Protection of RRC messages (informative)

The following list provides information which messages can be sent (unprotected) prior to security activation and which messages can be sent unprotected after security activation. Those messages indicated "-" in "P" column should never be sent unprotected by gNB or UE. Further requirements are defined in the procedural text.

P…Messages that can be sent (unprotected) prior to security activation

A - I…Messages that can be sent without integrity protection after security activation

A - C…Messages that can be sent unciphered after security activation

NA… Message can never be sent after security activation

	Message
	P
	A-I
	A-C
	Comment

	DLInformationTransfer
	+
	-
	-
	

	LocationMeasurementIndication
	-
	-
	-
	

	MIB
	+
	+
	+
	

	MeasurementReport
	-
	-
	-
	Measurement configuration may be sent prior to security activation. But: In order to protect privacy of UEs, MEASUREMENT REPORT is only sent from the UE after successful security activation.

	Paging
	+
	+
	+
	

	RRCReconfiguration
	+
	-
	-
	The message shall not be sent unprotected before security activation if it is used to perform handover or to establish SRB2 and DRBs

	RRCReconfigurationComplete
	+
	-
	-
	Unprotected, if sent as response to RRCConnectionReconfiguration which was sent before security activation

	RRCReestablishment
	-
	-
	+
	Integrity protection applied, but no ciphering.

	RRCReestablishmentComplete
	-
	-
	-
	

	RRCReestablishmentRequest
	-
	-
	+
	This message is not protected by PDCP operation. However, a short MAC-I is included.

	RRCReject
	+
	NA
	NA
	

	RRCRelease
	+
	-
	-
	Justification for P: If the RRC connection only for signalling not requiring DRBs or ciphered messages, or the signalling connection has to be released prematurely, this message is sent as unprotected.

	RRCRequest
	+
	NA
	NA
	

	RRCResume
	-
	-
	-
	

	RRCResumeRequest
	-
	-
	+
	This message is not protected by PDCP operation. However, a resumeMAC-I is included.

	RRCResumeRequest
	-
	-
	+
	This message is not protected by PDCP operation. However, a resumeMAC-I is included.

	RRCResumeComplete
	-
	-
	-
	

	RRCSetup
	+
	NA
	NA
	

	RRCSetupComplete
	+
	NA
	NA
	

	RRCSystemInfoRequest
	+
	NA
	NA
	

	SecurityModeCommand
	+
	NA
	NA
	Integrity protection applied, but no ciphering (integrity verification done after the message received by RRC)

	SecurityModeComplete
	-
	NA
	NA
	Integrity protection applied, but no ciphering. Ciphering is applied after completing the procedure.

	SecurityModeFailure
	+
	NA
	NA
	Neither integrity protection nor ciphering applied.

	SystemInformation
	+
	+
	+
	

	SIB1
	+
	+
	+
	

	UECapabilityEnquiry
	+
	-
	-
	

	UECapabilityInformation
	+
	-
	-
	

	ULInformationTransfer
	+
	-
	-
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