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	Reason for change:
	To fulfil the requirements from RAN plenary and SA2, we need to support the cases in NR after security activation:
- only SRB1 is setup without SRB2 or any DRBs
The signalling only connection is not supported for handover, re-establishment and RRC_INACTIVE cases in Rel-15.

	
	

	Summary of change:
	Add clarification on optionally having SRB2 with DRBs after security activation.
Add clarification that this feature does not apply to handover, re-establishment or RRC_INACTIVE cases.
For the re-establishment case, in case of RLF after AS security is activated but SRB2 and at least one DRB have not been setup, the UE will go to idle and trigger NAS recovery.
Similarly, the UE will not trigger re-establishment, but instead go to idle and trigger NAS recovery, also in case of integrity check failure of SRB1 or RRC connection reconfiguration failure.

Impact analysis
Impacted functionality: 

Signaling only connection
Inter-operability:
If the UE implements the CR but the network doesn’t, the UE supports signalling only connection, but the network will not use this feature, so in general no interoperability issue is foreseen. Nevertheless, in case a condition to trigger re-establishment happens on the UE side before the SRB2 and DRB(s) configuration is received, the UE will not trigger re-establishment, but will go to IDLE and trigger NAS recovery instead. 
If the network implements the CR but the UE doesn’t, if the network sets up a signalling connection only, without a subsequent SRB2/DRB configuration, UE behaviour is not predictable as based on current specification the UE is not expected to be handle security activated on SRB without SRB2 and DRB also being set up.  However, if a trigger for restablishment occurs in this state, the UE may send a reestablishmentRequest to the network when the network expects a NAS recovery to be triggered.
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	Signaling only connection is not supported.
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	 The First Change


4.2.2
Signalling radio bearers

"Signalling Radio Bearers" (SRBs) are defined as Radio Bearers (RBs) that are used only for the transmission of RRC and NAS messages. More specifically, the following SRBs are defined:

-
SRB0 is for RRC messages using the CCCH logical channel;

-
SRB1 is for RRC messages (which may include a piggybacked NAS message) as well as for NAS messages prior to the establishment of SRB2, all using DCCH logical channel;

-
SRB2 is for NAS messages, all using DCCH logical channel. SRB2 has a lower-priority than SRB1 and may be configured by the network after security activation; 
-
SRB3 is for specific RRC messages when UE is in EN-DC, all using DCCH logical channel.

In downlink piggybacking of NAS messages is used only for bearer establishment/modification/release. In uplink piggybacking of NAS message is used only for transferring the initial NAS message during connection setup and connection resume.

Editor's Note: FFS Piggybacking of NAS messages in other procedures than bearer establishment/ modification/ release.

NOTE 1:
The NAS messages transferred via SRB2 are also contained in RRC messages, which however do not include any RRC protocol control information.

Once security is activated, all RRC messages on SRB1, SRB2 and SRB3, including those containing NAS messages, are integrity protected and ciphered by PDCP. NAS independently applies integrity protection and ciphering to the NAS messages.

Editor's Note:
FFS which SRBs are used for NE-DC, NR-NR DC.

Editor's Note:
FFS Duplication in UL, for split SRB and DRBs.

	End of The First Change


	 The Second Change


5.3.1
Introduction
5.3.1.1
RRC connection control

RRC connection establishment involves the establishment of SRB1. The network completes RRC connection establishment prior to completing the establishment of the NG connection, i.e. prior to receiving the UE context information from the 5GC. Consequently, AS security is not activated during the initial phase of the RRC connection. During this initial phase of the RRC connection, the network may configure the UE to perform measurement reporting, but the UE only sends the corresponding measurement reports after successful security activation. However, the UE only accepts a re-configuration with sync message when security has been activated.

Upon receiving the UE context from the 5GC, the RAN activates AS security (both ciphering and integrity protection) using the initial security activation procedure. The RRC messages to activate security (command and successful response) are integrity protected, while ciphering is started only after completion of the procedure. That is, the response to the message used to activate security is not ciphered, while the subsequent messages (e.g. used to establish SRB2 and DRBs) are both integrity protected and ciphered. After having initiated the initial security activation procedure, the network may initiate the establishment of SRB2 and DRBs, i.e. the network may do this prior to receiving the confirmation of the initial security activation from the UE. In any case, the network will apply both ciphering and integrity protection for the RRC reconfiguration messages used to establish SRB2 and DRBs. The network should release the RRC connection if the initial security activation and/ or the radio bearer establishment fails.
The release of the RRC connection normally is initiated by the network. The procedure may be used to re-direct the UE to an NR frequency or an EUTRA carrier frequency. 

Editor’s Note: FFS Details on exceptional cases where the UE (instead of the network) initiatesRRC release e.g. action leading to NAS recovery.

The suspension of the RRC connection is initiated by the network. When the RRC connection is suspended, the UE stores the UE AS context and the I-RNTI, and transits to RRC_INACTIVE state. The RRC message to suspend the RRC connection is integrity protected and ciphered.

The resumption of a suspended RRC connection is initiated by upper layers when the UE needs to transit from RRC_INACTIVE state to RRC_CONNECTED state or by RRC layer to perform a RNA update or by RAN paging from NG-RAN. When the RRC connection is resumed, network configures the UE according to the RRC connection resume procedure based on the stored UE AS context and any RRC configuration received from the network. The RRC connection resume procedure re-activates security and re-establishes SRB(s) and DRB(s).

In response to a request to resume the RRC connection, the network may resume the suspended RRC connection and send UE to RRC_CONNECTED, or reject the request to resume and send UE to RRC_INACTIVE (with a wait timer), or directly re-suspend the RRC connection and send UE to RRC_INACTIVE, or directly release the RRC connection and send UE to RRC_IDLE, or instruct the UE to discard the stored context and initiate NAS level recovery (in this case the network sends an RRC setup message).

Editor’s Note
FFS NE-DC, NR-NR-DC related aspects.
	End of The Second Change


	 The Third Change


5.3.5
RRC reconfiguration
<Text omitted here>

5.3.5.2
Initiation

The Network may initiate the RRC reconfiguration procedure to a UE in RRC_CONNECTED. The Network applies the procedure as follows:

-
the establishment of RBs (other than SRB1, that is established during RRC connection establishment) is performed only when AS security has been activated;

-
the addition of Secondary Cell Group and SCells is performed only when AS security has been activated;

-
the reconfigurationWithSync is included in secondaryCellGroup only when at least one DRB is setup in SCG;
-     the reconfigurationWithSync is included in masterCellGroup only when AS-security has been activated, and SRB2 with at least one DRB are setup and not suspended.
	End of The Third Change


	 The Fourth Change


5.3.5.8.2
Inability to comply with RRCReconfiguration

The UE shall:

1>
if the UE is operating in EN-DC:

2>
if the UE is unable to comply with (part of) the configuration included in the RRCReconfiguration message received over SRB3;

3>
continue using the configuration used prior to the reception of RRCReconfiguration message;

3>
initiate the SCG failure information procedure as specified in subclause 5.7.3 to report SCG reconfiguration error, upon which the connection reconfiguration procedure ends;

2>
else, if the UE is unable to comply with (part of) the configuration included in the RRCReconfiguration message received over MCG SRB1;

3>
continue using the configuration used prior to the reception of RRCReconfiguration message;

3>
initiate the connection re-establishment procedure as specified in TS 36.331 [10, 5.3.7], upon which the connection reconfiguration procedure ends.

1>
else if RRCReconfiguration is received via NR:

2>
if the UE is unable to comply with (part of) the configuration included in the RRCReconfiguration message;

3>
continue using the configuration used prior to the reception of RRCReconfiguration message;

3>
if security has not been activated:

4>
perform the actions upon going to RRC_IDLE as specified in 5.3.11, with release cause other;

3>
else if AS security has been activated but SRB2 and at least one DRB have not been setup:

4> perform the actions upon going to RRC_IDLE as specified in 5.3.11, with release cause 'RRC connection failure';
3> else:
4>
initiate the connection re-establishment procedure as specified in 5.3.7, upon which the reconfiguration procedure ends;

1>
else if RRCReconfiguration is received via other RAT (HO to NR failure):
2>
if the UE is unable to comply with any part of the configuration included in the RRCReconfiguration message:

3>
perform the actions defined for this failure case as defined in the specifications applicable for the other RAT.

NOTE 1:
The UE may apply above failure handling also in case the RRCReconfiguration message causes a protocol error for which the generic error handling as defined in 10 specifies that the UE shall ignore the message.

NOTE 2:
If the UE is unable to comply with part of the configuration, it does not apply any part of the configuration, i.e. there is no partial success/failure.
	End of The Fourth Change


	 The Fifth Change


5.3.7
RRC connection re-establishment

5.3.7.1
General
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Figure 5.3.7.1-1: RRC connection re-establishment, successful
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Figure 5.3.7.1-2: RRC re-establishment, fallback to RRC establishment, successful 

The purpose of this procedure is to re-establish the RRC connection. A UE in RRC_CONNECTED, for which security has been activated with SRB2 and at least one DRB setup, may initiate the procedure in order to continue the RRC connection. The connection re-establishment succeeds if the network is able to find and verify a valid UE context or, if the UE context cannot be retrieved, and the network responds with an RRCSetup according to section 5.3.3.4. If AS security has not been activated, the UE does not initiate the procedure but instead moves to RRC_IDLE directly, with release cause 'other'. If AS security has been activated, but SRB2 and at least one DRB are not setup, the UE does not initiate the procedure but instead moves to RRC_IDLE directly, with release cause ' RRC connection failure '.
The network applies the procedure as follows:

-
When AS security has been activated and the network retrieves or verifies the UE context:

-
to re-activate AS security without changing algorithms;

-
to re-establish and resume the SRB1;

-
When UE is re-establishing an RRC connection, and the network is not able to retrieve or verify the UE context:

-
to discard the stored AS Context and release all RB; 

-
fallback to establish a new RRC connection. 

	 End of The Fifth Change


	 The Sixth Change


5.3.10.3
Detection of radio link failure
The UE shall:
1>
upon T310 expiry in PCell; or

1>
upon random access problem indication from MCG MAC while neither T300, T301, T304 nor T311 is running; or

1>
upon indication from MCG RLC that the maximum number of retransmissions has been reached:

2>
consider radio link failure to be detected for the MCG i.e. RLF;

Editor's Note: FFS: How to handle RLC failure in CA duplication for MCG DRB and SRB.

2>
if AS security has not been activated:

3>
perform the actions upon going to RRC_IDLE as specified in 5.3.11, with release cause 'other';

2>
else if AS security has been activated but SRB2 and at least one DRB have not been setup:
3>
perform the actions upon going to RRC_IDLE as specified in 5.3.11, with release cause 'RRC connection failure';

2> else
3>
initiate the connection re-establishment procedure as specified in 5.3.7.

The UE shall:

1>
upon T310 expiry in PSCell; or

1>
upon random access problem indication from SCG MAC; or

1>
upon indication from SCG RLC that the maximum number of retransmissions has been reached:

2>
consider radio link failure to be detected for the SCG i.e. SCG-RLF;

Editor's Note: FFS: How to handle RLC failure in CA duplication for SCG DRB and SRB.

2>
initiate the SCG failure information procedure as specified in 5.7.3 to report SCG radio link failure.

	 End of Sixth Change


	 The Seventh Change


5.3.8
RRC connection release

5.3.8.1
General
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Figure 5.3.8.1-1: RRC connection release, successful

The purpose of this procedure is:

-
to release the RRC connection, which includes the release of the established radio bearers as well as all radio resources; or

-
to suspend the RRC connection only if SRB2 and at least one DRB is setup, which includes the suspension of the established radio bearers.

5.3.8.2
Initiation

The network initiates the RRC connection release procedure to transit a UE in RRC_CONNECTED to RRC_IDLE; or to transit a UE in RRC_CONNECTED to RRC_INACTIVE only if SRB2 and at least one DRB is setup in RRC_CONNECTED; or to transit a UE in RRC_INACTIVE back to RRC_INACTIVE when the UE tries to resume; or to transit a UE in RRC_INACTIVE to RRC_IDLE when the UE tries to resume. The procedure can also be used to release and redirect a UE to another frequency. 
	End of The Seventh Change
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