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1. Introduction
So far, the study has considered NDS to secure F1* when IP is terminated at the access IAB-node in arch 1a. 
CP alternative 4 shows protocol stack examples for F1*-C protection via DTLS. R2-1818569 shows protocol stack examples for F1*-U protection via IPsec. 
This paper discusses solutions for PDCP-based F1* security protection when IP is terminated at the access IAB-node.
2. Discussion
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Figure 1: Protocol stack examples for NDS- vs. PDCP-secured F1*-C with IAB-node-terminated IP
When IP is terminated at the access IAB node, F1*-C can be protected via NDS or via PDCP. Figure 1 shows protocol stack examples for DTLS- and PDCP-secured F1*-C. The protocol stack for DTLS-secured F1*-C is the same as shown for CP alternative 4. In these examples, DTLS and PDCP are carried on top of SCTP.
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Figure 2: Protocol stack examples for NDS- vs. PDCP-secured F1*-U with IAB-node-terminated IP
When IP is terminated at the access IAB node, F1*-U can be protected via NDS or via PDCP. Figure 2 shows protocol stack examples for IPsec- and PDCP-secured F1*-U. In these examples, IPsec is carried on top of IP while PDCP is carried on top of UDP.

Observation: F1* can be protected by either NDS or PDCP when IP is terminated at the access IAB-node.
Proposal: Include TP into TR 38.874.
3. Conclusion

This paper discussed solutions for PDCP-based F1* security protection when IP is terminated at the access IAB-node. The following observation and proposal were made:
Observation: F1* can be protected by either NDS or PDCP when IP is terminated at the access IAB-node.
Proposal: Include TP into TR 38.874.
4. Text Proposal

The following changes to TR 38.874 are proposed:

********* Start of Change **********
8  Radio protocol aspects
…

8.2 
User-plane considerations for architecture group 1

…

8.2.x 
Security protection of F1*-U for IP-termination at access-IAB-node
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Figure 8.2.x-1: Protocol stack examples for NDS- vs. PDCP-secured F1*-U with IAB-node-terminated IP
When IP is terminated at the access IAB node, F1*-U can be protected via NDS or via PDCP. Figure 8.2.x-1 shows protocol stack examples for IPsec- and PDCP-secured F1*-U. In these examples, IPsec is carried on top of IP while PDCP is carried on top of UDP.

8.3 
Control-plane considerations for architecture group 1

…

8.3.x 
Security protection of F1*-C for IP-termination at access-IAB-node
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Figure 8.3.x-1: Protocol stack examples for NDS- vs. PDCP-secured F1*-C with IAB-node-terminated IP
When IP is terminated at the access IAB node, F1*-C can be protected via NDS or via PDCP. Figure 8.3.x-1 shows protocol stack examples for DTLS- and PDCP-secured F1*-C. The protocol stack for DTLS-secured F1*-C is the same as shown for CP alternative 4. In these examples, DTLS and PDCP are carried on top of SCTP.

********* End of Change **********
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