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1
Overall description
As part of ongoing study item on integrated access and backhaul for NR (IAB), the RAN WGs are studying different architecture proposals for supporting wireless backhauling of NR base stations. For additional information see SID (RP-181349) and latest version of TR 38.874. 

RAN2 has been considering a modified F1 interface (hence referred to as F1*) between the CU and the wireless DU, which has the same functionality as F1 in CU/DU split architecture, but it is carried via wired and wireless links. On the wireless part, it is carried over an RLC channel consistent of NR PHY, MAC and RLC, and an additional routing layer, which is used for packet forwarding across the wireless backhaul topology. 
Examples for protocol stacks with F1*-U are shown in the Annex. In all these examples, the UE accesses a DU on IAB-node 2, which interconnects with the CU via F1*-U. The UE’s U-plane traffic is protected via PDCP between UE and CU-UP. 

SA3 defines the following requirements for the protection of F1 in TS 33.501, section 5.3.9:
F1-C interface shall support confidentiality, integrity and replay protection. 

All management traffic carried over the CU-DU link shall be integrity, confidentiality and replay protected.

The gNB shall support confidentiality, integrity and replay protection on the gNB DU-CU F1-U interface [33] for user plane.

F1-C and management traffic carried over the CU-DU link shall be protected independently from F1-U traffic.

      NOTE:
The above requirements allow to have F1-U protected differently (including turning integrity and/or encryption off or on for F1-U) from all other traffic on the CU-DU (e.g. the traffic over F1-C).
As part of the study item work on IAB, several security related questions (below) have been identified on which RAN2 requires further guidance from SA3.
Question 1: Does the same security requirements apply for the F1*-U information as for F1-U defined in TS 33.501 or would it be possible to not protect F1*-U over the wireless backhaul (as shown in Figure 5), since all IAB-nodes and the IAB-donor-DU belong to the same operator domain , and U-plane traffic between UE and CU is already end-to-end protected via PDCP.


Question 2 Can NDS be used to protect F1*-U and F1*-C? (as shown in Figure 1 for F1*-U and Figure 2 for F1*-C)
Question 3 Can PDCP be used to protect F1*-U and F1*-C? (as shown in Figure 3 for F1*-U and Figure 4 for F1*-C)
Question 4: Does SA3 have any preference regarding which solution (NDS vs PDCP) to apply for protecting F1*-U and/or F1*-C?
3
Actions
To SA3: 
 3GPP RAN2 kindly asks SA3 to provide their input to the questions above. 

4
Dates of next TSG RAN WG2 meetings
3GPPRAN2#105
25 Feb - 1 Mar 2019   
Athens 
GR
3GPPRAN2#105bis
8 April - 12 April 2019   
China
5
Annex


Examples for protocol stacks for F1*-U/F1*-C are shown in Figures 1 to 5. In these examples, the UE accesses a DU on IAB-node 2, which interconnects with the CU via F1*-U. The UE’s U-plane traffic is protected via PDCP between UE and CU-UP. 

The Figures show the following examples:
· Figure 1 shows how F1*-U is protected with IPsec (transport mode) end-to-end. 

· Figure 2 shows how F1*-C is protected with DTLS end-to-end. 

· Figure 3 shows how F1*-U is protected with PDCP end-to-end. 
· Figure 4 shows how F1*-C is protected with PDCP end-to-end. 

· Figure 5 shows how F1*-U is protected only on the wireline section but not on the wireless section of the backhaul.
It should be noted that the figures are example realizations and are shown only from the perspective of IAB node 2 (and UE connected to it) for the sake of brevity. In figure 1, tunnel mode IPsec could also be used instead of transport mode. In figure 2, IPsec could be used instead of DTLS. In figures 3 and 4, even though it is shown that F1*-U is protected via PDCP end to end, it does not mean that NDS will not be used over the wireline transport. For example, for a UE connected directly to IAB-donor DU, NDS can be used to protect the F1-U/F1-C over the wired CU-DU link.
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Figure 1: Example of U-plane protocol stack for IAB using IPsec to secure F1*-U end-to-end
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Figure 2: Example of C-plane protocol stack for IAB using DTLS to secure F1*-C end-to-end
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Figure 3: Example of U-plane protocol stack for IAB using PDCP to secure F1*-U end-to-end
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Figure 4: Example of C-plane protocol stack for IAB using PDCP to secure F1*-C end-to-end
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Figure 5: Example of U-plane protocol stack for IAB using IPsec to only secure the wireline section of F1*-U
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