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	Reason for change:
	For UE resuming from RRC_INACTIVE, it derives security key on initiating resume request using stored NCC or KeNB.  On reception of RRC resume message, it should ignore nextHopChainingCount value which is mandatory defined in RRCConnectionResume message. Otherwise, the UE will derive new key each time on reception of resume message. Since the UE already updates security key on initiating RRC resume request based on the stored NCC indicated in RRC release message, it is unnecessary to derive a new key again (e.g., deriving new key twice during a single connection) on reception of RRC resume message. A similar change has been captured in TS 36.331 v15.3.0 for UP-EDT.
With this proposed change, we understand the “else” branch of the existing judgement “if the RRCConnectionResume is received in response to an RRCConnectionResumeRequest for EDT”, e.g., the branch of deriving new key and performing integrity check would not be applied to either UP-EDT or resume from RRC_INACTIVE. So we need to remove the description of leaving RRC_INACTIVE in the “else” branch and give additional text to cover the integrity check failure on reception of RRC resume message. All these needed changes have already been introduced in 36.331 CR3586.

	
	

	Summary of change:
	Add description in 5.3.3.4a for UE resume from RRC_INACTIVE to ignore nextHopChainingCount value indicated in the RRCConnectionResume message.

Impact Analysis
Impacted functionality

Resume procedure from RRC_INACTIVE state.
Inter-operability
No inter-operability issues are foreseen.


	
	

	Consequences if not approved:
	The UE behaviour is unclear on reception of RRC resume message.
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Start of the change

5.3.3.4a
Reception of the RRCConnectionResume by the UE

The UE shall:

1>
stop timer T300;

1>
except if the RRCConnectionResume is received in response to an RRCConnectionResumeRequest for EDT:

2>
if resuming an RRC connection from a suspended RRC connection:

3>
restore the PDCP state and re-establish PDCP entities for SRB2, if configured with E-UTRA PDCP, and for all DRBs that are configured with E-UTRA PDCP;

3>
if drb-ContinueROHC is included:

4>
indicate to lower layers that stored UE AS context is used and that drb-ContinueROHC is configured;

4>
continue the header compression protocol context for the DRBs configured with the header compression protocol;

3>
else:

4>
indicate to lower layers that stored UE AS context is used;

4>
reset the header compression protocol context for the DRBs configured with the header compression protocol;

3>
discard the stored UE AS context and resumeIdentity;

2>
else if the RRCConnectionResume message includes the fullConfig (for resuming an RRC connection from RRC_INACTIVE):

3>
perform the radio configuration procedure as specified in 5.3.5.8;

2>
else (for resuming an RRC connection from RRC_INACTIVE)

3>
restore the PDCP state, reset COUNT value and re-establish PDCP entities for SRB2 and all DRBs;

3>
restore the physical layer configuration , the MAC configuration, the RLC configuration and the PDCP configuration from the stored UE AS context;

3>
if drb-ContinueROHC is included:

4>
indicate to lower layers that stored UE AS context is used and that drb-ContinueROHC is configured;

4>
continue the header compression protocol context for the DRBs configured with the header compression protocol;

3>
else:

4>
indicate to lower layers that stored UE AS context is used;

4>
reset the header compression protocol context for the DRBs configured with the header compression protocol;
3>
discard the stored UE AS context, the fullI-RNTI and the shortI-RNTI except ran-NotificationAreaInfo;

1>
perform the radio resource configuration procedure in accordance with the received radioResourceConfigDedicated and as specified in 5.3.10;

NOTE:
When performing the radio resource configuration procedure, for the physical layer configuration and the MAC Main configuration, the restored RRC configuration from the stored UE AS context is used as basis for the reconfiguration.

1>
if the received RRCConnectionResume message includes the sk-Counter:

2>
perform key update procedure as specified in TS 38.331 [82, 5.3.5.8];

1>
if the received RRCConnectionResume message includes the nr-RadioBearerConfig1:

2>
perform radio bearer configuration as specified in TS 38.331 [82, 5.3.5.6];

1>
if the received RRCConnectionResume message includes the nr-RadioBearerConfig2:

2>
perform radio bearer configuration as specified in TS 38.331 [82, 5.3.5.6];

1>
except if the RRCConnectionResume is received in response to an RRCConnectionResumeRequest for EDT:

2>
resume SRB2 and all DRBs, if any, including RBs configured with NR PDCP;

1>
if stored, discard the cell reselection priority information provided by the idleModeMobilityControlInfo or inherited from another RAT;

1>
if stored, discard the dedicated offset provided by the redirectedCarrierOffsetDedicated;

1>
if the RRCConnectionResume message includes the measConfig:

2>
perform the measurement configuration procedure as specified in 5.5.2;

1>
stop timer T302, if running;

1>
stop timer T303, if running;

1>
stop timer T305, if running;

1>
stop timer T306, if running;

1>
stop timer T308, if running;

1>
perform the actions as specified in 5.3.3.7;

1>
stop timer T320, if running;

1>
stop timer T350, if running;

1>
perform the actions as specified in 5.6.12.4;

1>
stop timer T360, if running;

1>
stop timer T322, if running;
1>
if the RRCConnectionResume is received in response to an RRCConnectionResumeRequest for EDT or an RRCConnectionResumeRequest from RRC_INACTIVE:

2>
ignore the nextHopChainingCount value indicated in the RRCConnectionResume message;
1>
else:

2> if resuming an RRC connection from a suspended RRC connection:

3> update the KeNB key based on the KASME key to which the current KeNB is associated, using the nextHopChainingCount value indicated in the RRCConnectionResume message, as specified in TS 33.401 [32];

3> store the nextHopChainingCount value;

3> derive the KRRCint key associated with the previously configured integrity algorithm, as specified in TS 33.401 [32];

3> request lower layers to verify the integrity protection of the RRCConnectionResume message, using the previously configured algorithm and the KRRCint key;

2> if the integrity protection check of the RRCConnectionResume message fails:

3> perform the actions upon leaving RRC_CONNECTED or RRC_INACTIVE as specified in 5.3.12, with release cause 'other' for the resume from a suspended RRC connection, with release cause 'RRC Resume failure' for the resume from RRC_INACTIVE, upon which the procedure ends;

2> if resuming an RRC connection from a suspended RRC connection:

3> derive the KRRCenc key and the KUPenc key associated with the previously configured ciphering algorithm, as specified in TS 33.401 [32];

3> configure lower layers to resume integrity protection using the previously configured algorithm and the KRRCint key immediately, i.e., integrity protection shall be applied to all subsequent messages received and sent by the UE;

3> configure lower layers to resume ciphering and to apply the ciphering algorithm, the KRRCenc key and the KUPenc key, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE;

1>
enter RRC_CONNECTED;

1>
indicate to upper layers that the suspended RRC connection has been resumed;

1>
stop the cell re-selection procedure;

1>
consider the current cell to be the PCell;

1>
set the content of RRCConnectionResumeComplete message as follows:

2>
set the selectedPLMN-Identity to the PLMN selected by upper layers (see TS 23.122 [11], TS 24.301 [35]) from the PLMN(s) included in the plmn-IdentityList in SystemInformationBlockType1;

2>
set the dedicatedInfoNAS to include the information received from upper layers;

3>
if the UE has flight path information available:

4>
include flightPathInfoAvailable;

2>
except for NB-IoT:

3>
if resuming an RRC connection from a suspended RRC connection:

4>
if the UE has radio link failure or handover failure information available in VarRLF-Report and if the RPLMN is included in plmn-IdentityList stored in VarRLF-Report:

5>
include rlf-InfoAvailable;

4>
if the UE has MBSFN logged measurements available for E-UTRA and if the RPLMN is included in plmn-IdentityList stored in VarLogMeasReport:

5>
include logMeasAvailableMBSFN;

4>
else if the UE has logged measurements available for E-UTRA and if the RPLMN is included in plmn-IdentityList stored in VarLogMeasReport:

5>
include logMeasAvailable;

4>
if the UE has Bluetooth logged measurements available and if the RPLMN is included in plmn-IdentityList stored in VarLogMeasReport:

5>
include logMeasAvailableBT;

4>
if the UE has WLAN logged measurements available and if the RPLMN is included in plmn-IdentityList stored in VarLogMeasReport:

5>
include logMeasAvailableWLAN;

4>
if the UE has connection establishment failure information available in VarConnEstFailReport and if the RPLMN is equal to plmn-Identity stored in VarConnEstFailReport:

5>
include connEstFailInfoAvailable;

4>
include the mobilityState and set it to the mobility state (as specified in TS 36.304 [4]) of the UE just prior to entering RRC_CONNECTED state;

3>
if the UE supports storage of mobility history information and the UE has mobility history information available in VarMobilityHistoryReport:

4>
include mobilityHistoryAvail;

3>
if the SIB2 contains idleModeMeasurements, and the UE has IDLE mode measurement information available in VarMeasIdleReport:

4>
include the idleMeasAvailable;

4>
stop T331 (if running);
2>
for NB-IoT:

3>
if the UE supports serving cell idle mode measurements reporting and servingCellMeasInfo is present in SystemInformationBlockType2-NB:

4>
set the measResultServCell to include the measurements of the serving cell;

 NOTE:
The UE includes the latest results of the serving cell measurements as used for cell selection/ reselection evaluation, which are performed in accordance with the performance requirements as specified in TS 36.133 [16].

1>
submit the RRCConnectionResumeComplete message to lower layers for transmission;

1>
the procedure ends.

End of the change
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