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Introduction
RAN2 had previously in RAN2#99bis agreed that security can be turned on or off during HO:
1. For each DRB, the enabling of integrity protection should be configured by RRC signaling semi-statically.  The enabling of integrity protection for one DRB can only be changed using a HO procedure.  

This is not properly specified in RAN2 specs.  This document looks at a possible solution.  
Discussion
The previous agreement to be able to reconfigure security during HO procedure requires corresponding text in procedural section and in PPDCP.  However, the current RRC spec only considers activating security during DRB setup.  This is captured as follows:
2>	if the reestablishPDCP is set:
[..]
4>	if the PDCP entity of this DRB is not configured with cipheringDisabled:
5>	configure the PDCP entity with the ciphering algorithm and KUPenc key associated with the master or secondary key (KeNB/S-KgNB/KgNB) as indicated in keyToUse, i.e. the ciphering configuration shall be applied to all subsequent PDCP PDUs received and sent by the UE;
4>	if the PDCP entity of this DRB is configured with integrityProtection:
5>	configure the PDCP entity with the integrity algorithms according to securityConfig and apply the KUPint key associated with the master (KeNB/KgNB) or the secondary key (S-KgNB) as indicated in keyToUse;
3>	re-establish the PDCP entity of this DRB as specified in 38.323 [5], section 5.1.2;

 There is no procedural text for a change of security configuration.  For example when security is turned on the above text is executed.  If security is later turned off, there is no text to configure PDCP to turn off security.
Observation #1: Current RRC procedural text does not cover turn-off security once it is turned on.
Further, PDCP spec did not have mechanism to turn off security.  Last RAN2 discussed and in principle agreed an RRC CR to “suspend” security for SRB1 and the corresponding PDCP CR is for formal discussion this meeting [1].  While this CR introduced a mechanism to suspend, it still doesn’t address the issue fully:
1) “suspend” implies a temporary suspension rather an semi-static “turning off”
2) It does not specifically address whether MAC-I for DRB is included or not during suspension (MAC-I being optional for DRB and not included when DRB-IP is not activated).  That is because that CR only addressed suspension of SRB1 and hence DRB handling was not considered. 
Observation #2: Current PDCP spec do not clearly address turning off security, especially integrity protection for DRBs.
Proposal #1: Discuss if RAN2 is OK to make changes to RRC and PDCP to correctly capture the RAN2 agreement to support security update during HO; or only allow security configuration during DRB setup as in the current procedural text.  
Required changes  in RRC
To address the turning off the security for DRBs, the following change is needed in RRC:
2>	if the reestablishPDCP is set:
[..]
4>	if the PDCP entity of this DRB is not configured with cipheringDisabled:
5>	configure the PDCP entity with the ciphering algorithm and KUPenc key associated with the master or secondary key (KeNB/S-KgNB/KgNB) as indicated in keyToUse, i.e. the ciphering configuration shall be applied to all subsequent PDCP PDUs received and sent by the UE;
4> else
5> suspend ciphering for this DRB if previously configured;
4>	if the PDCP entity of this DRB is configured with integrityProtection:
5>	configure the PDCP entity with the integrity algorithms according to securityConfig and apply the KUPint key associated with the master (KeNB/KgNB) or the secondary key (S-KgNB) as indicated in keyToUse;
4> else
5> suspend integrity protection for this DRB if previously configured;
3>	re-establish the PDCP entity of this DRB as specified in 38.323 [5], section 5.1.2;


        integrityProtection     ENUMERATED { enabled }    OPTIONAL,   -- Cond ConnectedTo5GC

-- not relevant ASN.1 deleted   

 cipheringDisabled       ENUMERATED {true}                OPTIONAL    -- Cond ConnectedTo5GC

	cipheringDisabled
If included, ciphering is disabled for this DRB regardless of which ciphering algorithm is configured for the SRB/DRBs. The field may only be included if the UE is connected to 5GC. Otherwise the field is absent. The network configures all DRBs with the same PDU-session ID with same value for this field.  The value of cipheringDisabled can only be changed using reconfig with sync.

	integrityProtection
Indicates whether or not integrity protection is configured for this radio bearer.  The value of integrityProtection for a DRB can only be changed using reconfiguration with sync.
FFS: text to indicate where to find the key.



	ConnectedTo5GC
	The field is optionally present, need R, if the UE is connected to 5GC. Otherwise the field is absent.



Proposal #2: If it is agreed to update the specs, consider the above TP 
Required changes to PDCP spec

To address the limitation in PDCP, one solution is to extend the PDCP CR to make clear that MAC-I is not included for suspended DRBs.  Though this implies that “suspension” can be semi-static configuration.
The corresponding TP for PDCP on top of [1] will be:
[bookmark: _Toc525809115]6.3.4	MAC-I
Length: 32 bits
This field carries a message authentication code calculated as specified in subclause 5.9.
For SRBs, the MAC-I field is always present. If integrity protection is not configured, the MAC-I field is still present but should be padded with padding bits set to 0.
For DRBs, the MAC-I field is present only when the DRB is configured with integrity protection and integrity protection is not suspended.
Proposal #3: Extend PDCP CR on suspending security to also clarify that MAC-I is not included for suspended DRBs as shown in the TP above.

Summary and proposals
As discussed above, the current RRC specification does not correctly capture the previous agreement.  The following observations and proposals were made:
Observation #1: Current RRC procedural text does not cover turn-off security once it is turned on.
Observation #2: Current PDCP spec do not clearly address turning off security, especially integrity protection for DRBs.
Proposal #1: Discuss if RAN2 is OK to make changes to RRC and PDCP to correctly capture the RAN2 agreement to support security update during HO; or only allow security configuration during DRB setup as in the current procedural text.  
Proposal #2: If it is agreed to update the specs, consider the above TP 
Proposal #3: Extend PDCP CR on suspending security to also clarify that MAC-I is not included for suspended DRBs.
References:
[1] R2-1816742	Suspend and resume of security	Intel Corporation
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The UE shall:
1>	for each drb-Identity value included in the drb-ToAddModList that is not part of the current UE configuration (DRB establishment including the case when full configuration option is used):
2>	if an sdap-Config is included:
3>	if an SDAP entity with the received pdu-Session does not exist:
4>	establish an SDAP entity as specified in TS 37.324 [xx] section 5.1.1;
3>	configure the SDAP entity in accordance with the received sdap-Config as specified in TS 37.324 [xx] and associate the DRB with the SDAP entity;
2>	establish a PDCP entity and configure it in accordance with the received pdcp-Config;
2>	if the PDCP entity of this DRB is not configured with cipheringDisabled:
3>	configure the PDCP entity with the ciphering algorithms according to securityConfig and apply the KUPenc key associated with the master key (KeNB/KgNB) or the secondary key (S-KgNB) as indicated in keyToUse;
2>	if the PDCP entity of this DRB is configured with integrityProtection:
3>	configure the PDCP entity with the integrity algorithms according to securityConfig and apply the KUPint key associated with the master (KeNB/KgNB) or the secondary key (S-KgNB) as indicated in keyToUse;
2>	if the UE is operating in EN-DC:
3>if the DRB was configured with the same eps-BearerIdentity either by NR or E-UTRA prior to receiving this reconfiguration:
4>	associate the established DRB with the corresponding eps-BearerIdentity;
3>	else:
4>	indicate the establishment of the DRB(s) and the eps-BearerIdentity of the established DRB(s) to upper layers;
1>	for each drb-Identity value included in the drb-ToAddModList that is part of the current UE configuration:
2>	if an sdap-Config is included, reconfigure the SDAP entity in accordance with the received sdap-Config as specified in TS 37.324 [xx];
2>	if the reestablishPDCP is set:
3>	if target RAT is E-UTRA/5GC:
4>	if the PDCP entity of this DRB is not configured with cipheringDisabled:
5>	configure the PDCP entity with the ciphering algorithm and KUPenc key associated with the master or secondary key (KeNB/S-KgNB/KgNB) as indicated in keyToUse, i.e. the ciphering configuration shall be applied to all subsequent PDCP PDUs received and sent by the UE;
4> else
5> suspend ciphering for this DRB if previously configured;
4>	if the PDCP entity of this DRB is configured with integrityProtection:
5>	configure the PDCP entity with the integrity algorithms according to securityConfig and apply the KUPint key associated with the master (KeNB/KgNB) or the secondary key (S-KgNB) as indicated in keyToUse;
4> else
5> suspend integrity protection for this DRB if previously configured;
3>	re-establish the PDCP entity of this DRB as specified in 38.323 [5], section 5.1.2;
2>	else, if the recoverPDCP is set:
3>	trigger the PDCP entity of this DRB to perform data recovery as specified in 38.323;
2>	if the pdcp-Config is included:
3>	reconfigure the PDCP entity in accordance with the received pdcp-Config.
NOTE 1:	Removal and addition of the same drb-Identity in a single radioResourceConfig is not supported. In case drb-Identity is removed and added due to reconfiguration with sync or re-establishment with the full configuration option, the network can use the same value of drb-Identity.
NOTE 2:	When determining whether a drb-Identity value is part of the current UE configuration, the UE does not distinguish which RadioBearerConfig and DRB-ToAddModList that DRB was originally configured in. To re-associate a DRB with a different key (KeNB to S-KeNB or vice versa), the network provides the drb-Identity value in the (target) drb-ToAddModList and sets the reestablishPDCP flag. The network does not list the drb-Identity in the (source) drb-ToReleaseList.
NOTE 3:	When setting the reestablishPDCP flag for a radio bearer, the network ensures that the RLC receiver entities do not deliver old PDCP PDUs to the re-established PDCP entity. It does that e.g. by triggering a reconfiguration with sync of the cell group hosting the old RLC entity or by releasing the old RLC entity.
NOTE 4:	In this specification, UE configuration refers to the parameters configured by NR RRC unless otherwise stated.
NOTE 5: Ciphering and integrity protection can be enabled or disabled for a DRB. The enabling/disabling of ciphering or integrity protection can be changed only by releasing and adding the DRB.





	****	Next Change 	****



[bookmark: _Toc525763454]–	PDCP-Config
The IE PDCP-Config is used to set the configurable PDCP parameters for signalling and data radio bearers.
PDCP-Config information element
-- ASN1START
-- TAG-PDCP-CONFIG-START

[bookmark: _Hlk514739587]PDCP-Config ::=         SEQUENCE {
    drb                     SEQUENCE {
        discardTimer            ENUMERATED {ms10, ms20, ms30, ms40, ms50, ms60, ms75, ms100, ms150, ms200,
                                            ms250, ms300, ms500, ms750, ms1500, infinity}           OPTIONAL, -- Cond Setup
        pdcp-SN-SizeUL          ENUMERATED {len12bits, len18bits}                                   OPTIONAL, -- Cond Setup2
        pdcp-SN-SizeDL          ENUMERATED {len12bits, len18bits}                                   OPTIONAL, -- Cond Setup2
        headerCompression       CHOICE {
            notUsed                 NULL,
            rohc                    SEQUENCE {
                maxCID                  INTEGER (1..16383)                                          DEFAULT 15,
                profiles                SEQUENCE {
                    profile0x0001           BOOLEAN,
                    profile0x0002           BOOLEAN,
                    profile0x0003           BOOLEAN,
                    profile0x0004           BOOLEAN,
                    profile0x0006           BOOLEAN,
                    profile0x0101           BOOLEAN,
                    profile0x0102           BOOLEAN,
                    profile0x0103           BOOLEAN,
                    profile0x0104           BOOLEAN
                },
                drb-ContinueROHC            ENUMERATED { true }                                     OPTIONAL    -- Need N
            },
            uplinkOnlyROHC          SEQUENCE {
                maxCID                  INTEGER (1..16383)                                          DEFAULT 15,
                profiles                SEQUENCE {
                    profile0x0006           BOOLEAN
                },
                drb-ContinueROHC            ENUMERATED { true }                                     OPTIONAL    -- Need N
            },
            ...
        },
        integrityProtection     ENUMERATED { enabled }                                              OPTIONAL,   -- Cond ConnectedTo5GC
        statusReportRequired    ENUMERATED { true }                                                 OPTIONAL,   -- Cond Rlc-AM
        outOfOrderDelivery      ENUMERATED { true }                                                 OPTIONAL    -- Need R
    }                                                                                               OPTIONAL,   -- Cond DRB
    moreThanOneRLC          SEQUENCE {
        primaryPath             SEQUENCE {
            cellGroup               CellGroupId                                                     OPTIONAL,   -- Need R
            logicalChannel          LogicalChannelIdentity                                          OPTIONAL    -- Need R
        },
        ul-DataSplitThreshold   UL-DataSplitThreshold                                               OPTIONAL, -- Cond SplitBearer
        pdcp-Duplication            BOOLEAN                                                         OPTIONAL    -- Need R
    }                                                                                               OPTIONAL, -- Cond MoreThanOneRLC

    t-Reordering                ENUMERATED {
                                    ms0, ms1, ms2, ms4, ms5, ms8, ms10, ms15, ms20, ms30, ms40,
                                    ms50, ms60, ms80, ms100, ms120, ms140, ms160, ms180, ms200, ms220,
                                    ms240, ms260, ms280, ms300, ms500, ms750, ms1000, ms1250,
                                    ms1500, ms1750, ms2000, ms2250, ms2500, ms2750,
                                    ms3000, spare28, spare27, spare26, spare25, spare24,
                                    spare23, spare22, spare21, spare20,
                                    spare19, spare18, spare17, spare16, spare15, spare14,
                                    spare13, spare12, spare11, spare10, spare09,
                                    spare08, spare07, spare06, spare05, spare04, spare03,
                                    spare02, spare01 }                                              OPTIONAL, -- Need S
    ...,
    [[
    cipheringDisabled       ENUMERATED {true}                                                       OPTIONAL    -- Cond ConnectedTo5GC
    ]]

}

UL-DataSplitThreshold ::= ENUMERATED {
                                            b0, b100, b200, b400, b800, b1600, b3200, b6400, b12800, b25600, b51200, b102400, b204800,
                                            b409600, b819200, b1228800, b1638400, b2457600, b3276800, b4096000, b4915200, b5734400,
                                            b6553600, infinity, spare8, spare7, spare6, spare5, spare4, spare3, spare2, spare1}

-- TAG-PDCP-CONFIG-STOP
-- ASN1STOP

	PDCP-Config field descriptions

	cipheringDisabled
If included, ciphering is disabled for this DRB regardless of which ciphering algorithm is configured for the SRB/DRBs. The field may only be included if the UE is connected to 5GC. Otherwise the field is absent. The network configures all DRBs with the same PDU-session ID with same value for this field.  The value of cipheringDisabled can only be changed using reconfig with sync.  Ciphering cannot be disabled for an SRB.

	discardTimer
Value in ms of discardTimer specified in TS 38.323 [5]. Value ms50 corresponds to 50 ms, ms100 corresponds to 100 ms and so on.

	drb-ContinueROHC
Indicates whether the PDCP entity continues or resets the ROHC header compression protocol during PDCP re-establishment, as specified in TS 38.323 [5]. This field is configured only in case of reconfiguration with sync where the PDCP termination point is not changed and the fullConfig is not indicated.

	headerCompression
If rohc is configured, the UE shall apply the configured ROHC profile(s) in both uplink and downlink. If uplinkOnlyROHC is configured, the UE shall apply the configure ROHC profile(s) in uplink (there is no header compression in downlink). ROHC can be configured for any bearer type. The network reconfigures headerCompression only upon reconfiguration involving PDCP re-establishment.  Network configures headerCompression to notUsed when outOfOrderDelivery is configured.

	integrityProtection
Indicates whether or not integrity protection is configured for this DRBradio bearer.  The value of integrityProtection for a DRB can only be changed using reconfiguration with sync.  Integrity protection cannot be disabled for an SRB.
FFS: text to indicate where to find the key.

	maxCID
Indicates the value of the MAX_CID parameter as specified in TS 38.323 [5]
FFS: need to specify something with respect to UE capabilities.

	moreThanOneRLC
FFS / TODO: Handle more than two secondary cell groups

	outOfOrderDelivery
Indicates whether or not outOfOrderDelivery specified in TS 38.323 [5] is configured. Out-of-order delivery is configured only when the radio bearer is established.

	[bookmark: _Hlk515270963]pdcp-Duplication
Indicates whether or not uplink duplication status at the time of receiving this IE is configured and activated as specified in TS 38.323 [5]. The presence of this field indicates whether duplication is configured. PDCP duplication is not configured for CA packet duplication of LTE RLC bearer. The value of this field, when the field is present, indicates the initial state of the duplication. If set to TRUE, duplication is activated. The value of this field is always TRUE, when configured for a SRB.

	pdcp-SN-SizeDL
PDCP sequence number size for downlink, 12 or 18 bits, as specified in TS 38.323 [5]. For SRBs only the value 12 is applicable.

	pdcp-SN-SizeUL
PDCP sequence number size for uplink, 12 or 18 bits, as specified in TS 38.323 [5]. For SRBs only the value 12 is applicable.

	primaryPath
Indicates the cell group ID and LCID of the primary RLC entity as specified in TS 38.323 clause 5.2.1 for UL data transmission when more than one RLC entity is associated with the PDCP entity. In this version of the specification, only cell group ID corresponding to MCG is supported for SRBs. The NW indicates cellGroup for split bearers using logical channels in different cell groups. The NW indicates logicalChannel for CA based PDCP duplication, i.e., if both logical channels terminate in the same cell group.

	statusReportRequired
For AM DRBs, indicates whether the DRB is configured to send a PDCP status report in the uplink, as specified in TS 38.323 [5]. For UL DRBs, the value shall be ignored by the UE.

	t-Reordering
Value in ms of t-Reordering specified in TS 38.323 [5]. Value ms0 corresponds to 0ms, value ms20 corresponds to 20ms, value ms40 corresponds to 40ms, and so on.  When the field is absent the UE applies the value infinity.

	ul-DataSplitThreshold
Parameter specified in TS 38.323 [5]. Value b0 corresponds to 0 bytes, value b100 corresponds to 100 bytes, value b200 corresponds to 200 bytes, and so on. The network sets this field to 'infinity' for UEs not supporting splitDRB-withUL-Both-MCG-SCG.



	Conditional presence
	Explanation

	DRB
	This field is mandatory present when the corresponding DRB is being set up, not present for SRBs.  Otherwise this field is optionally present, need M.

	MoreThanOneRLC
	This field is mandatory present upon RRC reconfiguration with setup of a PDCP entity for a radio bearer with more than one associated logical channel and upon RRC reconfiguration with the association of an additional logical channel to the PDCP entity.
Upon RRC reconfiguration when a PDCP entity is associated with multiple logical channels, this field is optionally present need M. Otherwise, this field is absent, and all its included parameters are released.

	Rlc-AM
	For RLC AM, the field is optionally present, need R. Otherwise, the field is not present.

	Setup
	The field is mandatory present in case of radio bearer setup. Otherwise the field is optionally present, need M.

	SplitBearer
	The field is optional present, need M, in case of radio bearer with more than one associated RLC mapped to different cell groups. If the field is absent when the split bearer is configured for the radio bearer first time, then the default value infinity is applied. 

	ConnectedTo5GC
	The field is optionally present, need R, if the UE is connected to 5GC. Otherwise the field is absent.

	Setup2
	This field is mandatory present in case for radio bearer setup for RLC-AM and RLC-UM. Otherwise, this field is not present.
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6.3.4	MAC-I
Length: 32 bits
This field carries a message authentication code calculated as specified in subclause 5.9.
For SRBs, the MAC-I field is always present. If integrity protection is not configured, the MAC-I field is still present but should be padded with padding bits set to 0.
For DRBs, the MAC-I field is present only when the DRB is configured with integrity protection and integrity protection is not suspended.

